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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

EXHIBIT A
PRICING SCHEDULE
EMERG 806612

THE OFFEROR IS REQUIRED TO SIGN AND DATE EACH PAGE OF THIS SCHEDULE
1. IDENTIFICATION OF OFFEROR AND SIGNATURE OF AUTHORIZED AGENT

Company Name (Printed) |Message Point Media of Alabama, Inc

Address 3628 Montevallo Rd, Ste 204
City, State, Zip Birmingham, AL 35210
Phone, Fax, Email 205-719-5000 N/A sales@mpmedia.tv

The undersigned agrees, if this offer is accepted within the period specified, to fumish any or all supplies and/or services
specified in the Schedule at the prices offered therein.

Authorized Agent Name - .
ge Bryan Gilliom, President

and Title (Printed) >
Signature and Date 4*‘2__#,;#ff_ July 12, 2024

2. PROMPT PAYMENT DISCOUNT

| # of Days | [ Percentage [ %]
Note, payment terms are specified in Exhibit E, Contractual Terms and Conditions.

3. AUTHORITY’S ACCEPTANCE (TO BE COMPLETED UPON AWARD BY CAPITAL METRO)

The Authority hereby accepts this offer.

Authorized Agent Name and Title Muhammad Abdullah, C.P.M., Vice President Procurement & Chief Contracting Officer
(Printed)
A E-SIGNED by Muh: d Abdullah
Signature and Date o 20241018 12:2026 COT October 16, 2024
. Exhibit A, Pricing Schedule dated July 12, 2024, Section 5A, Pricing: Base Period, ltems 1
Accepted as to: through 10, for a not-to-exceed total of $1,860,111.10
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The remainder of Exhibit A
— Pricing Schedule has
been redacted.

For further information regarding Exhibit A, you may:

o Reach out to the Contractor directly via the Contractor contact
details provided on the cover page of this contract.

OR

e Submit a public information request directly to PIR@capmetro.org.

For more information regarding the Public Information Act and submitting public information requests,
follow this link to our website: https://www.capmetro.org/legal/



https://www.capmetro.org/legal/

CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

EXHIBIT B

REPRESENTATIONS AND CERTIFICATIONS
(FEDERALLY ASSISTED SUPPLY/SERVICE/CONSTRUCTION CONTRACTS)
MUST BE RETURNED WITH THE OFFER

1. TYPE OF BUSINESS

(@) The offeror operates as (mark one):

] An individual

[] A partnership

[] A sole proprietor

[] A corporation

X Another entity S corporation

(b) Ifincorporated, under the laws of the State of:

| Alabama

2. PARENT COMPANY AND IDENTIFYING DATA

(@) The offeror (mark one):

Llis
X is not

owned or controlled by a parent company. A parent company is one that owns or controls the activities and basic
business policies of the offeror. To own the offering company means that the parent company must own more than
fifty percent (50%) of the voting rights in that company.

(b) A company may control an offeror as a parent even though not meeting the requirements for such ownership
if the company is able to formulate, determine, or veto basic policy decisions of the offeror through the use of dominate
minority voting rights, use of proxy voting, or otherwise.

(c) If not owned or controlled by a parent company, the offeror shall insert its own EIN (Employer’s Identification
Number) below:

(d) If the offeror is owned or controlled by a parent company, it shall enter the name, main office and EIN number
of the parent company, below:
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

3. CERTIFICATION OF INDEPENDENT PRICE DETERMINATION

(a) The offeror (and all joint venture members, if the offer is submitted by a joint venture) certifies that in connec-
tion with this solicitation:

(1) the prices offered have been arrived at independently, without consultation, communication, or agree-
ment for the purpose of restricting competition, with any other offeror or with any other competitor;

(2) unless otherwise required by law, the prices offered have not been knowingly disclosed by the offeror
and will not knowingly be disclosed by the offeror prior to opening of bids in the case of an invitation for bids, or prior
to contract award in the case of a request for proposals, directly or indirectly to any other offeror or to any competitor;
and

(3) no attempt has been made or will be made by the offeror to induce any other person or firm to submit or
not to submit an offer for the purpose of restricting competition.

(b)  Each signature on the offer is considered to be a certification by the signatory that the signatory:

(1) s the person in the offeror’'s organization responsible for determining the prices being offered in this bid
or proposal, and that the signatory has not participated and will not participate in any action contrary to paragraphs
(a)(1) through (a)(3) of this provision; or

(i) Has been authorized, in writing, to act as agent for the following principals in certifying that those
principals have not participated, and will not participate in any action contrary to paragraphs (a)(1) through (a)(3) of
this provision _Bryan Gilliom_ [insert full name of person(s) in the offeror's organization responsible for determining
the prices offered in this bid or proposal, and the title of his or her position in the offeror’'s organization];

(i)  As an authorized agent, does certify that the principals named in subdivision (b)(1)(i) of this provi-
sion have not participated, and will not participate, in any action contrary to paragraphs (a)(1) through (a)(3) of this
provision; and

(i)  As an agent, has not personally participated, and will not participate, in any action contrary to
paragraphs (a)(1) through (a)(3) of this provision.

(c) Ifthe offeror deletes or modifies paragraph (a)(2) of this provision, the offeror must furnish with its offer a signed
statement setting forth in detail the circumstances of the disclosure.

4, DEBARMENT, SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION

(a) Inaccordance with the provisions of 2 C.F.R. (Code of Federal Regulations), part 180 and part 1200, subpart
C, the offeror certifies to the best of the offerors knowledge and belief, that it and its principals for this covered
transaction:

(1)  are not presently excluded or disqualified (which may include being debarred, suspended, proposed for
debarment, declared ineligible, or voluntarily excluded from covered transactions by any Federal department or
agency);

(2)  have not within a three (3) year period preceding this offer been convicted of or had a civil judgment
rendered against them for (i) the commission of fraud or a criminal offense in connection with obtaining, attempting
to obtain, or performing a public or private agreement or transaction; (ii) violation of Federal or State antitrust statutes,
including those proscribing price fixing between competitors, allocation of customers between competitors, and bid
rigging; (iii) commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false
statements, tax evasion, receiving stolen property, making false claims, or obstruction of justice; or (iv) commission
of any other offense indicating a lack of business integrity or business honesty that seriously and directly affects your
present responsibility.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(3) are not presently indicted for or otherwise criminally or civilly charged by a governmental entity (Federal,
State, or local) with commission of any of the offenses enumerated in (a)(2) above; and

(4)  have not within a three (3) year period preceding this offer had one or more public transactions (Federal,
State, or local) terminated for cause or default.

(b)  Where the offeror is unable to certify to any of the statements above, the offeror shall attach a full explanation
to its offer/bid/quote/qualifications statement.

(c) Forany proposed subcontractor at any tier where the subcontract is expected to equal or exceed $25,000:
(1)  The offeror certifies that it has obtained a certification identical to (a) from such subcontractor.

(2) Where the prospective lower tier participant is unable to certify to (a), an explanation shall be attached
to the offer.

(3) This certification (specified in paragraphs (c)(1) and (c)(2)), above, shall be included in all applicable
subcontracts and a copy kept on file by the Prime Contractor. The Prime Contractor shall be required to furnish
copies of the certifications to the Authority upon request.

5. COMMUNICATIONS

(a)  All oral and written communications with the Authority regarding this solicitation shall be exclusively with, or on
the subjects and with the persons approved by, the persons identified in this solicitation. Discussions with any other
person not specified could result in disclosure of proprietary or other competitive sensitive information or otherwise
create the appearance of impropriety or unfair competition and, thereby, compromise the integrity of the Authority’s
procurement system. If competition cannot be resolved through normal communication channels, the Authority’s
protest procedures shall be used for actual or prospective competitors claiming any impropriety in connection with
this solicitation.

(b) By submission of this offer, the offeror certifies that it has not, and will not prior to contract award, communicate
orally or in writing with any Authority employee or other representative of the Authority (including Board Members,
the Authority’s contractors or consultants) regarding this solicitation, except as described below:

Individual's Name Date/Subject of Communication

(Attach continuation form, if necessary.)

6. CONTINGENT FEE

(a) Except for full-time, bona fide employees working solely for the offeror, the offeror represents as part of its offer
that it (mark one):

] has
X has not

employed or retained any company or persons to solicit or obtain this contract, and (mark one):

] has
X has not
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

paid or agreed to pay any person or company employed or retained to solicit or obtain this contract any commission,
percentage, brokerage, or other fee contingent upon or resulting from the award of this contract.

(b)  The offeror agrees to provide information relating to (a) above, when any item is answered affirmatively.
7. CODE OF ETHICS
(a) Statement of Purpose

The brand and reputation of Capital Metro is determined in large part by the actions or ethics of representatives of
the agency. Capital Metro is committed to a strong ethical culture and to ethical behavior by all individuals serving
Capital Metro as employees, members of the Board of Directors or volunteers. Individuals serving Capital Metro will
conduct business with honesty and integrity. We will make decisions and take actions that are in the best interest of
the people we serve and that are consistent with our mission, vision and this policy. The Code of Ethics (the “Code”)
documents Capital Metro’s Standards of Ethical Conduct and policies for Ethical Business Transactions. Compliance
with the Code will help protect Capital Metro’s reputation for honesty and integrity. The Code attempts to provide
clear principles for Capital Metro’s expectations for behavior in conducting Capital Metro business. We have a duty
to read, understand and comply with the letter and spirit of the Code and Capital Metro policies. You are encouraged
to inquire if any aspect of the Code needs clarification.

(b)  Applicability
The Code applies to Capital Metro employees, contractors, potential contractors, Board Members and citizen advi-
sory committee members. Violation of the Code of Ethics may result in discipline up to and including termination or
removal from the Board of Directors.
(c) Standards of Ethical Conduct
The public must have confidence in our integrity as a public agency and we will act at all times to preserve the trust
of the community and protect Capital Metro’s reputation. To demonstrate our integrity and commitment to ethical
conduct we will:

(1)  Continuously exhibit a desire to serve the public and display a helpful, respectful manner.

(2) Exhibit and embody a culture of safety in our operations.

(3) Understand, respect and obey all applicable laws, regulations and Capital Metro policies and procedures
both in letter and spirit.

(4) Exercise sound judgment to determine when to seek advice from legal counsel, the Ethics Officer or
others.

(6) Treat each other with honesty, dignity and respect and will not discriminate in our actions toward others.
(6) Continuously strive for improvement in our work and be accountable for our actions.

(7) Transact Capital Metro business effectively and efficiently and act in good faith to protect the Authority’s
assets from waste, abuse, theft or damage.

(8) Be good stewards of Capital Metro’s reputation and will not make any representation in public or private,
orally or in writing, that states, or appears to state, an official position of Capital Metro unless authorized to do so.

(9) Report all material facts known when reporting on work projects, which if not revealed, could either con-
ceal unlawful or improper practices or prevent informed decisions from being made.

(10) Be fair, impartial and ethical in our business dealings and will not use our authority to unfairly or illegally
influence the decisions of other employees or Board members.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(11) Ensure that our personal or business activities, relationships and other interests do not conflict or appear
to conflict with the interests of Capital Metro and disclose any potential conflicts.

(12) Encourage ethical behavior and report all known unethical or wrongful conduct to the Capital Metro Eth-
ics Officer or the Board Ethics Officer.

(d) Roles and Responsibilities

It is everyone’s responsibility to understand and comply with the Code of Ethics and the law. Lack of knowledge or
understanding of the Code will not be considered. If you have a question about the Code of Ethics, ask.

It is the responsibility of Capital Metro management to model appropriate conduct at all times and promote an ethical
culture. Seek guidance if you are uncertain what to do.

It is Capital Metro’s responsibility to provide a system of reporting and access to guidance when an employee wishes
to report a suspected violation and to seek counseling, and the normal chain of command cannot, for whatever
reason, be utilized. If you need to report something or seek guidance outside the normal chain of command, Capital
Metro provides the following resources:

(1)  Anonymous Fraud Hotline — Internal Audit
(2)  Anonymous Online Ethics Reporting System

(3) Contact the Capital Metro Ethics Officer, Vice-President of Internal Audit, the EEO Officer or Director of
Human Resources

(4) Safety Hotline

The Capital Metro Ethics Officer is the Chief Counsel. The Ethics Officer is responsible for the interpretation and
implementation of the Code and any questions about the interpretation of the Code should be directed to the Ethics
Officer.

(e) Ethical Business Transactions
Section 1. Impartiality and Official Position

(1) A Substantial Interest is defined by Tex. Loc. Govt. Code, § 171.002. An official or a person related to
the official in the first degree by consanguinity or affinity has a Substantial Interest in:

(i) A business entity if the person owns ten percent (10%) or more of the voting stock or shares of the
business entity or owns either 10% or more or $15,000 or more of the fair market value of the business entity OR
funds received by the person from the business entity exceed 10% of the person’s gross income for the previous
year; or

(i)  Real property if the interest is an equitable or legal ownership with a fair market value of $2,500 or
more.

Capital Metro will not enter into a contract with a business in which a Board Member or employee or a Family Member
of a Board Member or employee as defined in Section 8 has a Substantial Interest except in case of emergency as
defined in the Acquisition Policy PRC-100 or the business is the only available source for essential goods and ser-
vices or property.

(2) No Board Member or employee shall:

(i) Act as a surety for a business that has work, business or a contract with Capital Metro or act as a
surety on any official bond required of an officer of Capital Metro.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(i)  Represent for compensation, advise or appear on behalf of any person or firm concerning any
contract or transaction or in any proceeding involving Capital Metro’s interests.

(i)  Use his or her official position or employment, or Capital Metro’s facilities, equipment or supplies
to obtain or attempt to obtain private gain or advantage.

(iv)  Use his or her official position or employment to unfairly influence other Board members or em-
ployees to perform illegal, immoral, or discreditable acts or do anything that would violate Capital Metro policies.

(v)  Use Capital Metro’s resources, including employees, facilities, equipment, and supplies in political
campaign activities.

(vi) Participate in a contract for a contractor or first-tier subcontractor with Capital Metro for a period of
one (1) year after leaving employment on any contract with Capital Metro.

(vii) Participate for a period of two (2) years in a contract for a contractor or first-tier subcontractor with
Capital Metro if the Board Member or employee participated in the recommendation, bid, proposal or solicitation of
the Capital Metro contract or procurement.

Section 2. Employment and Representation

A Board Member or employee must disclose to his or her supervisor, appropriate Capital Metro staff or the Board
Chair any discussions of future employment with any business which has, or the Board Member or employee should
reasonably foresee is likely to have, any interest in a transaction upon which the Board Member or employee may or
must act or make a recommendation subsequent to such discussion. The Board Member or employee shall take no
further action on matters regarding the potential future employer.

A Board Member or employee shall not solicit or accept other employment to be performed or compensation to be
received while still a Board Member or employee, if the employment or compensation could reasonably be expected
to impair independence in judgment or performance of their duties.

A Board Member or employee with authority to appoint or hire employees shall not exercise such authority in favor
of an individual who is related within the first degree, within the second degree by affinity or within the third degree
by consanguinity as defined by the Capital Metro Nepotism Policy in accordance with Tex. Govt. Code, Ch. 573.

Section 3. Gifts

It is critical to keep an arms-length relationship with the entities and vendors Capital Metro does business with in
order to prevent the appearance of impropriety, undue influence or favoritism.

No Board Member or employee shall:

(1) Solicit, accept or agree to accept any benefit or item of monetary value as consideration for the Board
Member’s or employee’s decision, vote, opinion, recommendation or other exercise of discretion as a public servant.
[Tex. Penal Code §36.02(c)]

(2) Solicit, accept or agree to accept any benefit or item of monetary value as consideration for a violation
of any law or duty. [Tex. Penal Code §36.02(a)(1)]

(3) Solicit, accept or agree to accept any benefit or item of monetary value from a person the Board Member
or employee knows is interested in or likely to become interested in any Capital Metro contract or transaction if the
benefit or item of monetary value could reasonably be inferred as intended to influence the Board Member or em-
ployee. [Tex. Penal Code §36.08(d)]

(4) Receive or accept any gift, favor or item of monetary value from a contractor or potential contractor of
Capital Metro or from any individual or entity that could reasonably be inferred as intended to influence the Board
Member or employee.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

Exception: Consistent with state law governing public servants, a gift does not include a benefit or item of monetary
value with a value of less than $50, excluding cash or negotiable instruments, unless it can reasonably be inferred
that the item was intended to influence the Board Member or employee. A department may adopt more restrictive
provisions if there is a demonstrated and documented business need. [Tex. Penal Code § 36.10(a)(6)]

Exception: A gift or other benefit conferred, independent of the Board Member's or employee’s relationship with
Capital Metro, that is not given or received with the intent to influence the Board Member or employee in the perfor-
mance of his or her official duties is not a violation of this policy. The Capital Metro Ethics Officer or Board Ethics
Officer must be consulted for a determination as to whether a potential gift falls within this exception.

Exception: Food, lodging, or transportation that is provided as consideration for legitimate services rendered by the
Board Member or employee related to his or her official duties is not a violation of this policy.

If you are uncertain about a gift, seek guidance from the Ethics Officer.

Section 4. Business Meals and Functions

Board Members and employees may accept invitations for free, reasonable meals in the course of conducting Capital
Metro’'s business or while attending a seminar or conference in connection with Capital Metro business as long as
there is not an active or impending solicitation in which the inviting contractor or party may participate and attendance
at the event or meal does not create an appearance that the invitation was intended to influence the Board Member
or employee.

When attending such events, it is important to remember that you are representing Capital Metro and if you chose to
drink alcohol, you must do so responsibly. Drinking irresponsibly may lead to poor judgment and actions that may
violate the Code or other Capital Metro policies and may damage the reputation of Capital Metro in the community
and the industry.

Section 5. Confidential Information

It is everyone’s responsibility to safeguard Capital Metro’s nonpublic and confidential information.

No Board Member or employee shall:

(1) Disclose, use or allow others to use nonpublic or confidential information that Capital Metro has not made
public unless it is necessary and part of their job duties and then only pursuant to a nondisclosure agreement ap-
proved by legal counsel or with consultation and permission of legal counsel.

(2) Communicate details of any active Capital Metro procurement or solicitation or other contract opportunity
to any contractor, potential contractor or individual not authorized to receive information regarding the active procure-
ment or contract opportunity.

Section 6. Financial Accountability and Record Keeping

Capital Metro’s financial records and reports should be accurate, timely, and in accordance with applicable laws and
accounting rules and principles. Our records must reflect all components of a transaction in an honest and forthright
manner. These records reflect the results of Capital Metro’s operations and our stewardship of public funds.

A Board Member or employee shall:

(1)  Not falsify a document or distort the true nature of a transaction.

(2) Properly disclose risks and potential liabilities to appropriate Capital Metro staff.
(3) Cooperate with audits of financial records.

(4) Ensure that all transactions are supported by accurate documentation.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(5) Ensure that all reports made to government authorities are full, fair, accurate and timely.
(6) Ensure all accruals and estimates are based on documentation and good faith judgment.
Section 7. Conflict of Interest

Employees and Board Members are expected to deal at arms-length in any transaction on behalf of Capital Metro
and avoid and disclose actual conflicts of interest under the law and the Code and any circumstance which could
impart the appearance of a conflict of interest. A conflict of interest exists when a Board Member or employee is in a
position in which any official act or action taken by them is, may be, or appears to be influenced by considerations of
personal gain rather than the general public trust.

Conflict of Interest [Tex. Loc. Govt. Code, Ch. 171 & 176, § 2252.908]

No Board Member or employee shall participate in a matter involving a business, contract or real property transaction
in which the Board Member or employee has a Substantial Interest if it is reasonably foreseeable that an action on
the matter would confer a special economic benefit on the business, contract or real property that is distinguishable
from its effect on the public. [Tex. Loc. Govt. Code, § 171.004]

Disclosure

A Board Member or employee must disclose a Substantial Interest in a business, contract, or real property that would
confer a benefit by their vote or decision. The Board Member or employee may not participate in the consideration of
the matter subject to the vote or decision. Prior to the vote or decision, a Board Member shall file an affidavit citing
the nature and extent of his or her interest with the Board Vice Chair or Ethics Officer. [Tex. Loc. Govt. Code, §
171.004]

A Board Member or employee may choose not to participate in a vote or decision based on an appearance of a
conflict of interest and may file an affidavit documenting their recusal.

Section 8. Disclosure of Certain Relationships [Tex. Loc. Govt. Code, Ch. 176]
Definitions

(1) A Local Government Officer is defined by Tex. Loc. Govt. Code § 176.001(4). A Local Government Of-
ficer is:
(i) A member of the Board of Directors;

(i)  The President/CEO; or

(iii) A third party agent of Capital Metro, including an employee, who exercises discretion in the plan-
ning, recommending, selecting or contracting of a vendor.

(2) A Family Member is a person related within the first degree by consanguinity or the second degree by
affinity as defined by Tex. Govt. Code, Ch. 573.

(3) A Family Relationship is a relationship between a person and another person within the third degree by
consanguinity or the second degree by affinity as defined by Tex. Govt. Code, Ch. 573.

(4) A Local Government Officer must file a Conflicts Disclosure Statement (FORM CIS) if:
(i) The person or certain Family Members received at least $2,500 in taxable income (other than
investment income) from a vendor or potential vendor in the last twelve (12) months through an employment or other

business relationship;

(i)  The person or certain Family Members received gifts from a vendor or potential vendor with an
aggregate value greater than $100 in the last 12 months; or
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(i)  The vendor (or an employee of the vendor) has a Family Relationship with the Local Government
Officer.

(5) A vendor doing business with Capital Metro or seeking to do business with Capital Metro is required to
file a completed questionnaire (FORM CIQ) disclosing the vendor’s affiliations or business relationship
with any Board Member or local government officer or his or her Family Member.

Section 9. Duty to Report and Prohibition on Retaliation

Board Members and employees have a duty to promptly report any violation or possible violation of this Code of
Ethics, as well as any actual or potential violation of laws, regulations, or policies and procedures to the hotline, the
Capital Metro Ethics Officer or the Board Ethics Officer.

Any employee who reports a violation will be treated with dignity and respect and will not be subjected to any form of
retaliation for reporting truthfully and in good faith. Any retaliation is a violation of the Code of Ethics and may also be
a violation of the law, and as such, could subject both the individual offender and Capital Metro to legal liability.

Section 10. Penalties for Violation of the Code of Ethics

In addition to turning over evidence of misconduct to the proper law enforcement agency when
appropriate, the following penalties may be enforced:

(1) If a Board Member does not comply with the requirements of this policy, the Board member may be
subject to censure or removal from the Board in accordance with Section 451.511 of the Texas Transportation Code.

(2) If an employee does not comply with the requirements of this policy, the employee shall be subject to
appropriate disciplinary action up to and including termination.

(3) Any individual or business entity contracting or attempting to contract with Capital Metro which offers,
confers or agrees to confer any benefit as consideration for a Board Member's or employee’s decision, opinion,
recommendation, vote or other exercise of discretion as a public servant in exchange for the Board Member's or
employee’s having exercised his official powers or performed his official duties, or which attempts to communicate
with a Board Member or Capital Metro employee regarding details of a procurement or other contract opportunity in
violation of Section 5, or which participates in the violation of any provision of this Policy may have its existing Capital
Metro contracts terminated and may be excluded from future business with Capital Metro for a period of time as
determined appropriate by the President/CEOQ.

(4) Any individual who makes a false statement in a complaint or during an investigation of a complaint with
regard to a matter that is a subject of this policy is in violation of this Code of Ethics and is subject to its penalties. In
addition, Capital Metro may pursue any and all available legal and equitable remedies against the person making the
false statement or complaint.

Section 11. Miscellaneous Provisions

(1)  This Policy shall be construed liberally to effectuate its purposes and policies and to supplement such
existing laws as they may relate to the conduct of Board Members and employees.

(2)  Within sixty (60) days of the effective date for the adoption of this Code each Board Member and em-
ployee of Capital Metro will receive a copy of the Code and sign a statement acknowledging that they have read,
understand and will comply with Capital Metro’s Code of Ethics. New Board Members and employees will receive a
copy of the Code and are required to sign this statement when they begin office or at the time of initial employment.

(3) Board Members and employees shall participate in regular training related to ethical conduct, this Code
of Ethics and related laws and policies.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

8. PREVIOUS CONTRACTS AND COMPLIANCE REPORTS

The offeror represents as part of its offer that it (mark one):

] has
X has not

participated in a previous contract or subcontract subject either to Executive Order 11246 and its related regulations;

and it (mark one):

] has
X has not

filed all required compliance reports.

9. AFFIRMATIVE ACTION COMPLIANCE

(@) The offeror represents as part of its offer that it has a workforce of (indicate below the number of employees
including temporary, full-time, or part-time employees):

| 21

(b)  The offeror:

X has developed an Affirmative Action Plan at each establishment as required by the rules and regulations
of the Secretary of Labor (41 C.F.R. parts 60-1 and 60-2) and has on file. The offeror will submit the Affirmative
Action Plan to the Authority within ten (10) days of the date of the Notice of Award (NOA).

[] has not developed an Affirmative Action Plan at each establishment as required by the rules and regula-
tions of the Secretary of Labor (41 C.F.R. parts 60-1 and 60-2) and does not have on file. The offeror will submit
the Affirmative Action Plan to the Authority within one hundred and twenty (120) days of the date of the Notice to
Proceed (NTP).

(c) The offeror:

] has
X has not

previously had contracts subject to the written affirmative action programs requirement of the rules and regulations
of the Secretary of Labor.

10. RESERVED

11. CLEAN AIR AND WATER CERTIFICATION

Applicable if the offer exceeds $150,000, or the Authority believes that orders under an indefinite contract in any year
will exceed $150,000 or a facility to be used has been the subject of a conviction under the Air Act [42 U.S.C. §
7413(c)(1)] or the Water Act [33 U.S.C. § 1319(c)] and is listed by the Environmental Protection Agency (EPA) as a
violating facility, and the acquisition is not otherwise exempt.

By submission of this offer, the offeror certifies that:

(a) any facility to be used in the performance of this proposed contract (mark one):

Clis
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X is not
listed on the EPA List of Violating Facilities;
(b) it willimmediately notify the Authority, before award, of the receipt of any communication from the EPA Admin-
istrator, or a designee of the EPA, indicating that any facility which it proposes to use for the performance of the

contract is under consideration to be listed on the EPA List of Violating Facilities; and

(c) it will include a certification substantially the same as this certification, including this paragraph (c), in every
subcontract not otherwise exempt by law.

12. CERTIFICATION OF NON-SEGREGATED FACILITIES

(a) By the submission of this offer, the offeror certifies that it does not and will not maintain or provide for its
employees any segregated facilities at any of its establishments, and that it does not and will not permit its employees
to perform their services at any location under its control, where segregated facilities are maintained.

(b)  The offeror agrees that a breach of this certification is a violation of the Civil Rights and Equal Opportunity
Clause in Exhibit E of the contract.

(c) Definitions: For the purpose of this Certification of Non-Segregated Facilities, the following definitions shall
apply:

(1)  "segregated facilities" means any waiting rooms, work areas, restrooms and washrooms, restaurants
and other eating areas, time clocks, locker rooms and other storage or dressing areas, parking lots, drinking fountains,
recreation or entertainment areas, transportation, and housing facilities provided for employees that are segregated
by explicit directive or are in fact segregated on the basis of race, color, religion, sex, sexual orientation, gender
identity or national origin, because of written or oral policies or employee custom. The term does not include separate
or single-user restrooms or necessary dressing or sleeping areas provided to assure privacy between the sexes.

(2) “gender identity” refers to one’s internal sense of one’s own gender; it may or may not correspond to the
sex assigned to a person at birth, and may or may not be made visible to others.

(3)  “sexual orientation” refers to an individual’'s physical, romantic, and/or emotional attraction to people of
the same and/or opposite gender; examples of sexual orientations include “straight” (or heterosexual), lesbian, gay,
and bisexual.

(d) It further certifies that (except where it has obtained identical certifications from proposed subcontracts for
specific time periods) it will:

(1)  obtain identical certifications from proposed subcontractors before the award of subcontracts under
which the subcontractor will be subject to the Equal Opportunity provision in Exhibit E of the contract; and

(2)  retain such certifications in its files.
13. CERTIFICATION OF RESTRICTIONS ON LOBBYING
This Certification is applicable if the offer exceeds $100,000.

(a) By submission of this offer, the offeror certifies to the best of the offeror's knowledge or belief that no Federal
appropriated funds have been paid, or will be paid, by or on behalf of the undersigned, to any person for influencing
or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with the awarding of any Federal contract, the
making of any Federal grant, the making of any Federal loan, the entering into of any cooperative agreement, and
the extension, continuation, renewal, amendment, or modification of any Federal contract, grant, loan, or cooperative
agreement.
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(b) If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing
or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or cooper-
ative agreement, the undersigned shall complete and submit Standard Form-LLL, “Disclosure Form to Report Lob-
bying,” in accordance with its instructions.

(c) The undersigned shall require that the language of this certification be included in the award documents for all
subawards at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and cooperative agree-
ments) and that all subrecipients and subcontractors shall certify and disclose accordingly.

(d)  This certification is a material representation of fact upon which reliance was placed when this transaction was
made or entered into. Submission of this certification is a prerequisite for making or entering into this transaction
imposed by Section 1352, Title 31, U.S.C. Any person who fails to file the required certification shall be subject to a
civil penalty of not less than $10,000 or not more than $100,000 for each such failure.

14. TEXAS ETHICS COMMISSION CERTIFICATION

In accordance with Section 2252.908, Texas Government Code, upon request of the Authority, the selected contrac-
tor may be required to electronically submit a “Certificate of Interested Parties” with the Texas Ethics Commission in
the form required by the Texas Ethics Commission, and furnish the Authority with the original signed and notarized
document prior to the time the Authority signs the contract. The form can be found at www.ethics.state.tx.us. Ques-
tions regarding the form should be directed to the Texas Ethics Commission.

15. CERTIFICATION REGARDING ISRAEL

As applicable and in accordance with Section 2271.002 of the Texas Government Code, the Contractor certifies that
it does not boycott Israel and will not boycott Israel during the term of this Contract.

16. CERTIFICATION REGARDING FOREIGN TERRORIST ORGANIZATIONS

Contractor certifies and warrants that it is not engaged in business with Iran, Sudan, or a foreign terrorist organiza-
tion, as prohibited by Section 2252.152 of the Texas Government Code.
17. VERIFICATION REGARDING FIREARM ENTITIES AND FIREARM TRADE ASSOCIATIONS

As applicable and in accordance with Section 2274.002 of the Texas Government Code, Contractor verifies that it
does not have a practice, policy, guidance, or directive that discriminates against a firearm entity or firearm trade
association and will not discriminate during the term of the Contract against a firearm entity or firearm trade associ-
ation.

18. BOYCOTT OF ENERGY COMPANIES PROHIBITED
Pursuant to Chapter 2274 of Texas Government Code, Contractor verifies that:

(a) it does not, and will not for the duration of the Contract, boycott energy companies, as defined in Section
2274.002 of the Texas Government Code, or

(b) the verification required by Section 2274.002 of the Texas Government Code does not apply to Contractor and
this Contract. If circumstances relevant to this provision change during the course of the Contract, Contractor shall
promptly notify the Authority.

19. CRITICAL INFRASTRUCTURE PROHIBITION
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Pursuant to Chapter 2274 of Texas Government Code, Contractor certifies that, if this Contract or any contract be-
tween Contractor and Capital Metro relates to critical infrastructure, as defined in Chapter 2274 of the Texas Gov-
ernment Code, Contractor is not owned by or the majority of stock or other ownership interest of its firm is not held
or controlled by:

(a) individuals who are citizens of China, Iran, North Korea, Russia, or a Governor-designated country; or

(b) acompany orother entity, including a governmental entity, that is owned or controlled by citizens of or is directly
controlled by the government of China, Iran, North Korea, Russia, or a Governor-designated country; or

(c) headquartered in China, Iran, North Korea, Russia, or a Governor-designated country.

20. CERTIFICATION OF PRIME CONTRACTOR PARTICIPATION

(a) The Prime Contractor shall perform no less than thirty percent (30%) of the work with his or her own organiza-
tion. The on-site production of materials produced by other than the Prime Contractor’s forces shall be considered as
being subcontracted.

(b)  The organization of the specifications into divisions, sections, and articles, and the arrangement and titles of
project drawings shall not control the Prime Contractor in dividing the work among subcontractors or in establishing
the extent of work to be performed by any trade.

(c) The offeror hereby certifies that the Schedule C of Subcontractor Participation form submitted with the Ex-
hibit D, Disadvantaged Business Enterprise (DBE) portion of this offer represents no more than seventy percent
(70%) of the work will be done by subcontractors.

21. REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE
SERVICES OR EQUIPMENT

(a) Prohibition. This Contract is subject to the Public Law 115-232, Section 889, and 2 Code of Federal Regulations
(CFR) Part 200, including §200.216 and §200.471 related to the prohibition of certain “covered telecommunications
equipment and services”, which includes:

(1)  Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or
any subsidiary or affiliate of such entities)

(2)  Forthe purpose of public safety, security of government facilities, physical security surveillance of critical
infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced
by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology
Company (or any subsidiary or affiliate of such entities).

(3) Telecommunications or video surveillance services provided by such entities or using such equipment.

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that
the Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal
Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the
government of a covered foreign country.

(b)  Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM)
(https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equip-
ment or services".

(c) Representation. The Offeror represents that—

(1) It
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7 will
X will not

provide covered telecommunications equipment or services to the Authority in the performance of any contract, sub-
contract or other contractual instrument resulting from this solicitation. The Offeror shall provide the additional disclo-
sure information required at paragraph (d)(1) of this section if the Offeror responds "will" in paragraph (c)(1) of this
section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that—

] does
X does not

use covered telecommunications equipment or services, or use any equipment, system, or service that uses covered
telecommunications equipment or services. The Offeror shall provide the additional disclosure information required
at paragraph (d)(2) of this section if the Offeror responds "does" in paragraph (c)(2) of this section.

(d)  Disclosures.

(1) Disclosure for the representation in paragraph (c)(1) of this provision. If the Offeror has responded "will"
in the representation in paragraph (c)(1) of this provision, the Offeror shall provide the following information as part
of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name,
unique entity identifier, CAGE code, and whether the entity was the original equipment manufacturer (OEM) or a
distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applica-
ble); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (a)(1) of this provision.

(i)  For covered services—

(A) Ifthe service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer
part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being
provided; and explanation of the proposed use of covered telecommunications services and any factors relevant to
determining if such use would be permissible under the prohibition in paragraph (a)(1) of this provision.

(2) Disclosure for the representation in paragraph (c)(2) of this provision. If the Offeror has responded "does"
in the representation in paragraph (c)(2) of this provision, the Offeror shall provide the following information as part
of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name,
unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if known);
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(B) A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applica-
ble); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (a)(2) of this provision.

(i)  For covered services—

(A) Ifthe service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer
part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and explanation
of the proposed use of covered telecommunications services and any factors relevant to determining if such use
would be permissible under the prohibition in paragraph (a)(2) of this provision.

22. CERTIFICATION OF NO ORGANIZATIONAL CONFLICT OF INTEREST

(a) Offeror certifies that there is no real or apparent organizational conflict of interest (“Organizational Conflict”).
An Organizational Conflict exists when (a) the Offeror is unable, or potentially unable, to provide impartial and objec-
tive assistance or advice to the Authority due to other activities, relationships, contracts, or circumstances; (b) the
Offeror has an unfair competitive advantage through receipt of or obtaining access to nonpublic information; or (c)
during the performance of an earlier contract or the conduct of a procurement, the Offeror has established the ground
rules for this procurement by developing specifications, evaluation factors, or similar documents.

(b) If the Offeror is unable to certify to the above (in (a)), the Offeror, certifies that it has attached an explanation
disclosing any real or apparent Organizational Conflict. Such attachment includes all relevant facts concerning any
past, present, or currently planned interests that may present an Organizational Conflict.

23. FEDERAL TAX LIABILITY AND RECENT FELONY CONVICTIONS
(a) Offeror certifies that it:

(1)  Does not have any unpaid Federal tax liability that has been assessed, for which all judicial and admin-
istrative remedies have been exhausted or have lapsed, and that is not being paid in a timely manner pursuant to an
agreement with the authority responsible for collecting the tax liability; and

(2) Was not convicted of the felony criminal violation under any Federal law within the preceding 24 months.
(b) If the Offeror is unable to certify to the above (in (a)), the Offeror certifies that it has attached an explanation
stating to what part of (a) the Offeror is unable to certify.

(c) The Offeror certifies that it has required any subcontractors identified in its offer to certify to (a) or has attached
a statement explaining why such identified subcontractor is unable to certify to (a).

24. LIMITATION ON CERTAIN ROLLING STOCK PROCUREMENTS

(a)  Prohibition. This Contract is subject to Section 7613 of the National Defense Authorization Act for Fiscal Year
2020 (NDAA 2020), Public Law 116-92 (Dec. 20, 2019) and 49 U.S.C. § 5323(u) which prohibit using financial assis-
tance made available under Chapter 53 of Title 49 U.S. Code to award a contract or subcontract to an entity for the
procurement of rolling stock for use in public transportation if the manufacturer of the rolling stock:

(1) isincorporated in or has manufacturing facilities in the United States; and

(2) is owned or controlled by, is a subsidiary of, or is otherwise related legally or financially to a corporation
based in a country that -
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(i) is identified as a nonmarket economy country (as defined in section 771(18) of the Tariff Act of
1930 (19 U.S.C. 1677(18))) as of the date of enactment of this subsection;

(i) was identified by the United States Trade Representative in the most recent report required by
section 182 of the Trade Act of 1974 (19 U.S.C. 2242) as a foreign country included on the priority watch list defined
in subsection (g)(3) of that section; and

(iii)  is subject to monitoring by the Trade Representative under section 306 of the Trade Act of 1974
(19 U.S.C. 2416).

(a “Restricted Manufacturer”). For purposes of this provision, the term “otherwise related legally or financially” does
not include a minority relationship or investment.

(b)  Procedures. The Offeror shall review the relevant statutes to ascertain if the Offeror or any subcontractor or
supplier is a Restricted Manufacturer.

(c) Representation. The Offeror represents that—

(1) It

Olis
X is not

a Restricted Manufacturer; and

(2) It has obtained representations from all relevant subcontractors or suppliers, and that the subcontractors
or suppliers—

[ are
X are not

Restricted Manufacturers.

(d) Disclosures. Disclosure for the representation in paragraph (c) of this provision: If the Offeror has responded
"is” in the representation in paragraph (c)(1) of this provision, the Offeror shall provide a statement providing all
information reflecting the basis for its certification. If the Offeror has responded “are” in the representation in para-
graph (c)(2) of this provision, the Offeror shall provide a statement identifying the subcontractor(s) or supplier(s) and
all information reflecting the basis for the certification.

25. SIGNATURE BLOCK FOR ALL REPRESENTATIONS AND CERTIFICATIONS

(@) These representations and certifications concern a material representation of fact upon which reliance will be
placed in awarding a contract. If it is later determined that the offeror knowingly rendered an erroneous or false
certification, in addition to all other remedies the Authority may have, the Authority may terminate the contract for
default and/or recommend that the offeror be debarred or suspended from doing business with the Authority in the
future.

(b)  The offeror shall provide immediate written notice to the Authority if, at any time prior to contract award, the
offeror learns that the offeror’s certification was, or a subsequent communication makes, the certification erroneous.

(c) Offerors must set forth full, accurate and complete information as required by this solicitation (including this
attachment). Failure of an offeror to do so may render the offer nonresponsive.

(d) lunderstand that a false statement on this certification may be grounds for rejection of this submittal or termi-
nation of the awarded contract.
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(e) Afalse statement in any offer submitted to the Authority may be a criminal offense in violation of Section 37.10
of the Texas Penal Code. In addition, under 18 U.S.C. §. 1001, a false statement may result in a fine of up to $10,000
or imprisonment for up to five (5) years, or both.

Name of Offeror:
Message Point Media of Alabama, Inc.

Type/Print Name of Signatory:
Tracy Gilliom

Title of Signatory:
Vice President of Operations

Signature: _

Date:

July 11, 2024
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BUY AMERICA CERTIFICATION — PRODUCTS/CONSTRUCTION
REQUIRED PRICING PROPOSAL SUBMITTAL

FAILURE OF OFFEROR / BIDDER TO FURNISH THIS EXECUTED DOCUMENT WITH ITS PROPOSAL/
BID MAY BE CONSTRUED BY CAPITAL METRO AS A NEGATIVE RESPONSE AND THE OFFER WILL
NOT BE CONSIDERED.

BUY AMERICA CERTIFICATE FOR PROCUREMENTS OF
STEEL, IRON, MANUFACTURED PRODUCTS AND CONSTRUCTION MATERIALS

This procurement is subject to the Federal Transit Administration’s (FTA) Buy America requirements of 49
U.S.C. 5323(j)(1) and the applicable regulations in 49 C.F.R. § 661.5, and the Build America, Buy America
Act, Public Law 117-58, div. G, tit. IX, sections 70911-70927 (2021) and, as applicable, 2 C.F.R. Part 184.
Bidder/offeror must complete and submit the appropriate certification as set forth below.

49 U.S.C. 5323(j)(1) permits FTA participation on this contract only if all iron, steel, and manufactured
products used in the contract are produced in the United States. The Build America, Buy America Act,
Public Law 117-58, div. G, tit. IX, sections 70911-70927 (2021), as implemented by the U.S. Office of
Management and Budget, including, as applicable, 2 CFR Part 184, the U.S. Department of Transportation,
and the Federal Transit Administration, permits participation in this contract only if all construction materials
used in the FTA funded project are produced in the United States.

A waiver from the Buy America Provision may be sought by Capital Metro if grounds for the waiver exist.
In such event, Bidder/Offeror shall submit pertinent data as required by Capital Metro.

Certificate of Compliance with Buy America Requirements

The bidder or offeror hereby certifies that it will comply with the requirements of 49 U.S.C. § 5323(j)(1) and
the applicable regulations in 49 C.F.R. part 661, and the Build America, Buy America Act, Public Law 117-
58, div. G, tit. IX, sections 70911 — 70927 (2021), as implemented by the U.S. Office of Management and
Budget, including, as applicable, 2 CFR Part 184, the U.S. Department of Transportation, and the Federal
Transit Administration.

Date: July 12, 2024

Signature: QD/\@,(\,? %41 lic—

Message Point Media of Alabama, Inc.

Company:
Name: Tracy Gilliom
Title: Vice President of Operations

OR
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EXHIBIT E

CONTRACTUAL TERMS AND CONDITIONS
(SERVICES CONTRACT)

1. DEFINITIONS
As used throughout this Contract, the following terms shall have the meaning set forth below:

(a) “Applicable Anti-Corruption and Bribery Laws” means international, federal, state, provincial and local laws,
rules, regulations, directives and governmental requirements currently in effect and as they become effective relating
in any way to the Contractor’s provision of goods and/or services to Authority, including without limitation “FCPA” or
any applicable laws and regulations, including in the jurisdiction in which the Contractor operates and/or manufac-
tures goods for the Authority, relating to anti-corruption and bribery.

(b)  “Authority”, “CapMetro”, means Capital Metropolitan Transportation Authority.

(c)  “Authority Data” means all data, content and information (i) submitted by or on behalf of the Authority or its
customers to the Contractor or loaded into the System, (ii) obtained, developed, produced or processed by the Con-
tractor or by the Application or System in connection with the Contract, or (iii) to which the Contractor has access in
connection with the Contract, and all derivative versions of such data, content and information, and any derivative
versions thereof, in any form or format.

(d)  “Authority Electronic Property” means (i) any websites controlled by the Authority, (ii) any Authority mobile
device apps, (iii) any application programming interfaces (API) to the Authority’s information technology systems, (iv)
any other kiosks, devices or properties for consumer interaction that are created, owned, or controlled by the Author-
ity, and (v) versions and successors of the foregoing, any form or format now known or later developed, that may be
used by customers obtaining products or services from the Authority.

(e) “Change Order’ means a written order to the Contractor signed by the Contracting Officer, issued after execu-
tion of the Contract, authorizing a change in the term or scope of the Contract.

(f)  “Contract” or “Contract Documents” means this written agreement between the parties comprised of all the
documents listed in the Table of Contents, Change Orders and/or Contract Modifications that may be entered into by
the parties.

(g) “Contract Award Date” means the date of the Contract award notice, which may take the form of a purchase
order, signed Contract or Notice of Award, issued by the Authority.

(h) “Contract Modification” means any changes in the terms or provisions of the Contract which are reduced to
writing and fully executed by both parties.

(i)  “Contract Sum” means the total compensation payable to the Contractor for performing the Services as origi-
nally contracted for or as subsequently adjusted by Contract Modification.

()  “Contract Term” means period of performance set forth in the paragraph entitled “Term” contained in Exhibit E.
(k)  "Contracting Officer" means a person with the authority to enter into, administer, and/or terminate contracts
and make related determinations and findings on behalf of the Authority. The term includes certain authorized rep-

resentatives of the Contracting Officer acting within the limits of their authority as delegated by the Contracting Officer.

(I)  “Contractor” means the entity that has assumed the legal obligation to perform the Services as identified in the
Contract.

(m) “Days” means calendar days. In computing any period of time established under this Contract, the day of the
event from which the designated period of time begins to run shall not be included, but the last day shall be included
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unless it is a Saturday, Sunday, or Federal or State of Texas holiday, in which event the period shall run to the end
of the next business day.

(n) “FAR” means the Federal Acquisition Regulations codified in 48 C.F.R. Title 48.
(0) “FCPA” means the United States Foreign Corrupt Practices Act, 15 U.S.C. §§ 78dd-1, et seq., as amended.

(p) “Force Majeure Event” means strikes, lockouts, or other industrial disputes; explosions, epidemics, civil dis-
turbances, acts of domestic or foreign terrorism, wars within the continental United States, riots or insurrections;
embargos, natural disasters, including but not limited to landslides, earthquakes, floods or washouts; interruptions by
government or court orders; declarations of emergencies by applicable federal, state or local authorities; and present
or future orders of any regulatory body having proper jurisdiction.

(q) “FTA” means the Federal Transit Administration.

()  “Fully Burdened Hourly Labor Rate” means an hourly rate that includes all salary, overhead costs, general and
administrative expenses, and profit.

(s) “Intellectual Property Rights” means the worldwide legal rights or interests evidenced by or embodied in: (i) any
idea, software, design, concept, personality right, method, process, technique, apparatus, invention, discovery, or
improvement, including any patents, trade secrets, and know-how; (ii) any work of authorship, including any copy-
rights, moral rights or neighboring rights, and any derivative works thereto; (iii) any trademark, service mark, trade
dress, trade name, or other indicia of source or origin; (iv) domain name registrations; and (v) any other proprietary
or similar rights. The Intellectual Property Rights of a party include all worldwide legal rights or interests that the party
may have acquired by assignment or license with the right to grant sublicenses.

(t)  “Manufacturing Materials” mean any completed or partially completed supplies and materials, parts, dies, jigs,
fixtures, plans, drawings, information, and contract rights specifically produced or specially acquired by the Contractor
for the performance of the Contract.

(u)  “Notice of Award” means formal notice of award of the Contract to the Contractor issued by the Contracting
Officer.

(v) “Notice to Proceed” means written authorization for the Contractor to start the Services.

(w) “Project Manager” means the designated individual to act on behalf of the Authority, to monitor and certify the
technical progress of the Contractor’s Services under the terms of this Contract.

(x)  “Proposal” means the offer of the proposer, submitted on the prescribed form, stating prices for performing the
work described in the Scope of Services.

(y) “Services” means the services to be performed by the Contractor under this Contract, and includes services
performed, workmanship, and supplies furnished or utilized in the performance of the Services.

(z) “Subcontract” means the Contract between the Contractor and its Subcontractors.
(aa) “Subcontractor’ means subcontractors of any tier.

(bb) “Works” means any tangible or intangible items or things that have been or will be specifically, generated,
prepared, created, or developed by the Contractor (or such third parties as the Contractor may be permitted to en-
gage) at any time following the effective date of the Contract, for the exclusive use of, and ownership by, Authority
under the Contract, including but not limited to any (i) works of authorship (such as literary works, musical works,
dramatic works, choreographic works, pictorial, graphic and sculptural works, motion pictures and other audiovisual
works, sound recordings and architectural works, which includes but is not limited to manuals, instructions, printed
material, graphics, artwork, images, illustrations, photographs, computer software, scripts, object code, source code
or other programming code, HTML code, data, information, multimedia files, text web pages or web sites, other written
or machine readable expression of such works fixed in any tangible media, and all other copyrightable works), (ii)
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trademarks, service marks, trade dress, trade names, logos, or other indicia of source or origin, (iii) ideas, designs,
concepts, personality rights, methods, processes, techniques, apparatuses, inventions, formulas, discoveries, or im-
provements, including any patents, trade secrets and know-how, (iv) domain names, (v) any copies, and similar or
derivative works to any of the foregoing, and (vi) all documentation and materials related to any of the foregoing.

2, FIXED PRICE/ INDEFINITE QUANTITY, INDEFINITE DELIVERY CONTRACT

(a) This is a fixed price indefinite-quantity Contract for the supplies or Services specified and stated elsewhere in the
Contract. The quantities of supplies and Services specified are estimates only and are not purchased by this Con-
tract.

(b) This indefinite quantity, indefinite delivery Contract is subject to the following minimum/maximum paragraph:

(1) Minimum order. The Authority will order a minimum of $1,000 in services under this Contract.

(2) Maximum order. The Authority will order a maximum not to exceed the total dollar amount of this Con-
tract.

(c) There is no limit to the number of orders that may be placed under this Contract.

(d) The quantities provided by the Authority on the Schedule are estimates used as a basis for Contract Award and
are, therefore, not hereby purchased under the Contract.

3. TERM

The term of the Contract shall one (1) year from the Contract notice to proceed. No Services shall be performed
under this Contract prior to issuance of a Notice to Proceed.

4, OPTION TO EXTEND CONTRACT TERM

The Authority shall have the unilateral right and option to extend the Contract for up to four option periods of twelve
(12) month in duration each at the option prices set forth in Exhibit A - Pricing Schedule upon written notice to the
Contractor.

5. ADDITIONAL OPTION TO EXTEND CONTRACT PERFORMANCE

If the options granted in Paragraph 4 have been exercised in their entirety, the Authority shall have the unilateral
right and option to require continued performance of any services within the limits and rates specified in the Contract.
This option may be exercised more than once, but the extension of performance hereunder shall not exceed a total
of 6 months. The Authority may exercise the option by written notice to the Contractor.

6. PERFORMANCE BOND

(@) The Contractor shall provide a Performance Bond in an amount equal to one hundred percent (100%) of
the effective Base Period. The Contractor shall be required to submit the required bond to the Contracting Officer
within ten (10) days from the date of Contract Award Date. The surety company providing the bond must be listed
in the latest United States Treasury Department Circular 570, be authorized to do business in Texas, and have an
underwriting limitation equal to or greater than the penal sum of the bond. If any

surety upon any bond furnished in connection with the Contract becomes insolvent, or otherwise not authorized to
do business in the State, the Contractor shall promptly furnish equivalent security to protect the interest of the Au-
thority and of persons supplying labor, materials and/or equipment in the prosecution of the Work.

(b)  The bond shall be accompanied by a valid Power-of-Attorney, issued by the surety company and attached,
signed and sealed, with the corporate embossed seal, to the bond, authorizing the agent who signs the bond

to commit the surety company to the terms of the bond, and stating on the face of the Power-of-Attorney the limit, if
any, in the total amount for which he/she is empowered to issue a single bond.
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(c) A surety bond rider increasing or decreasing the dollar amount of any payment and performance bond
will be required for any Change Order that increases or decreases the contract amount.

(d) In addition, the Authority may request a surety bond increasing the dollar amount if:

(1)  any surety upon any bond furnished with this Contract becomes unacceptable to the Authority or
(2) any surety fails to furnish reports on its financial condition as required by the Authority.

(e) The Contractor shall provide a Performance Bond in an amount equal to twenty percent (20%) of the
contract amount excluding software licenses and hosting for the effective option periods during maintenance and
warranty terms.

7. INVOICING AND PAYMENT

(a) Invoices may be submitted once per month for work completed and accepted by the Authority, and marked
“Original” to:

Accounts Payable

Capital Metropolitan Transportation Authority
P.O. Box 6308

Austin, Texas 78762-6308

Or via e-mail to: ap_invoices@capmetro.org

and shall conform to policies or regulations adopted from time to time by the Authority. Invoices shall be legible and
shall contain, as a minimum, the following information:

(1) the Contract and order number (if any);

(2) a complete itemization of all costs including quantities ordered and delivery order numbers (if any);

(3) any discounts offered to the Authority under the terms of the Contract;

(4) evidence of the acceptance of the supplies or Services by the Authority; and

(5) any other information necessary to demonstrate entitlement to payment under the terms of the Contract.

(b)  Subject to the withholding regarding retainage as provided herein, all undisputed invoices shall be paid within
the time period allowed by law through the Texas Prompt Payment Act, Tex. Gov't Code § 2251.021(b).

(c) The Contractor shall be responsible for all costs/expenses not otherwise specified in this Contract, including
by way of example, all costs of equipment provided by the Contractor or Subcontractor(s), all fees, fines, licenses,
bonds, or taxes required or imposed against the Contractor and Subcontractor(s), travel related expenses, and all
other Contractor’s costs of doing business.

(d) Inthe event an overpayment is made to the Contractor under this Contract or the Authority discovers that the
Authority has paid any invoices or charges not authorized under this Contract, the Authority may offset the amount
of such overpayment or unauthorized charges against any indebtedness owed by the Authority to the Contractor,
whether arising under this Contract or otherwise, including withholding payment of an invoice, in whole or in part, or
the Authority may deduct such amounts from future invoices. If an overpayment is made to the Contractor under this
Contract which cannot be offset under this Contract, the Contractor shall remit the full overpayment amount to the
Authority within thirty (30) calendar days of the date of the written notice of such overpayment or such other period
as the Authority may agree. The Authority reserves the right to withhold payment of an invoice, in whole or in part,
or deduct the overpayment from future invoices to recoup the overpayment.

(e) Release of Payment Claims by Contractor. The final invoice submitted by Contractor shall be accompanied
by a complete and legally effective release of the Authority from all known and unknown payment claims relating to
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the Contract on a form provided by the Authority. Contractor’'s acceptance of final payment constitutes a waiver of all
known or unknown payment claims against the Authority related to the Contract, other than those specifically ex-
cepted in the General Release of Claims Form.

8. ACCEPTANCE CRITERIA

A review of the Contractor’'s Services will be performed by the Authority upon delivery. If any Services performed
under this Contract are deemed incomplete or unacceptable in any way, per Acceptance Criteria referenced in Exhibit
F-Scope of Services and Compliance Matrix, the Authority will require the Contractor to take corrective measures at
no additional cost to the Authority. Refer to Exhibit K, Performance Deficiency Credits (PDCs).

9. INSURANCE

(@) The Contractor shall furnish proof of CapMetro-stipulated insurance requirements specified below. All insur-
ance policies shall be primary and non-contributing with any other valid and collectible insurance or self-insurance
available to the Authority and shall contain a contract waiver of subrogation in favor of the Authority. The Contractor
shall furnish to the Authority certificate(s) of insurance evidencing the required coverage and endorsement(s) and,
upon request, a certified duplicate original of any of those policies. Prior to the expiration of a certificate of insurance,
a new certificate of insurance shall be furnished to the Authority showing continued coverage. Each policy shall be
endorsed to provide thirty (30) days written notice of cancellation or non-renewal to the Authority and the Authority
shall be named as an Additional Insured under each policy except Professional Liability insurance if required by this
Contract. All insurance policies shall be written by reputable insurance company or companies acceptable to the
Authority with a current Best's Insurance Guide Rating of A+ and Class XIII or better. All insurance companies shall
be authorized to transact business in the State of Texas. The Contractor shall notify the Authority in writing of any
material alteration of such policies, including any change in the retroactive date in any “claims-made” policy or sub-
stantial reduction of aggregate limits, if such limits apply or cancellation thereof at least thirty (30) days prior thereto.
The below requirements only represent the minimum coverage acceptable to the Authority and these requirements
are not intended to represent the maximum risk or the maximum liability of the Contractor. The Contractor shall be
responsible for setting its own insurance requirements, if any, for the kind and amounts of insurance to be carried by
its Subcontractors in excess of the insurance required by the Authority.

The Contractor shall carry and pay the premiums for insurance of the types and in the amounts stated below.

CAPMETRO MINIMUM COVERAGE REQUIREMENTS
(1) Comprehensive General Liability Insurance Coverage with limits of not less than One Million Dollars
and No/100 Dollars ($1,000,000) with an aggregate of Two Million Dollars_and No/100 Dollars ($2,000,000) with
coverage that includes:
(a) Products and Completed Operations Liability

(b) Independent Contractors

(c) Personal Injury Liability extended to claims arising from employees of the Contractor and the
Authority.

(d) Contractual Liability pertaining to the liabilities assumed in the agreement.
(2) Automobile Liability Insurance covering all owned, hired and non-owned automobiles used in connec-
tion with work with limits not less than One Million and No/100 Dollars ($1,000,000) Combined Single Limit of Liability
for Bodily Injury and Property Damage.

(3) Statutory Workers’ Compensation coverage in the State of Texas. Employers Liability Insurance with
minimum limits of liability of One Million Dollars and No/100 Dollars ($1,000,000).

(4) Technology Error’'s & Omissions Insurance: Combined Technology & Omissions Policy with a min-
imum One Million and No/100 Dollars ($1,000,000) claim limit, including
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(a) Professional Liability Insurance covering negligent acts, errors and omissions arising from the
Contractor's work to pay damages for which the Contractor may become legally obligated (such
coverage to be maintained for at least two (2) years after termination of this contract, which
obligation shall expressly survive termination of this contract; and

(b) Privacy, Security and Media Liability Insurance providing liability for unauthorized access or dis-
closure, security breaches or system attacks.

(5) All policies shall include coverage for Terrorism.
(6) Cyber Liability Insurance with minimum limits of One Million and No/100 Dollars ($1,000,000).

(b)  The limits of liability as required above may be provided by a single policy of insurance or by a combination of
primary, excess or umbrella policies but in no event shall the total limits of liability available for any one occurrence
or accident be less than the amount required above.

(c) The Contractor, and all of its insurers shall, in regard to the above stated insurance, agree to waive all rights
of recovery or subrogation against the Authority, its directors, officers, employees, agents, successors and assigns,
and the Authority’s insurance companies arising out of any claims for injury(ies) or damages resulting from the Ser-
vices performed by or on behalf of the Contractor under this Contract and/or use of any Authority premises or equip-
ment under this Contract.

(d) Each insurance policy shall contain the following endorsements: PRIMARY AND NON-CONTIBUTORY IN-
SURANCE and WAIVER OF TRANFER OF RIGHTS OF RECOVERY AGAINST OTHERS, which shall be evidenced
on the Certificate of Insurance. The General Liability insurance shall include contractual endorsement(s) which
acknowledge all indemnification requirements under the Agreement. All required endorsements shall be evidenced
on the Certificate of Insurance, which shall be evidenced on the Certificate of Insurance. Proof that insurance cover-
age exists shall be furnished to the Authority by way of a Certificate of Insurance before any part of the Contract work
is started.

(e) If any insurance coverage required to be provided by the Contractor is canceled, terminated, or modified so
that the required insurance coverages are no longer in full force and effect, the Authority may terminate this Contract
or obtain insurance coverages equal to the required coverage, the full cost of which will be the responsibility of the
Contractor and shall be deducted from any payment due the Contractor.

()  Ifany part of the Contract is sublet, the Contractor shall be liable for its Subcontractor's insurance coverages
of the types and in the amounts stated above, and shall furnish the Authority with copies of such Certificates of
Insurance. No delay in the Services caused by the Contractor’s enforcement of its Subcontractor’s insurance require-
ments shall be excusable delay in the Contract. In the event a Subcontractor is unable to furnish insurance in the
limits required under the Contract, the Contractor shall endorse the Subcontractor as an ADDITIONAL INSURED on
the Contractor's policies.

(g) All insurance required to be maintained or provided by the Contractor shall be with companies and through
policies approved by The Authority. The Authority reserves the right to inspect in person, prior to the commencement
of the Services, all of the Contractor's insurance policy required under this Contract.

(h)  The Contractor must furnish proof of the required insurance within five (5) days of the award of the Contract.
Certificate of Insurance must indicate the Contract number and description. The insurance certificate should be fur-
nished to the attention of the Contracting Officer.

0] The Contractor and its lower tier Subcontractors are required to cooperate with the Authority and report all
potential claims (workers’ compensation, general liability and automobile liability) pertaining to this Contract to the
Authority’s Risk Management Department at (512) 389-7549 within two (2) days of the incident.

10. PERFORMANCE OF SERVICES BY THE CONTRACTOR
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Except as otherwise provided herein, the Contractor shall perform no less than thirty percent (30%) of the Services
with its own organization. If, during the progress of Services hereunder, the Contractor requests a reduction in such
performance percentage and the Authority determines that it would be to the Authority's advantage, the percentage
of the Services required to be performed by the Contractor may be reduced; provided, written approval of such reduc-
tion is obtained by the Contractor from the Authority.

11. REMOVAL OF ASSIGNED PERSONNEL

The Authority may require, in writing, that the Contractor remove from the Services any employee or Subcontractor
of the Contractor that the Authority deems inappropriate for the assignment.

12. REPRESENTATIONS AND WARRANTIES

The Contractor represents and warrants to the Authority, that the Services shall be performed in conformity with the
descriptions and other data set forth in this Contract and with sound professional principles and practices in accord-
ance with accepted industry standards, and that work performed by the Contractor's personnel shall reflect sound
professional knowledge, skill and judgment. If any breach of the representations and warranties is discovered by the
Authority during the process of the work or within one (1) year after acceptance of the work by the Authority, the
Contractor shall again cause the nonconforming or inadequate work to be properly performed at the Contractor's sole
expense and shall reimburse for costs directly incurred by the Authority as a result of reliance by the Authority on
services failing to comply with the representations and warranties.

13. INDEPENDENT CONTRACTOR

The Contractor's relationship to the Authority in the performance of this Contract is that of an independent contractor.
The personnel performing Services under this Contract shall at all times be under the Contractor's exclusive direction
and control and shall be employees of the Contractor and not employees of the Authority. The Contractor shall be
fully liable for all acts and omissions of its employees, Subcontractors, and their suppliers and shall be specifically
responsible for sufficient supervision and inspection to assure compliance in every respect with Contract require-
ments. There shall be no contractual relationship between any Subcontractor or supplier of the Contractor and the
Authority by virtue of this Contract. The Contractor shall pay wages, salaries and other amounts due its employees
in connection with this Agreement and shall be responsible for all reports and obligations respecting them, such as
Social Security, income tax withholding, unemployment compensation, workers' compensation and similar matters.

14. COMPOSITION OF CONTRACTOR

If the Contractor hereunder is comprised of more than one legal entity, each such entity shall be jointly and severally
liable hereunder.

15. SUBCONTRACTORS AND OUTSIDE CONSULTANTS

Any Subcontractors and outside associates or consultants required by the Contractor in connection with the Services
covered by the Contract will be limited to such individuals or firms as were specifically identified and agreed to by the
Authority in connection with the award of this Contract. Any substitution in such Subcontractors, associates, or con-
sultants will be subject to the prior approval of the Authority.

16. EQUITABLE ADJUSTMENTS
(@) Any requests for equitable adjustments under any provision shall be governed by the following provisions:

(1)  Upon written request, the Contractor shall submit a proposal, in accordance with the requirements and
limitations set forth in this paragraph, for Services involving contemplated changes covered by the request. The
proposal shall be submitted within the time limit indicated in the request for any extension of such time limit as may
be subsequently granted. The Contractor's written statement of the monetary extent of a claim for equitable adjust-
ment shall be submitted in the following form:

(a) Proposals totaling $5,000 or less shall be submitted in the form of a lump sum proposal with
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supporting information to clearly relate elements of cost with specific items of Services involved
to the satisfaction of the Contracting Officer, or his/her authorized representative.

(b) For proposals in excess of $5,000, the claim for equitable adjustment shall be submitted in the
form of a lump sum proposal supported with an itemized breakdown of all increases and de-
creases in the Contract.

(b)  No proposal by the Contractor for an equitable adjustment shall be allowed if asserted after final payment under
this Contract.

17. CONTRACTOR AND SUBCONTRACTOR ANNUAL AUDITED FINANCIAL STATEMENTS AND ABILITY
TO PERFORM

The Contractor must provide evidence of its financial resources and its ability to perform the services for which
Contractor is submitting a response. This includes information Contract or believes is pertinent that demonstrates its
financial capability, financial solvency, and capability to fulfill the requirements of this contract.

The Contractor shall provide to the Authority a copy of Contractors’ and Subcontractors’ latest audited financial state-
ments, which may include Contractor’s balance sheet, statements of income, retained earnings, cash flows, and the
notes to the financial statements, as well as Contractor's most current 10-K, if applicable, throughout the term of the
Contract. The audited financial statements shall be provided annually. The financial statements shall be provided to
the Authority within ninety (90) calendar days from the end of Contractor’s fiscal period. For instance, if Contractor’s
fiscal period ends each December 31%, then the financial statements shall be provided to the Authority no later than
March 31t of the following year. The Authority, at its’ discretion, may accept unaudited financial reports.

18. PERSONNEL ASSIGNMENTS

(@) The Contractor shall perform the Services in an orderly and workmanlike manner, and shall utilize persons
skilled and qualified for the performance of the Services. The Authority will have the right to review the experience of
each person assigned to perform the Services and approve personnel assignments, including those to be performed
by Subcontractors,

(b)  The Contractor certifies that the Contractor, and each Subcontractor, have established a criminal history back-
ground policy that complies with guidance issued by the U.S. Equal Employment Opportunity Commission and that
the Contractor and each Subcontractor conducts criminal history checks on its assigned personnel in accordance
with such policy to identify, hire and assign personnel to work on this Contract whose criminal backgrounds are
appropriate for the Services being performed, considering the risk and liability to the Contractor and the Authority.
The Authority reserves the right to require the Contractor and any Subcontractor to disclose any criminal or military
criminal convictions of assigned personnel and the right to disapprove the use of assigned personnel with criminal or
military convictions.

(c) Atthe commencement of the Contract, the Contractor shall provide a list of candidates to be used to provide
the Services and shall certify that a criminal history background check has been completed on each candidate within
the preceding 6-month period Thereafter during the Term, the Contractor shall submit quarterly report containing a
list of all persons (including Subcontractors) assigned to perform Services under the Contract and a certification that
each named person has undergone a criminal background check as required by this Contract. The Authority shall
have the right to audit the Contractor’s records for compliance with the provisions of this Section. Criminal back-
ground checks shall include the following:

(1) State Criminal History: The Contractor shall research criminal history, including driving records (where
applicable), covering all jurisdictions within the state, including local counties and municipalities.

(2) Out of State Criminal History: The Contractor shall research criminal history, including state driving rec-
ords (where applicable), for all 50 states.

(3) National Sex Offender Registry
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(4) Military Discharge: For any candidates that have served in the military, the Contractor shall review the
DD Form 214 “Certificate of Release or Discharge from Active Duty” (Long Form).

*Matters identified on the Long Form as military discipline will be considered in accordance with the corresponding
crime listed below with respect to classification, severity and time elapsed.

The Contractor shall disclose to the Authority the type of arrests with pending dispositions and convictions for crimes
according to the classification of offense and the timetable below:

Offense Type | Action Required
Crimes Against the Person (other than sex crimes)

Submit to CapMetro for review if less than 10 years from date of release from

Felony confinement

Class A or B Misdemeanor | Submit to CapMetro for review if less than 7 years from date of conviction

Class C Misdemeanor Submit to CapMetro for review if less than 5 years from date of conviction

Crimes Against the Person - Sex Crimes/Registered Sex Offenders

ALL Submit to CapMetro for review

Crimes Against Property

Submit to CapMetro for review if less than 10 years from date of release from

Felony confinement

Moral Crimes, including, but not limited to: Drug Crimes, Prostitution, Bigamy, lllegal Gambling, Child
Pornography

Submit to CapMetro for review if less than 10 years from date of release from

Felony confinement

Class A or B Misdemeanor | Submit to CapMetro for review if less than 7 years from date of conviction

Class C Misdemeanor Submit to CapMetro for review if less than 5 years from date of conviction

Driving Offenses

Class A or B Misdemeanor, | Disqualified if less than 7 years from date of conviction or deferred adjudication.
DWI/DUI or other "serious Submit to CapMetro for review if between 7-10 years since conviction or deferred

driving offense” adjudication or more than 2 convictions in a lifetime
Disqualified from driving if more than 2 moving violations in the past 5 years (Any
Class C Misdemeanor more than one driving safety course taken for a moving violation that appears on a
Moving Violations five (5) year record will be treated as a moving violation and will count against the
employee)

The Contractor may not assign an employee to provide Services if the employee has any conviction in the applicable
categories listed above, unless an exception is granted by the Authority in accordance with subparagraph (d).

(d) The Contractor may request the Authority perform an individual assessment of a candidate with a criminal
conviction meeting one of the above categories. In conducting an individual assessment, the Authority’s review will
include, but not be limited to, the following factors:

(1)  The nature and gravity of the offense or conduct;

(2) The degree of harm caused by the offense or conduct;

(3) The time that has elapsed since the conviction or completion of probation or jail time;
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(4) The nature of the job sought, including the job duties, environment, and level of supervision;
(5) Any incorrect criminal history;

(6) Wrongful identification of the person;

(7)  The facts and circumstances surrounding the offense or conduct;

(8) The number of offenses for which the candidate was convicted;

(9) The subsequent conviction for another relevant offense;

(10) The age of the person at the time of conviction or completion of probation or jail time;

(11) Evidence that the person performed the same type of work, post-conviction, with the same or different
employer, with no known incidents of criminal conduct;

(12) The length and consistency of employment history before and after the conviction in a similar field as the
current position sought;

(13) Rehabilitation efforts, e.g., education, treatment, training;

(14) Employment or character references and any other information regarding fitness for the particular posi-
tion;

(15) Whether the person is bonded or licensed under any federal, state or local program or any licensing
authority;

(16) The person'’s statement of the circumstances surrounding the offense and conviction and relevant factors
is consistent with publicly available record related to the crime and conviction; and

(17) Any other factors deemed relevant in the consideration of a particular assessment.
At the time a request is made for an individual assessment, the Contractor must include the following documentation:
e the candidate’s application/resume;
e a copy of the criminal conviction history, including those tried in a military tribunal;
e available court information related to the conviction;
e any publicly available information related to the offense and conviction;

o a statement from the candidate addressing any/all factors set forth above and explaining why the
person is qualified for the assignment notwithstanding the conviction; and

¢ a statement from the candidate explaining why the person is an acceptable risk for the work to be
performed by the candidate.

The Authority will provide a written decision to the Contractor within five (5) working days of receipt of all required
documentation from the Contractor.

(e) The Contractor will conduct new criminal history background checks on all assigned personnel every two (2)
years of Contract to ensure the preceding criterion are still met by the assigned personnel and notify the Authority
if an employee has a subsequent arrest with pending disposition or conviction (or change in driving record, as
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applicable) that requires further review by the Authority using the criterion set forth above. The Authority reserves
the right to request that the assigned individual be removed from performing work under this Contract.

19. BADGES AND ACCESS CONTROL DEVICES

(@) The Contractor and each of the Contractor's employees, as well as each Subcontractor of any tier and any
workers working on behalf of Subcontractor, shall be required to wear a CapMetro Contractor Photo Identification
Badge (“badge”) at all times while on the Authority’s premises. The badge will be provided by CapMetro. If any badge
holder loses or misplaces his or her badge, the Contractor shall immediately notify the Project Manager upon discov-
ery. The Contractor will be charged a $50.00 replacement fee for each lost or misplaced badge, which fee shall be
deducted any amounts due and owing to the Contractor or if the Contract is terminated upon demand by the Authority.
The Contractor shall return all badges provided when any badge holder is no longer working on the Contract, and all
badges shall be returned upon completion of the Contract. In the event the Contractor fails to do so, the Contractor
will pay a $50.00 per badge fee deducted from any amounts due and owing to the Contractor or if the Contract is
terminated upon demand by the Authority. All badges should be returned to the Project Manager. All requests for
new and replacement badges must be submitted in writing to the Project Manager. The misuse of a badge may result
in termination of the Contract.

(b)  Access Control Devices will be issued to employees of the Contractor and to each Subcontractor of any tier
and any worker working on behalf of Subcontractor as necessary to perform the Contract. Access Control Devices
are not transferable between the Contractor employees or workers working on behalf of the Subcontractor. The
Contractor employees and workers on behalf of the Subcontractor are prohibited from loaning Access Control De-
vices or providing access to an unauthorized person into restricted areas without prior arrangements with the Project
Manager. All requests for new and replacement Access Control Devices must be submitted in writing to the Project
Manager. Lost Access Control Devices must be reported to the Project Manager immediately upon discovery. All
Access Control Devices should be returned to the Project Manager. The misuse of an Access Control Device(s) may
result in termination of the Contract. The Contractor shall return all Access Control Devices once an assigned em-
ployee or worker is no longer working on the Contract or upon termination of the Contract. In the event the Contractor
fails to do so, then the Contractor shall be responsible for the replacement cost of an Access Control Device which
shall be deducted from any amounts due and owing to the Contractor or payable on demand if the Contract has
terminated. The replacement cost will be calculated at current market value to include labor and materials.

(c) The provisions of this paragraph survive termination of the Contract.
20. CHANGES

(a) The Authority may, at any time, by written order, make changes within the general scope of the Contract in the
Services to be performed. If such changes cause an increase or decrease in the Contractor’s cost of, or time required
for, performance of any Services under this Contract, whether or not changed by any order, an equitable adjustment
shall be made and the Contract shall be modified in writing accordingly. Any claim of the Contractor for adjustment
under this paragraph must be asserted in writing within thirty (30) days from the date of receipt by the Contractor of
the natification of change unless the Contracting Officer grants a further period of time before the date of final payment
under the Contract.

(b)  No Services for which an additional cost or fee will be charged by the Contractor shall be furnished without the
prior written authorization of the Authority.

(c)  Any other written order (which, as used in this paragraph (c), includes direction, instruction, interpretation, or

determination) from the Contracting Officer that causes a change in the Contractor's obligations shall be treated as

a Change Order under this paragraph; provided that the Contractor gives the Contracting Officer written notice stat-
ing (1) the date, circumstances, and source of the order and (2) that the Contractor regards the order as a Change

Order.

(d)  Except as provided in this paragraph, no order, statement, or conduct of the Contracting Officer shall be treated
as a change under this paragraph or entitle the Contractor to an equitable adjustment.
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(e) If any change under this paragraph causes an increase or decrease in the Contractor's cost of, or the time
required for, the performance of any part of the Services under this Contract, whether or not changed by any such
order, the Contracting Officer may make an equitable adjustment and modify the Contract in writing in accordance
with the provisions in paragraph entitled “Equitable Adjustments” contained in Exhibit E.

21. TERMINATION FOR DEFAULT

(@) The Authority may, subject to the provisions of subparagraph (c) below, by written notice of default to the
Contractor, terminate the whole or any part of this Contract in either one of the following circumstances:

(1) if the Contractor fails to perform the Services within the time specified herein or any extension thereof;
or

(2) ifthe Contractor fails to perform any of the other provisions of this Contract and does not cure such failure
within a period of ten (10) days (or such longer period as the Authority may authorize in writing) after receipt of notice
from the Authority specifying such failure.

(b) Inthe event the Authority terminates this Contract in whole or in part as provided in subparagraph (a) of this
paragraph, the Authority may procure, upon such terms and in such manner as the Authority may deem appropriate,
supplies or services similar to those so terminated, and the Contractor shall be liable to the Authority for any excess
costs for such similar supplies or services; provided, that the Contractor shall continue the performance of this Con-
tract to the extent, if any, it has not been terminated under the provisions of this subparagraph.

(c) Except with respect to the defaults of Subcontractors, the Contractor shall not be liable for any excess costs if
the failure to perform the Contract arises out of causes beyond the control and without the fault or negligence of the
Contractor. Such causes may include, but are not restricted to Force Majeure Events; provided, however, in every
case the failure to must be beyond the control and without the fault or negligence of the Contractor. If the failure to
perform is caused by the default of a Subcontractor and if such default arises out of causes beyond the control of
both the Contractor and Subcontractor and without the fault or negligence of either of them, the Contractor shall not
be liable for any excess costs for failure to perform, unless the supplies or Services to be furnished by the Subcon-
tractor were obtainable from other sources in sufficient time to permit the Contractor to meet the required delivery
schedule.

(d) If this Contract is terminated as provided in subparagraph (a), the Authority, in addition to any other rights
provided in this subparagraph, may require the Contractor to transfer title and deliver to the Authority in the manner
and to the extent directed by the Authority any Manufacturing Materials as the Contractor has specifically produced
or specifically acquired for the performance of such part of this Contract as has been terminated; and the Contractor
shall, upon direction of the Authority, protect and preserve property in possession of the Contractor in which the
Authority has an interest. Payment for completed Manufacturing Materials delivered to and accepted by the Authority
shall be at the Contract price. The Authority may withhold from amounts otherwise due the Contractor for such
completed Manufacturing Materials such sum as the Authority determines to be necessary to protect the Authority
against loss because of outstanding liens or claims of former lien holders.

(e) If, after notice of termination of this Contract under the provisions of this paragraph, it is determined by the
Authority that the Contractor was not in default or that the default was excusable under the provisions of this para-
graph, the rights and obligations of the parties shall be those provided in the paragraph entitled “Termination for
Convenience” contained in this Exhibit E.

(f)  The rights and remedies of the Authority provided in this paragraph shall not be exclusive and are in addition
to any other rights and remedies provided by law or under this Contract.

22. TERMINATION FOR CONVENIENCE

(a) The Authority may, whenever the interests of the Authority so require, terminate this Contract, in whole or in
part, for the convenience of the Authority. The Authority shall give written notice of the termination to the Contractor
specifying the part of the Contract terminated and when termination becomes effective.
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(b)  The Contractor shall incur no further obligations in connection with the terminated orders, and, on the date set
forth in the notice of termination, the Contractor will stop providing Services to the extent specified. The Contractor
also shall terminate outstanding orders and subcontracts as they relate to the terminated order. The Contractor shall
settle the liabilities and claims arising out of the termination of subcontracts and orders connected with the terminated
orders. The Authority may direct the Contractor to assign the Contractor's right, title, and interest under terminated
orders or Subcontracts to the Authority. The Contractor must still complete any orders not terminated by the notice
of termination and may incur such obligations as are necessary to do so.

(c) The Authority may require the Contractor to transfer title and deliver to the Authority in the manner and to the
extent directed by the Authority: (1) any completed supplies; and (2) such partially completed supplies and materials,
parts, tools, dies, jigs, fixtures, plans, drawings, information and contract rights (hereinafter called "Manufacturing
Materials") as the Contractor has specifically produced or specially acquired for the performance of the terminated
part of this Contract. The Contractor shall, upon direction of the Authority, protect and preserve property in the
possession of the Contractor in which the Authority has an interest. If the Authority does not exercise this right, the
Contractor shall use its best efforts to sell such supplies and Manufacturing Materials.

(d)  The Authority shall pay the Contractor the following amounts:
(1)  Contract prices for supplies accepted under the Contract;

(2) costs incurred in preparing to perform and performing the terminated portion of the Services plus a fair
and reasonable profit on such portion of the Services (such profit shall not include anticipatory profit or consequential
damages), less amounts paid or to be paid for accepted supplies; provided, however, that if it appears that the Con-
tractor would have sustained a loss if the entire Contract would have been completed, no profit shall be allowed or
included, and the amount of compensation shall be reduced to reflect the anticipated rate of loss;

(3) costs of settling and paying claims arising out of the termination of subcontracts (these costs must not
include costs paid in accordance with subparagraph (2) of this paragraph); and

(4) the reasonable settlement costs of the Contractor and other expenses reasonably necessary for the
preparation of settlement claims and supporting data with respect to the terminated portion of the Contract and for
the termination and settlement of subcontracts thereunder, together with reasonable storage, transportation, and
other costs incurred in connection with the protection or disposition of property allocable to the terminated portion of
this Contract.

(5) The total sum to be paid the Contractor under this paragraph shall not exceed the total Contract Sum
plus the reasonable settlement costs of the Contractor reduced by the amount of payments otherwise made, the
proceeds of any sales of supplies and Manufacturing Materials under this paragraph, and the contract price of orders
not terminated.

23. CONTRACTOR CERTIFICATION

The Contractor certifies that the fees in this Contract have been arrived at independently without consultation, com-
munication, or agreement for the purpose of restricting competition, as to any matter relating to such fees with any
other firm or with any competitor.

24, INTELLECTUAL PROPERTY: DATA PRIVACY PROVISIONS

(a) As between the Contractor and the Authority, the Works and Intellectual Property Rights therein are and shall
be owned exclusively by CapMetro, and not the Contractor. The Contractor specifically agrees that all Works shall
be considered “works made for hire” and that the Works shall, upon creation, be owned exclusively by the Authority.
To the extent that the Works, under applicable law, may not be considered works made for hire, the Contractor hereby
agrees that this Contract effectively transfers, grants, conveys, assigns, and relinquishes exclusively to the Authority
all right, title and interest in and to all worldwide ownership rights in the Works, and all Intellectual Property Rights in
the Works, without the necessity of any further consideration, and the Authority shall be entitled to obtain and hold in
its own name all Intellectual Property Rights in and to the Works.
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(b)  The Contractor, upon request and without further consideration, shall perform any acts that may be deemed
necessary or desirable by the Authority to evidence more fully the transfer of ownership of all Works to the Authority
to the fullest extent possible, including but not limited to the execution, acknowledgement and delivery of such further
documents in a form determined by the Authority. In the event the Authority shall be unable for any reason to obtain
the Contractor’s signature on any document necessary for any purpose set forth in the foregoing sentence, the Con-
tractor hereby irrevocably designates and appoints the Authority and its duly authorized officers and agents as the
Contractor’s agent and the Contractor’s attorney-in-fact to act for and in the Contractor’'s behalf and stead to execute
and file any such document and to do all other lawfully permitted acts to further any such purpose with the same force
and effect as if executed and delivered by the Contractor.

(c) To the extent that any pre-existing rights and/or third-party rights or limitations are embodied, contained, re-
served or reflected in the Works, the Contractor shall either:

(1) grant to the Authority the irrevocable, perpetual, non-exclusive, worldwide, royalty-free right and license
to:

0] use, execute, reproduce, display, perform, distribute copies of, and prepare derivative works based
upon such pre-existing rights and any derivative works thereof in connection with the sale, offering for sale, marketing,
advertising, and promotion of the Authority’s goods and services, and in all forms of media, media channels and/or
publicity that may now exist or hereafter be created or developed, including but not limited to television, radio, print,
Internet, and social media (e.g., Facebook, Twitter, YouTube, etc.) and

(i)  authorize others to do any or all of the foregoing, or

(2) where the obtaining of worldwide rights is not reasonably practical or feasible, provide written notice to
the Authority of such pre-existing or third party rights or limitations, request the Authority’s approval of such pre-
existing or third party rights, obtain a limited right and license to use such pre-existing or third-party rights on such
terms as may be reasonably negotiated, and obtain the Authority’s written approval of such pre-existing or third-party
rights and the limited use of same. The Contractor shall provide the Authority with documentation indicating a third
party’s written approval for the Contractor to use any pre-existing or third-party rights that may be embodied, con-
tained, reserved or reflected in the Works. The Contractor shall indemnify, defend and hold the Authority harmless
from and against any and all claims, demands, regulatory proceedings and/or causes of action, and all losses, dam-
ages, and costs (including attorneys’ fees and settlement costs) arising from or relating to, directly or indirectly, any
claim or assertion by any third party that the Works infringe any third-party rights. The foregoing indemnity obligation
shall not apply to instances in which the Authority either:

(i) exceeded the scope of the limited license that was previously obtained by the Contractor and
agreed to by the Authority, or

(i)  obtained information or materials, independent of the Contractor’s involvement or creation, and
provided such information or materials to the Contractor for inclusion in the Works, and such information or materials
were included by the Contractor, in an unaltered and unmodified fashion, in the Works.

(d) The Contractor hereby warrants and represents to the Authority that individuals or characters appearing or
depicted in any advertisement, marketing, promotion, publicity or media, of any type or form that may now exist or
hereafter be created or developed by or on behalf of the Contractor for the use by or benefit of the Authority, have
provided their written consent for the use, reproduction, display, performance, and distribution of, and/or preparation
of derivative works to, their persona or personality rights, including name, biographical information, picture, portrait,
likeness, performance, voice and/or identity (“Personality Rights”), and have been compensated for such Personality
Rights, if appropriate. If such permission has been obtained for a limited time, the Contractor shall be responsible for
any costs associated with claims resulting from such use, etc., of the Personality Rights after the expiration of those
time limits. The Contractor agrees to defend, indemnify and hold the Authority harmless from any claims, including
but not limited to claims for invasion of privacy, infringement of the right of publicity, libel, unfair competition, false
advertising, intentional or negligent infliction of emotional distress, copyright or trademark infringement, and/or claims
for attorney’s fees, resulting from such use, etc., of the Personality Rights.
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(e) The Contractor hereby irrevocably and forever waives, and agrees never to assert, any Moral Rights in or to
the Works which the Contractor may now have or which may accrue to the Contractor’s benefit under U.S. or foreign
copyright laws and any and all other residual rights and benefits which arise under any other applicable law now in
force or hereafter enacted. The term “Moral Rights” shall mean any and all rights of paternity or integrity of the Works
and the right to object to any modification, translation or use of the Works, and any similar rights existing under the
judicial or statutory law of any country in the world or under any treaty, regardless of whether or not such right is
denominated or referred to as a Moral Right.

(f)  The Contract is intended to protect the Authority’s proprietary rights pertaining to the Works, and the Intellectual
Property Rights therein, and any misuse of such rights would cause substantial and irreparable harm to the Authority’s
business. Therefore, the Contractor acknowledges and stipulates that a court of competent jurisdiction should im-
mediately enjoin any material breach of the intellectual property and confidentiality provisions of this Contract, upon
a request by the Authority, without requiring proof of irreparable injury as same should be presumed.

(g) Upon the request of the Authority, but in any event upon termination of this Contract, the Contractor shall
surrender to the Authority all documents and things pertaining to the Works, including but not limited to drafts, mem-
oranda, notes, records, drawings, manuals, computer software, reports, data, and all other documents or materials
(and copies of same) generated or developed by the Contractor or furnished by the Authority to the Contractor,
including all materials embodying the Works, any Authority confidential information, or Intellectual Property Rights,
regardless of whether complete or incomplete. This paragraph is intended to apply to all Works made or compiled
by the Contractor, as well as to all documents and things furnished to the Contractor by the Authority or by anyone
else that pertains to the Works.

(h)  The Contractor and its subcontractors and their respective employees and personnel may have access to the
Authority Data (including without limitation, personally identifiable information ("PII")) in connection with the perfor-
mance of the Contract. PII shall be any information that identifies or describes a person or can be directly linked to a
specific individual, including ridership and usage data. Examples of Pll include, but are not limited to, name, address,
phone or fax number, signature, date of birth, e-mail address, method of payment, ridership and travel pattern data.
Customer Personally Identifiable Information, or Customer PIl, means any Pl relating to the Authority's customers.
To the extent any Authority Data (including PIl) is made available to the Contractor under the Contract, the Contractor
shall take reasonable steps to maintain the confidentiality, security, safety, and integrity of all Pll and other Authority
Data in accordance with the Authority’s Proprietary Rights and Data Security Addendum, which will be attached as
an addendum to the Contract, as applicable.

(i)  The Contractor and its subcontractors, employees and consultants may require access to the Authority Elec-
tronic Property and related Authority Data in connection with the performance of services under the Contract. In such
event, the Contractor agrees that it will, and it will cause its subcontractors and any of their respective employees
and personnel to, execute the Authority’s Access and Use Agreement, which will be attached as an addendum to the
Contract, as applicable.

()  This Section shall survive termination or expiration of this Agreement for any reason.

25. STANDARDS OF PERFORMANCE

The Contractor shall perform the Services hereunder in compliance with all applicable federal, state, and local laws
and regulations. The Contractor shall use only licensed personnel to perform Services required by law to be per-
formed by such personnel.

26. INSPECTIONS AND APPROVALS

(a) All Services performed by the Contractor, or its Subcontractors or consultants shall be subject to the inspection
and approval of the Authority at all times, but such approval shall not relieve the Contractor of responsibility for the
proper performance of the Services. The Contractor shall provide sufficient, safe, and proper facilities at all times for
such inspection of the Services and shall furnish all information concerning the Services and give the Authority or its
representatives free access at all reasonable times to the facilities where the Services are performed.
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(b)  The Contractor shall provide and maintain an inspection system acceptable to the Authority covering the Ser-
vices under this Contract. Complete records of all inspection work performed by the Contractor shall be maintained
and made available to the Authority during Contract performance and for as long afterwards and the Contract re-
quires.

(c) The Authority has the right to inspect and test all Services called for by this Contract, to the extent practicable,
at all times and places during the term of the Contract. The Authority shall perform inspections and tests in a manner
that will not unduly delay the Services.

(d) If any of the Services do not conform with Contract requirements, the Authority may require the Contractor to
perform the Services again in conformity with the Contract requirements, at no increase in the Contract Sum. When
the defects in services cannot be corrected by performance, the Authority may (1) require the Contractor to take
necessary action to ensure that future performance conforms to Contract requirements and (2) reduce the Contract
Sum to reflect the reduced value of the Services performed.

(e) If the Contractor fails promptly to perform the Services again or to take the necessary action to ensure future
performance in conformity with Contract requirements, the Authority may (1) by contract or otherwise, perform the
Services and charge to the Contractor any cost incurred by the Authority that is directly related to the performance of
such service or (2) terminate the Contract for default.

27. SUSPENSION OF SERVICES

(@) The Authority may order the Contractor in writing to suspend all or any part of the Services for such period of
time as the Authority determines to be appropriate for the convenience of the Authority.

(b)  Ifthe performance of all or any part of the Services is, for an unreasonable period of time, suspended or delayed
by an act of the Authority in the administration of this Contract, or by the Authority’s failure to act within the time
specified in this Contract (or, if no time is specified, within a reasonable time), an adjustment shall be made for any
increase in cost of performance of this Contract (excluding profit) necessarily caused by such unreasonable suspen-
sion or delay, and the Contract modified in writing accordingly. However, no adjustment shall be made under this
paragraph for any suspension or delay to the extent (1) that performance would have suspended or delayed by any
other cause, including the fault or negligence of the Contractor, or (2) for which an equitable adjustment is provided
for or excluded under any other provision of this Contract.

(c) No claim under this paragraph shall be allowed (1) for any costs incurred more than twenty (20) days before
the Contractor shall have notified the Authority in writing of the act or failure to act involved (but this requirement shall
not apply to a claim resulting from a suspension order), and (2) unless the claim, in an amount stated, is asserted in
writing as soon as practicable after the termination of such suspension or delay, but not later than the date of final
payment. No part of any claim based on the provisions of this subparagraph shall be allowed if not supported by
adequate evidence showing that the cost would not have been incurred but for a delay within the provisions of this
paragraph.

28. PAYMENT TO SUBCONTRACTORS

(a) Payments by contractors to subcontractors associated with Authority contracts are subject to the time periods
established in the Texas Prompt Payment Act, Tex. Gov't Code § 2251.

(b) A false certification to the Authority under the provisions of the paragraph entitled "Invoicing and Payment"
hereof may be a criminal offense in violation of Tex. Penal Code § 10.

29. FEDERAL, STATE AND LOCAL TAXES

The Contract Sum includes all applicable federal, state, and local taxes and duties. The Authority is exempt from
taxes imposed by the State of Texas and local sales and use taxes under Texas Tax Code § 151.309, and any such
taxes included on any invoice received by the Authority shall be deducted from the amount of the invoice for purposes
of payment. The Contractor may claim exemption from payment of applicable State taxes by complying with such
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procedures as may be prescribed by the State Comptroller of Public Accounts. The Contractor bears sole and total
responsibility for obtaining information pertaining to such exemption.

30. EQUAL OPPORTUNITY

During the performance of this Contract, the Contractor agrees that it will, in good faith, afford equal opportunity
required by applicable federal, state, or local law to all employees and applicants for employment without regard to
race, color, religion, sex, national origin, disability or any other characteristic protected by federal, state or local law.

31. CONFLICT OF INTEREST

(a) Reference is made to Exhibit B, Representations and Certifications, Code of Ethics, which is incorporated
herein and made a part of this Contract. Capitalized terms used in this paragraph and not otherwise defined shall
have the meanings as described to them in the Code of Ethics.

(b)  The Contractor represents that no Employee has a Substantial Interest in the Contractor or this Contract, which
Substantial Interest would create or give rise to a Conflict of Interest. The Contractor further represents that no person
who has a Substantial Interest in the Contractor and is or has been employed by the Authority for a period of two (2)
years prior to the date of this Contract has or will (1) participate, for the Contractor, in a recommendation, bid, proposal
or solicitation on any Authority contract, procurement or personnel administration matter, or (2) receive any pecuniary
benefit from the award of this Contract through an ownership of a Substantial Interest (as that term is defined in
Paragraph Il, subparagraphs (1) and (3) of the Code of Ethics) in a business entity or real property.

(c) The Contractor agrees to ensure that the Code of Ethics is not violated as a result of the Contractor’'s activities
in connection with this Contract. The Contractor agrees to immediately inform the Authority if it becomes aware of
the existence of any such Substantial Interest or Conflict of Interest, or the existence of any violation of the Code of
Ethics arising out of or in connection with this Contract.

(d)  The Authority may, in its sole discretion, require the Contractor to cause an immediate divestiture of such
Substantial Interest or elimination of such Conflict of Interest, and failure of the Contractor to so comply shall render
this Contract voidable by the Authority. Any willful violation of these provisions, creation of a Substantial Interest or
existence of a Conflict of Interest with the express or implied knowledge of the Contractor shall render this Contract
voidable by the Authority.

(e) In accordance with paragraph 176.006, Texas Local Government Code, “vendor” is required to file a conflict-
of-interest questionnaire within seven business days of becoming aware of a conflict of interest under Texas law. The
conflict of interest questionnaire can be obtained from the Texas Ethics Commission at www.ethics.state.tx.us. The
questionnaire shall be sent to the Authority’s Contract Administrator.

32. GRATUITIES

The Authority may cancel this Contract, without liability to the Contractor, if it is found that gratuities in the form of
entertainment, gifts, or otherwise were offered or given by the Contractor or any agent or representative to any Au-
thority official or employee with a view toward securing favorable treatment with respect to the performance of this
Contract. In the event this Contract is canceled by the Authority pursuant to this provision, the Authority shall be
entitled, in addition to any other rights and remedies, to recover from the Contractor a sum equal in amount to the
cost incurred by the Contractor in providing such gratuities.

33. PUBLICATIONS

All published material and written reports submitted under this Contract must be originally developed material unless
otherwise specifically provided in the Contract document. When material, not originally developed, is included in a
report, it shall have the source identified. This provision is applicable when the material is in a verbatim or extensive
paraphrased format.

34. REQUEST FOR INFORMATION
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(@) The Contractor shall not provide information generated or otherwise obtained in the performance of its respon-
sibilities under this Contract to any party other than the Authority and its authorized agents except as otherwise
provided by this Contract or after obtaining the prior written permission of the Authority.

(b)  This Contract, all data and other information developed pursuant to this Contract shall be subject to the Texas
Public Information Act. The Authority shall comply with all aspects of the Texas Public Information Act.

(c) The Contractor is instructed that any requests for information regarding this Contract and any deliverables shall
be referred to the Authority.

(d)  The requirements of Subchapter J, Chapter 552, Government Code, may apply to this bid/contract and the
contractor or vendor agrees that the contract can be terminated if the contractor or vendor knowingly or intentionally
fails to comply with a requirement of that subchapter.

(1)  The requirement of Subchapter J, Chapter 552, Government Code as amended currently applies to ex-
penditures of at least $1 million in public funds for the purchase of goods or services.

35. RIGHTS TO PROPOSAL AND CONTRACTUAL MATERIAL

(a) Alldocumentation related to or prepared in connection with any proposal, including the contents of any proposal
contracts, responses, inquiries, correspondence, and all other material submitted in connection with the proposal
shall become the property of the Authority upon receipt.

(b)  All documents, reports, data, graphics and other materials produced under this Contract shall become the sole
possession of the Authority upon receipt and payment, subject only to the Contractor's professional obligation to
maintain copies of its work product.

36. LIMITATION OF LIABILITY

In no event shall the Authority or its officers, directors, agents or employees be liable in contract or tort, to the Con-
tractor or its Subcontractors for special, indirect, incidental or consequential damages, resulting from the Authority's
performance, nonperformance, or delay in performance of its obligations under this Contract, or the Authority's ter-
mination of the Contract with or without cause, or the Authority's suspension of the Services. This limitation of liability
shall not apply to intentional tort or fraud. The Contractor shall include similar liability provisions in all its Subcontracts.

37. LAWS, STATUTES AND OTHER GOVERNMENTAL REQUIREMENTS

The Contractor agrees that it shall be in compliance with all laws, statutes, and other governmental requirements,
regulations or standards prevailing during the term of this Contract.

38. CLAIMS

In the event that any claim, demand, suit, or other action is made or brought by any person, firm, corporation, or other
entity against the Contractor arising out of this Contract, the Contractor shall give written notice thereof, to the Au-
thority within three (3) working days after being notified of such claim, demand, suit, or action. Such notice shall state
the date and hour of notification of any such claim, demand, suit, or other action; the name and address of the person,
firm, corporation, or other entity making such claim or instituting or threatening to institute any type of action or pro-
ceeding; the basis of such claim, action, or proceeding; and the name of any person against whom such claim is
being made or threatened. Such written notice shall be delivered either personally or by mail and shall be directly
sent to the attention of the President/CEO, Capital Metropolitan Transportation Authority, 2910 E. 5th Street, Austin,
Texas 78702.

39. LICENSES AND PERMITS
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The Contractor shall, without additional expense to the Authority, be responsible for obtaining any necessary licenses,
permits, and approvals for complying with any federal, state, county, municipal, and other laws, codes, and regula-
tions applicable to the Services to be provided under this Contract including, but not limited to, any laws or regulations
requiring the use of licensed Subcontractors to perform parts of the work.

40. NOTICE OF LABOR DISPUTES

(a) If the Contractor has knowledge that any actual or potential labor dispute is delaying or threatens to delay the
timely performance of this Contract, the Contractor immediately shall give notice, including all relevant information,
to the Authority.

(b)  The Contractor agrees to insert the substance of this paragraph, including this subparagraph (b), in any Sub-
contract under which a labor dispute may delay the timely performance of this Contract; except that each Subcontract
shall provide that in the event its timely performance is delayed or threatened by delay by any actual or potential labor
dispute, the Subcontractor shall immediately notify the next higher tier Subcontractor or the Contractor, as the case
may be, of all relevant information concerning the dispute.

41. PUBLICITY RELEASES

All publicity releases or releases of reports, papers, articles, maps, or other documents in any way concerning this
Contract or the Services hereunder which the Contractor or any of its Subcontractors desires to make for the purposes
of publication in whole or in part, shall be subject to approval by the Authority prior to release.

42. INTEREST OF PUBLIC OFFICIALS

The Contractor represents and warrants that no employee, official, or member of the Board of the Authority is or will
be pecuniarily interested or benefited directly or indirectly in this Contract. The Contractor further represents and
warrants that it has not offered or given gratuities (in the form of entertainment, gifts or otherwise) to any employee,
official, or member of the Board of the Authority with a view toward securing favorable treatment in the awarding,
amending, or evaluating the performance of this Contract. For breach of any representation or warranty in this par-
agraph, the Authority shall have the right to terminate this Contract without liability and/or have recourse to any other
remedy it may have at law or in equity.

43. INDEMNIFICATION

(@) THE CONTRACTOR WILL INDEMNIFY, DEFEND AND HOLD THE AUTHORITY AND ITS OFFICERS, DI-
RECTORS, EMPLOYEES, AGENTS AND REPRESENTATIVES (THE AUTHORITY AND EACH SUCH PERSON
OR ENTITY IS AN “INDEMNIFIED PARTY”’) HARMLESS FROM AND AGAINST AND PAY ANY AND ALL DAM-
AGES (AS DEFINED HEREIN) DIRECTLY OR INDIRECTLY RESULTING FROM, RELATING TO, ARISING OUT
OF OR ATTRIBUTABLE TO ANY OF THE FOLLOWING:

(1) ANY BREACH OF ANY REPRESENTATION OR WARRANTY THAT THE CONTRACTOR HAS MADE
IN THIS CONTRACT;

(2) ANY BREACH, VIOLATION OR DEFAULT BY OR THROUGH THE CONTRACTOR OR ANY OF ITS
SUBCONTRACTORS OF ANY OBLIGATION OF THE CONTRACTOR IN THIS CONTRACT OR ANY OTHER
AGREEMENT BETWEEN THE CONTRACTOR AND THE AUTHORITY;

(3) THE USE, CONDITION, OPERATION OR MAINTENANCE OF ANY PROPERTY, VEHICLE, FACILITY
OR OTHER ASSET OF THE AUTHORITY TO WHICH THE CONTRACTOR HAS ACCESS OR AS TO WHICH
THE CONTRACTOR PROVIDES SERVICES; OR

(4) ANY ACT OR OMISSION OF THE CONTRACTOR OR ANY OF ITS SUBCONTRACTORS OR ANY
OF THEIR OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, CUSTOMERS, INVITEES, REPRESENTATIVES
OR VENDORS.
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(b) “ACTION” MEANS ANY ACTION, APPEAL, PETITION, PLEA, CHARGE, COMPLAINT, CLAIM, SUIT, DE-
MAND, LITIGATION, MEDIATION, HEARING, INQUIRY, INVESTIGATION OR SIMILAR EVENT, OCCURRENCE
OR PROCEEDING.

(c) “DAMAGES” MEANS ALL DIRECT OR INDIRECT DAMAGES, LOSSES, LIABILITIES, DEFICIENCIES,
SETTLEMENTS, CLAIMS, AWARDS, INTEREST, PENALTIES, JUDGMENTS, FINES, OR OTHER COSTS OR
EXPENSES OF ANY KIND OR NATURE WHATSOEVER, WHETHER KNOWN OR UNKNOWN, CONTINGENT
OR VESTED, MATURED OR UNMATURED, AND WHETHER OR NOT RESULTING FROM THIRD-PARTY
CLAIMS, INCLUDING COSTS (INCLUDING, WITHOUT LIMITATION, REASONABLE FEES AND EXPENSES OF
ATTORNEYS, OTHER PROFESSIONAL ADVISORS AND EXPERT WITNESSES) RELATED TO ANY INVESTI-
GATION, ACTION, SUIT, ARBITRATION, APPEAL, CLAIM, DEMAND, INQUIRY, COMPLAINT, MEDIATION, IN-
VESTIGATION OR SIMILAR EVENT, OCCURRENCE OR PROCEEDING.

(d) “THREATENED” MEANS A DEMAND OR STATEMENT HAS BEEN MADE (ORALLY OR IN WRITING) OR
A NOTICE HAS BEEN GIVEN (ORALLY OR IN WRITING), OR ANY OTHER EVENT HAS OCCURRED OR ANY
OTHER CIRCUMSTANCES EXIST THAT WOULD LEAD A PRUDENT PERSON OR ENTITY TO CONCLUDE
THAT AN ACTION OR OTHER MATTER IS LIKELY TO BE ASSERTED, COMMENCED, TAKEN OR OTHERWISE
PURSUED IN THE FUTURE.

(e) IF ANY ACTION IS COMMENCED OR THREATENED THAT MAY GIVE RISE TO A CLAIM FOR INDEMNI-
FICATION (A “CLAIM”) BY ANY INDEMNIFIED PARTY AGAINST THE CONTRACTOR, THEN SUCH INDEMNI-
FIED PARTY WILL PROMPTLY GIVE NOTICE TO THE CONTRACTOR AFTER SUCH INDEMNIFIED PARTY
BECOMES AWARE OF SUCH CLAIM. FAILURE TO NOTIFY THE CONTRACTOR WILL NOT RELIEVE THE
CONTRACTOR OF ANY LIABILITY THAT IT MAY HAVE TO THE INDEMNIFIED PARTY, EXCEPT TO THE EX-
TENT THAT THE DEFENSE OF SUCH ACTION IS MATERIALLY AND IRREVOCABLY PREJUDICED BY THE
INDEMNIFIED PARTY’S FAILURE TO GIVE SUCH NOTICE. THE CONTRACTOR WILL ASSUME AND THERE-
AFTER DILIGENTLY AND CONTINUOUSLY CONDUCT THE DEFENSE OF A CLAIM WITH COUNSEL THAT IS
SATISFACTORY TO THE INDEMNIFIED PARTY. THE INDEMNIFIED PARTY WILL HAVE THE RIGHT, AT ITS
OWN EXPENSE, TO PARTICIPATE IN THE DEFENSE OF A CLAIM WITHOUT RELIEVING THE CONTRACTOR
OF ANY OBLIGATION DESCRIBED ABOVE. IN NO EVENT WILL THE CONTRACTOR APPROVE THE ENTRY
OF ANY JUDGMENT OR ENTER INTO ANY SETTLEMENT WITH RESPECT TO ANY CLAIM WITHOUT THE
INDEMNIFIED PARTY’S PRIOR WRITTEN APPROVAL, WHICH WILL NOT BE UNREASONABLY WITHHELD.
UNTIL THE CONTRACTOR ASSUMES THE DILIGENT DEFENSE OF A CLAIM, THE INDEMNIFIED PARTY MAY
DEFEND AGAINST A CLAIM IN ANY MANNER THE INDEMNIFIED PARTY REASONABLY DEEMS APPROPRI-
ATE. THE CONTRACTOR WILL REIMBURSE THE INDEMNIFIED PARTY PROMPTLY AND PERIODICALLY
FOR THE DAMAGES RELATING TO DEFENDING AGAINST A CLAIM AND WILL PAY PROMPTLY THE INDEM-
NIFIED PARTY FOR ANY DAMAGES THE INDEMNIFIED PARTY MAY SUFFER RELATING TO A CLAIM.

() THE INDEMNIFICATION OBLIGATIONS AND RIGHTS PROVIDED FOR IN THIS CONTRACT DO NOT RE-
QUIRE (AND SHALL NOT BE CONSTRUED AS REQUIRING) THE CONTRACTOR TO INDEMNIFY, HOLD
HARMLESS, OR DEFEND ANY INDEMNIFIED PARTY (OR ANY THIRD PARTY) AGAINST ANY ACTION OR
CLAIM (OR THREATENED ACTION OR CLAIM) CAUSED BY THE NEGLIGENCE OR FAULT, THE BREACH OR
VIOLATION OF A STATUTE, ORDINANCE, GOVERNMENTAL REGULATION, STANDARD, OR RULE, OR THE
BREACH OF CONTRACT OF ANY INDEMNIFIED PARTY, ITS AGENTS OR EMPLOYEES, OR ANY THIRD
PARTY UNDER THE CONTROL OR SUPERVISION OF ANY INDEMNIFIED PARTY, OTHER THAN THE CON-
TRACTOR OR ITS AGENTS, EMPLOYEES, OR SUBCONTRACTORS OF ANY TIER.

(9) THIS PARAGRAPH WILL SURVIVE ANY TERMINATION OR EXPIRATION OF THIS CONTRACT.

44, RECORD RETENTION; ACCESS TO RECORDS AND REPORTS

(@) The Contractor will retain, and will require its Subcontractors of all tiers to retain, complete and readily acces-
sible records related in whole or in part to the Contract, including, but not limited to, data, documents, reports, statis-
tics, sub-agreements, leases, subcontracts, arrangements, other third party agreements of any type, and supporting
materials related to those records.
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(b) Ifthis is a cost-reimbursement, incentive, time and materials, labor hour, or price determinable Contract, or any
combination thereof, the Contractor shall maintain, and the Authority and its representatives shall have the right to
examine, all books, records, documents, and other evidence and accounting procedures and practices sufficient to
reflect properly all direct and indirect costs of whatever nature claimed to have been incurred and anticipated to be
incurred for the performance of this Contract.

(c) If the Contractor submitted certified cost or pricing data in connection with the pricing of this Contract or if the
Contractor’s cost of performance is relevant to any change or modification to this Contract, the Authority and its
representatives shall have the right to examine all books, records, documents, and other data of the Contractor
related to the negotiation, pricing, or performance of such Contract, change, or modification for the purpose of eval-
uating the costs incurred and the accuracy, completeness, and currency of the cost or pricing data submitted. The
right of examination shall extend to all documents necessary to permit adequate evaluation of the costs incurred and
the cost or pricing data submitted, along with the computations and projections used therein.

(d) The Contractor shall maintain all books, records, accounts and reports required under this paragraph for a
period of at not less than three (3) years after the date of termination or expiration of this Contract, except in the event
of litigation or settlement of claims arising from the performance of this Contract, in which case records shall be
maintained until the disposition of all such litigation, appeals, claims or exceptions related thereto.

(e) The Contractor agrees to provide sufficient access to the Authority and its contractors to inspect and audit
records and information related to performance of this Contract as reasonably may be required.

(f)  The Contractor agrees to permit the Authority and its contractors’ access to the sites of performance under this
Contract as reasonably may be required.

(g) Ifan audit pursuant to this paragraph reveals that the Authority has paid any invoices or charges not authorized
under this Contract, the Authority may offset or recoup such amounts against any indebtedness owed by it to the
Contractor, whether arising under this Contract or otherwise, over a period of time equivalent to the time period over
which such invoices or charges accrued.

(h)  This paragraph will survive any termination or expiration of this Contract.
45. EXCUSABLE DELAYS
(a) Except for defaults of Subcontractors at any tier, the Contractor shall not be in default because of any failure
to perform this Contract under its terms if the failure arises from Force Majeure Events. In each instance, the failure
to perform must be beyond the control and without the fault or negligence of the Contractor. “Default” includes failure
to make progress in the performance of the Services.
(b) If the failure to perform is caused by the failure of a Subcontractor at any tier to perform or make progress, and
if the cause of the failure was beyond the control of both the Contractor and Subcontractor and without the fault or
negligence of either, the Contractor shall not be deemed to be in default, unless:

(1) the subcontracted supplies or services were obtainable from other sources;

(2) the Authority ordered the Contractor in writing to obtain these services from the other source; and

(3) the Contractor failed to comply reasonably with this order.
(c) Upon the request of the Contractor, the Authority shall ascertain the facts and extent of the failure. If the
Authority determines that any failure to perform results from one or more of the causes above, the delivery schedule

or period of performance shall be revised, subject to the rights of the Authority under this Contract.

46. LOSS OR DAMAGE TO PROPERTY

The Contractor shall be responsible for any loss or damage to property including money securities, merchandise,
fixtures and equipment belonging to the Authority or to any other individual or organization, if any such loss or damage
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was caused by the Contractor or any Subcontractor at any tier, or any employee thereof, while such person is on the
premises of the Authority as an employee of the Contractor or Subcontractor.

47. CONTRACTOR CONTACT/AUTHORITY DESIGNEE

The Contractor shall provide the Authority with a telephone number to ensure immediate communication with a per-
son (not a recording) anytime during Contract performance. Similarly, the Authority shall designate an Authority rep-
resentative who shall be similarly available to the Contractor.

48. QUALITY ASSURANCE

A periodic review of the Contractor's scheduled work may be performed by the Authority. If work is deemed incom-
plete or unacceptable in any way, the Authority will determine the cause and require the Contractor to take corrective
measures in accordance with the terms of the Contract.

49. INTERPRETATION OF CONTRACT - DISPUTES

All questions concerning interpretation or clarification of this Contract, or the acceptable fulfillment of this Contract by
the Contractor shall be immediately submitted in writing to the Authority’s Contracting Officer for determination. All
determinations, instructions, and clarifications of the Contracting Officer shall be final and conclusive unless the Con-
tractor files with the CapMetro President/CEOQO within two (2) weeks after the Authority notifies the Contractor of any
such determination, instruction or clarification, a written protest, stating in detail the basis of the protest. The Presi-
dent/CEO shall consider the protest and notify the Contractor within two (2) weeks of the protest filing of his or her
final decision. The President/CEQ’s decisions shall be conclusive subject to judicial review. Notwithstanding any
disagreement the Contractor may have with the decisions of the President/CEO, the Contractor shall proceed with
the Services in accordance with the determinations, instructions, and clarifications of the President/CEO. The Con-
tractor shall be solely responsible for requesting instructions or interpretations and liable for any cost or expenses
arising from its failure to do so. The Contractor's failure to protest the Contracting Officer's determinations, instruc-
tions, or clarifications within the two-week period shall constitute a waiver by the Contractor of all of its rights to further
protest.

50. TOBACCO FREE WORKPLACE

(a) Tobacco products include cigarettes, cigars, pipes, snuff, snus, chewing tobacco, smokeless tobacco, dipping
tobacco and any other non-FDA approved nicotine delivery device.

(b)  The tobacco free workplace policy refers to all CapMetro owned or leased property. Note that this includes all
buildings, facilities, work areas, maintenance facilities, parking areas and all Authority owned vehicles.

(c) Tobacco use is not permitted at any time on CapMetro owned or leased property, including personal vehicles
parked in CapMetro parking lots.

(d) Littering of tobacco-related products on the grounds or parking lots is also prohibited.
51. ORDER OF PRECEDENCE

In the event of inconsistency between the provisions of this Contract, unless otherwise provided herein, the incon-
sistency shall be resolved by giving precedence in the following order, as revised:

Exhibit A - Pricing Schedule

Exhibit B - Representations and Certifications, Federally Assisted

Exhibit B-1 - Buy America

Exhibit E-1 - Addendum to Contractual Terms and Conditions, Federally Assisted
Exhibit E - Contractual Terms and Conditions

Exhibit G — Authorization of Work Product

Exhibit F — Scope of Services and Compliance Matrix

Exhibit H — Proprietary Rights and Data Security Addendum

N>R~ ON =
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9. Exhibit | — Access and Use Agreement
10. Exhibit J — Hosted Solutions
11. Other provisions or attachments to the Contract

52. ANTI-CORRUPTION AND BRIBERY LAWS

The Contractor shall comply with all Applicable Anti-Corruption and Bribery Laws. The Contractor represents and
warrants that it has not and shall not violate or cause the Authority to violate any such Anti-Corruption and Bribery
Laws. The Contractor further represents and warrants that, in connection with supplies or Services provided to the
Authority or with any other business transaction involving the Authority, it shall not pay, offer, promise, or authorize the
payment or transfer of anything of value, directly or indirectly to: (a) any government official or employee (including
employees of government owned or controlled companies or public international organizations) or to any political party,
party official, or candidate for public office or (b) any other person or entity if such payments or transfers would violate
applicable laws, including Applicable Anti-Corruption and Bribery Laws. Notwithstanding anything to the contrary herein
contained, the Authority may withhold payments under this Contract, and terminate this Contract immediately by way
of written notice to the Contractor, if it believes, in good faith, that the Contractor has violated or caused the Authority to
violate the Applicable Anti-Corruption and Bribery Laws. The Authority shall not be liable to the Contractor for any claim,
losses, or damages related to its decision to exercise its rights under this provision.

53. ORGANIZATIONAL CONFLICT OF INTEREST (OCI)

(a) This Contract may task the Contractor to prepare or assist in preparing work statements that directly, predict-
ably and without delay are used in future competitive acquisitions. The parties recognize that by the Contractor
providing this support a potential conflict of interest arises as defined by FAR 9.5.

(b)  For the purposes of this paragraph, the term “Contractor” means the Contractor, its subsidiaries and affiliates,
joint ventures involving the Contractor, any entity with which the Contractor may hereafter merge or affiliate and any
other successor or assignee of the Contractor.

(c) The Contractor acknowledges the full force and effect of this paragraph. It agrees to be bound by its terms and
conditions and understands that violation of this paragraph may, in the judgment of the Contracting Officer, be cause
for Termination for Default. The Contractor also acknowledges that this does not represent the sole and exclusive
remedy available to the Authority in the event the Contractor breaches this or any other Organizational Conflict of
Interest paragraph.

54. MISCELLANEOUS

(@) This Contract does not intend to, and nothing contained in this Contract shall create any partnership, joint
venture or other equity type agreement between the Authority and the Contractor.

(b)  All notices, statements, demands, requests, consents or approvals required under this Contract or by law by
either party to the other shall be in writing and may be given or served by depositing same in the United States mail,
postage paid, registered or certified and addressed to the party to be notified, with return receipt requested; by per-
sonally delivering same to such party; an agent of such party; or by overnight courier service, postage paid and
addressed to the party to be notified; or by e-mail with delivery confirmation. Notice deposited in the U.S. mail in the
manner hereinabove described shall be effective upon such deposit. Notice given in any other manner shall be
effective only if and when received by the party to be notified.

If to the Contractor:  As set forth in Exhibit B to this Contract

If to the Authority: Capital Metropolitan Transportation Authority
Attn: Chief Contracting Officer
2910 E. 5th Street
Austin, Texas 78702

Address for notice can be changed by written notice to the other party.
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(c) Inthe event the Authority finds it necessary to employ legal counsel to enforce its rights under this Contract, or
to bring an action at law, or other proceeding against the Contractor to enforce any of the terms, covenants or condi-
tions herein, the Contractor shall pay to the Authority its reasonable attorneys’ fees and expenses, regardless of
whether suit is filed.

(d) If any term or provision of this Contract or any portion of a term or provision hereof or the application thereof to
any person or circumstance shall, to any extent, be void, invalid or unenforceable, the remainder of this Contract will
remain in full force and effect unless removal of such invalid terms or provisions destroys the legitimate purpose of
the Contract in which event the Contract will be terminated.

(e) This Contract represents the entire agreement between the parties concerning the subject matter of this Con-
tract and supersedes any and all prior or contemporaneous oral or written statements, agreements, correspondence,
quotations and negotiations. In executing this Contract, the parties do not rely upon any statement, promise, or rep-
resentation not expressed herein. This Contract may not be changed except by the mutual written agreement of the
parties.

(f) A facsimile signature shall be deemed an original signature for all purposes. For purposes of this paragraph,
the phrase “facsimile signature” includes without limitation, an image of an original signature.

(g9) Whenever used herein, the term “including” shall be deemed to be followed by the words “without limitation”.
Words used in the singular number shall include the plural, and vice-versa, and any gender shall be deemed to
include each other gender. All Exhibits attached to this Contract are incorporated herein by reference.

(h)  All rights and remedies provided in this Contract are cumulative and not exclusive of any other rights or reme-
dies that may be available to the Authority, whether provided by law, equity, statute, or otherwise. The election of any
one or more remedies the Authority will not constitute a waiver of the right to pursue other available remedies.

(i)  The Contractor shall not assign the whole or any part of this Contract or any monies due hereunder without the
prior written consent of the Contracting Officer. No assignment shall relieve the Contractor from any of its obligations
hereunder. Any attempted assignment, transfer or other conveyance in violation of the foregoing shall be null and
void.

(i)  The failure of the Authority to insist upon strict adherence to any term of this Contract on any occasion shall
not be considered a waiver or deprive the Authority thereafter to insist upon strict adherence to that term or other
terms of this Contract. Furthermore, the Authority is a governmental entity, and nothing contained in this Contract
shall be deemed a waiver of any rights, remedies or privileges available by law.

(k)  This Contract shall be governed by and construed in accordance with the laws of the State of Texas. Any
dispute arising with respect to this Contract shall be resolved in the state or federal courts of the State of Texas,
sitting in Travis County, Texas and the Contractor expressly consents to the personal jurisdiction of these courts.

(D This Contract is subject to the Texas Public Information Act, Tex. Gov’'t Code, Chapter 552.

(m) The Contractor represents, warrants and covenants that: (a) it has the requisite power and authority to execute,
deliver and perform its obligations under this Contract; and (b) it is in compliance with all applicable laws related to
such performance.

(n)  The person signing on behalf of the Contractor represents for himself or herself and the Contractor that he or
she is duly authorized to execute this Contract.

(0) No term or provision of this Contract is intended to be, or shall be, for the benefit of any person, firm, organiza-
tion, or corporation for a party hereto, and no such other person, firm, organization or corporation shall have any right
or cause of action hereunder.

(p) CapMetro is a governmental entity and nothing in this Contract shall be deemed a waiver of any rights or
privileges under the law.
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(q) Funding for this Contract after the current fiscal year is subject to revenue availability and appropriation of funds
in the annual budget approved by the Authority’s Board of Directors.

(r)  Time is of the essence for all delivery, performance, submittal, and completion dates in this Contract.

55. FUNDING AVAILABILITY

Funding after the current fiscal year of any contract resulting from this solicitation is subject to revenue availability
and appropriation of funds in the annual budget approved by the Authority’s Board of Directors.

EMERG 806612 (6/25/2024) Page 25 of 25 Exhibit E



CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

EXHIBIT E-1
ADDENDUM TO CONTRACTUAL TERMS AND CONDITIONS
FEDERALLY ASSISTED SUPPLY OR SERVICE CONTRACT

The Contractor clauses and provisions of this Exhibit apply to all Federally assisted supply and service contracts.
These provisions supersede and take precedence over any other clause or provision contained within this contract
which may be in conflict therewith.

1. DISADVANTAGED BUSINESS ENTERPRISE (DBE)

(@) Itis the policy of the Authority and the U.S. Department of Transportation (‘“DOT” or “U.S. DOT”) that Disad-
vantaged Business Enterprises (DBEs) as defined in 49 C.F.R. Part 26 shall have the maximum opportunity to par-
ticipate in the performance of contracts financed in whole or in part with Federal funds under this Contract. Conse-
quently, the DBE requirements of 49 C.F.R Part 26 apply to this Contract and all subcontracts awarded under this
Contract.

(b)  The Contractor and its subcontractors shall not discriminate on the basis of race, color, national origin, or sex
in the performance of this Contract. The Contractor shall carry out applicable requirements of 49 C.F.R. Part 26, and
the Authority's DOT approved Disadvantaged Business Enterprise (DBE) program in the award of subcontracts and
administration of this Contract. Failure by the Contractor to carry out these requirements is a material breach of the
Contract, which may result in the termination of this Contract or such other remedy, as the Authority deems appro-
priate, including but not limited to:

(i) Withholding monthly progress payments,

(i) Assessing sanctions,
(iii) Liquidating damages, and/or
(iv) Disqualifying Contractor or subcontractor from future bidding as non-responsible.

(c) Contractor shall pay subcontractors for satisfactory performance of their contracts no later than 30 days from
receipt of each payment the Authority makes to the Contractor.

(d) If this Contract contains a defined DBE goal, the Contractor shall use the specific DBEs listed in its bid/pro-
posal/offer to perform the work and supply the materials for which each is listed unless the Contractor obtains the
Authority’s written consent. Accordingly, the Contractor may not terminate a DBE subcontractor listed in its bid/pro-
posal/offer without the Authority’s prior written consent. Contractor actions covered by this subsection include, but
are not limited to, instances in which the Contractor seeks to perform work originally designated for a DBE subcon-
tractor with: (i) its own forces or those of an affiliate; (ii) a non-DBE firm; or (iii) another DBE firm. Unless the Author-
ity’s consent is provided under this clause, the Contractor shall not be entitled to any payment for work or material
unless it is performed or supplied by the listed DBE. If the Authority provides its written consent, the Contractor shall
comply with 49 C.F.R. 26.53(f) in executing the termination; the Contractor shall also comply with 49 C.F.R. 26.53(g)
and use the delineated good-faith efforts to find another DBE subcontractor to substitute for the original DBE sub-
contractor and maintain and provide relevant documentation regarding such efforts.

(e) Contractor shall make available upon request a copy of all DBE subcontracts.

(f)  Contractor shall ensure that all subcontracts or agreements with DBEs to supply labor or materials require that
the subcontract and all lower-tier subcontractors be performed in accordance with this clause.

(g) If subcontracts will be let, Contractor shall take the affirmative steps listed in 2 C.F.R. 200.321, which addresses
contracting with small and minority businesses, women’s business enterprises, and labor surplus area firms.

2. CONTRACT WORK HOURS AND SAFETY STANDARDS ACT — OVERTIME COMPENSATION

(@) Overtime Requirements. No contractor or subcontractor contracting for any part of the Contract work which
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may require or involve the employment of laborers or mechanics shall require or permit any such laborer or mechanic
in any workweek in which he or she is employed on such work to work in excess of forty (40) hours in such workweek
unless such laborer or mechanic receives compensation at a rate not less than one and one-half (1-1/2) times the
basic rate of pay for all hours worked in excess of forty (40) hours in such workweek.

(b) Violation, Liability for Unpaid Wages, Liquidated Damages. In the event of any violation of the provisions set
forth in paragraph (a) above, the Contractor and any subcontractor responsible therefor shall be liable for the unpaid
wages. In addition, such Contractor and subcontractor shall be liable to the United States (in the case of work done
under the Contract for the District of Columbia or a territory, to such District or to such territory), for liquidated dam-
ages. Such liquidated damages shall be computed with respect to each individual laborer or mechanic, including
watchmen and guards, employed in violation of the provisions set forth in paragraph (a) above, in the sum of $29 for
each calendar day on which such individual was required or permitted to work in excess of the standard workweek
of forty (40) hours without payment of the overtime wages required by the provisions set forth in paragraph (a) above.

(c)  Withholding for Unpaid and Liquidated Damages. The Authority shall upon its own action or upon written
request of an authorized representative of the Department of Labor withhold or cause to be withheld, from any mon-
eys payable on account of work performed by the Contractor or subcontractor under any such contract or any other
Federal contract with the Contractor, or any other Federally-assisted contract subject to the Contract Work Hours
and Safety Standards Act which is held by the Contractor, such sums as may be determined to be necessary to
satisfy any liabilities of such Contractor or subcontractor for unpaid wages and liquidated damages as provided in the
provisions set forth in paragraph (b) of this clause.

(d)  Payroll and Basic Records.

(1)  The Contractor or Subcontractor shall maintain payroll records during the course of Contract work and
shall preserve them for a period of three (3) years from the completion of the Contract for all laborers and mechanics
working on the Contract. Such records shall contain the name and address of each such employee, social security
number, correct classification, hourly rates of wages paid, daily and weekly number of hours worked, deductions
made, and actual wages paid. Nothing in this paragraph shall require the duplication of records required to be main-
tained for construction work by Department of Labor regulations at 29 C.F.R. 5.5(a)(3) implementing the Davis-Bacon
Act.

(2) The records to be maintained under paragraph (d)(1) of this clause shall be made available by the Con-
tractor or Subcontractor for inspection, copying, or transcription by authorized representatives of the Authority, the
Federal Transit Administration (FTA), or the Department of Labor. The Contractor or Subcontractor shall permit such
representatives to interview employees during working hours on the job.

(e) Subcontracts. The Contractor or subcontractor shall insert in any subcontracts the provisions set forth in par-
agraphs (a) through (d) above, and also a provision requiring the subcontractors to include these clauses in any lower
tier subcontracts. The Contractor shall be responsible for compliance by any subcontractor or lower tier subcontractor
with the provisions set forth in paragraphs (a) through (d) above.

3. CIVIL RIGHTS AND EQUAL OPPORTUNITY

During the performance of this Contract, the Contractor for itself, its assignees and successors in interest (hereinafter
referred to as the "Contractor"), agrees to comply with the following requirements:

(@) Nondiscrimination. In accordance with Federal transit law at 49 U.S.C. § 5332, the Contractor agrees that it
will not discriminate against any employee or applicant for employment because of race, color, religion, national
origin, sex, disability, or age. In addition, the Contractor agrees to comply with applicable Federal implementing reg-
ulations and other implementing requirements FTA may issue.

(b) Race, Color, Religion, National Origin, Sex. In accordance with Title VII of the Civil Rights Act, as amended,
42 U.S.C. § 2000e et seq., and Federal transit laws at 49 U.S.C. § 5332, the Contractor agrees to comply with all
applicable equal employment opportunity requirements of U.S. Department of Labor (U.S. DOL) regulations, "Office
of Federal Contract Compliance Programs, Equal Employment Opportunity, Department of Labor," 41 C.F.R. chapter
60, and Executive Order No. 11246, "Equal Employment Opportunity in Federal Employment," September 24, 1965,
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42 U.S.C. § 2000e note, as amended by any later Executive Order that amends or supersedes it, referenced in 42
U.S.C. § 2000e note. The Contractor agrees to take affirmative action to ensure that applicants are employed, and
that employees are treated during employment, without regard to their race, color, religion, national origin, or sex
(including sexual orientation and gender identity). Such action shall include, but not be limited to, the following: em-
ployment, promotion, demotion or transfer, recruitment or recruitment advertising, layoff or termination; rates of pay
or other forms of compensation; and selection for training, including apprenticeship. In addition, the Contractor agrees
to comply with any implementing requirements FTA may issue.

(c) Age. In accordance with the Age Discrimination in Employment Act, 29 U.S.C. §§ 621- 634, U.S. Equal Em-
ployment Opportunity Commission (U.S. EEOC) regulations, “Age Discrimination in Employment Act,” 29 C.F.R. part
1625, the Age Discrimination Act of 1975, as amended, 42 U.S.C. § 6101 et seq., U.S. Health and Human Services
regulations, “Nondiscrimination on the Basis of Age in Programs or Activities Receiving Federal Financial Assistance,”
45 C.F.R. part 90, and Federal transit law at 49 U.S.C. § 5332, the Contractor agrees to refrain from discrimination
against present and prospective employees for reason of age. In addition, the Contractor agrees to comply with any
implementing requirements FTA may issue.

(d) Disabilities. In accordance with section 504 of the Rehabilitation Act of 1973, as amended, 29 U.S.C. § 794,
the Americans with Disabilities Act of 1990, as amended, 42 U.S.C. § 12101 et seq., the Architectural Barriers Act of
1968, as amended, 42 U.S.C. § A-27 4151 et seq., and Federal transit law at 49 U.S.C. § 5332, the Contractor agrees
that it will not discriminate against individuals on the basis of disability. In addition, the Contractor agrees to comply
with any implementing requirements FTA may issue.

(e) Information and Reports. The Contractor shall provide all information and reports required by the Regulations
or directive issued pursuant thereto, and shall permit access to its books, records, accounts, other sources of infor-
mation, and its facilities as may be determined by the Authority or the Federal Transit Administration (FTA) to be
pertinent to ascertain compliance with such Regulations, orders and instructions. Where any information is required
or a Contractor is in the exclusive possession of another who fails or refuses to furnish this information, the Contractor
shall so certify to the Authority, or FTA, as appropriate, and shall set forth what efforts it has made to obtain the
information.

(f)  Sanctions for Noncompliance. In the event of the Contractor's noncompliance with the provisions of this Con-
tract, the Authority shall impose such Contract sanctions as it or the FTA may determine to be appropriate, including,
but not limited to:

(1)  withholding of payments to the Contractor under the Contract until the Contractor complies; and/or
(2) cancellation, termination or suspension of the Contract, in whole or in part.

() Incorporation of Provisions. The Contractor shall include the provisions of paragraph (a) through (f) of this
clause in every subcontract or procurement, including subcontracts or procurements for materials and leases of
equipment, unless exempt by the applicable law or regulations, or directives issued pursuant thereto. The Contractor
shall take such action with respect to any subcontract or procurement as the Authority or FTA may direct as a means
of enforcing such revisions including sanctions for noncompliance: provided, however, that in the event a Contractor
becomes involved in, or is threatened with, litigation with a Subcontractor or supplier as a result of such direction, the
Contractor may request the Authority, and, in addition, the United States to enter into such litigation to protect the
interests of the Authority and the United States.

4, CLEAN AIR AND WATER ACT

(a) Definitions:
(1)  "Air Act," as used in this clause, means the Clean Air Act (42 U.S.C. § 7401 et seq.).

(2) "Clean Air Standards," as used in this clause means:
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(i)  any enforceable rules, regulations, guidelines, standards, limitations, orders, controls, prohibitions,
work practices, or other requirements contained in, issued under, or otherwise adopted under the Air Act or Executive
Order 11738.

(i)  an applicable implementation plan as described in Section 110(d) of the Air Act [42 U.S.C. §
7410(d)]; or

(i) an approved implementation procedure under Section 112(d) of the Air Act [42 U.S.C. § 7412(d)].

(83) "Clean Water Standards," as used in this clause, means any enforceable limitation, control, condition,
prohibition, standard, or other requirement promulgated under the Water Act or contained in a permit issued to a
discharger by the Environmental Protection Agency or by a State under an approved program, as authorized by
Section 402 of the Water Act (33 U.S.C. § 1342), or by local government to ensure compliance with pre-treatment
regulations as required by Section 307 of the Water Act (33 U.S.C. § 1317).

(4) "Compliance," as used in this clause, means compliance with:
(i)  Clean Air or Water Standards; or
(i)  a schedule or plan ordered or approved by a court of competent jurisdiction, the Environmental
Protection Agency, or an air or water pollution control agency under the requirements of the Air Act or Water Act and
related regulations.

(5) "Facility," as used in this clause, means any building, plant, installation, structure, mine, vessel or other
floating craft, location, or site of operations, owned, leased, or supervised, by a Contractor or Subcontractor, sued in
the performance of a contract or subcontract. When a location or site of operations includes more than one building,
plant, installation, or structure, the entire location or site shall be deemed a facility except when the Administrator, or
a designee of the Environmental Protection Agency, determines that independent facilities are co-located in one
geographical area.

(6) "Water Act," as used in this clause, means Clean Water Act (33 U.S.C. § 1251 et seq.).

(b)  The Contractor agrees:

(1)  to comply with all Clean Air Standards and Clean Water Standards.

(2) that no portion of the work required by the Contract will be performed in a facility listed on the Environ-
mental Protection Agency List of Violating Facilities on the date when this Contract was awarded unless and until the
EPA eliminates the name of the facility from the listing;

(3) that it will report all violations to FTA and the Regional Office of the Environmental Protection Agency;

(4) to use best efforts to comply with clean air standards and clean water standards at the facility in which
the Contract is being performed; and

(5) toinsert the substance of this clause into any nonexempt Subcontract, including this paragraph (b)(4).

5. ENERGY POLICY AND CONSERVATION ACT

The Contractor agrees to comply with mandatory standards and policies relating to energy efficiency contained in the
State Energy Conservation Plan issued in compliance with the Energy Policy and Conservation Act (42 U.S.C. §
6321 et seq.).

6. OFFICIALS NOT TO BENEFIT

No member of or delegate to Congress, or resident commissioner, shall be admitted to any share or part of this
Contract or to any benefit arising from it. However, this clause does not apply to this Contract to the extent that this
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Contract is made with a corporation for the corporation's general benefit.

7. BUY AMERICA PROVISION

(@) The Contractor agrees to comply with 49 U.S.C. 5323(j) and the FTA’s implementing regulations found at 49
C.F.R. Part 661, the Build America, Buy America Act, Public Law 117-58, div. G, tit. IX, sections 70911 — 70927
(2021), as implemented by the U.S. Office of Management and Budget, the U.S. Department of Transportation (DOT),
and the Federal Transit Administration (FTA), which require that all steel, iron, manufactured products and construc-
tion materials used in FTA-funded projects are produced in the United States, unless DOT or FTA has granted a
waiver or the product or material is subject to a general waiver. The provisions of the statutes and their implementing
regulations and guidance are hereby incorporated by reference into this Contract. The Contractor shall comply with
the Buy America certification(s) submitted with its proposal/bid.

(b) Ifapplicable, the Contractor also agrees to comply with 49 U.S.C. § 5323(m) and FTA’s implementing regulation
at 49 C.F.R. Part 663.

8. CARGO PREFERENCE - USE OF UNITED STATES FLAG VESSELS

This clause only applies to contracts in which materials, equipment, or commodities may be transported by ocean
vessel in carrying out the terms of the contract. As required by 46 C.F.R. Part 381, the Contractor agrees:

(a) to utilize privately owned United States flag commercial vessels to ship at least fifty percent (50%) of the gross
tonnage (computed separately for dry bulk carriers, dry cargo liners and tankers) involved, whenever shipping any
equipment, materials, or commodities pursuant to this Contract, to the extent such vessels are available at fair and
reasonable rates of United States flag commercial vessels; and

(b) to furnish within twenty (20) days following the date of loading for shipments originating with the United States,
or within thirty (30) working days following the date of loading for shipments originating outside of the United States,
a legible copy of a rated, "on-board" commercial ocean bill-of-lading in English for each shipment of cargo described
in paragraph (a) above to the Authority, (through the prime Contractor in the case of a Subcontractor's bills-of-lading)
and to the Division of National Cargo, Office of Market Development, Maritime Administration, Washington, D.C.
20590, marked with appropriate identification of the project; and

(c) toinsert the substance of the provisions of this clause in all Subcontracts issued pursuant to this Contract.
9. FLY AMERICA

The Contractor agrees that if Federal funds are used to fund international air transportation of any persons (and their
personal effects) involved in or property acquired for the Contract, the transportation must be provided by U.S. flag
air carriers to the extent service by these carriers is available, as required by the International Air Transportation Fair
Competitive Practices Act of 1974, as amended, 49 U.S.C. 40118, in accordance with U.S. GAO regulations, “Uniform
Standards and Procedures for Transportation Transactions,” 4 C.F.R. Part 52, and U.S. GAO Guidelines for Imple-
mentation of the “Fly America Act” B-138942, 1981 U.S. Comp. Gen. LEXIS 2166. March 31, 1981.

10. AUDIT AND INSPECTION OF RECORDS

(a) This clause is applicable if this Contract was entered into by means of negotiation and shall become operative
with respect to any modification to this Contract whether this Contract was initially entered into by means of negotia-
tion or by means of formal advertising.

(b)  The Contractor shall maintain complete and readily accessible records and shall permit the Authority, the U.S.
Department of Transportation, and the Comptroller General of the United States or any of their duly authorized rep-
resentatives access to and the right to examine any directly pertinent books, documents, papers, and records of such
Contractor, involving transactions related to the Contract, for the purpose of making audit, examination, excerpts and
transcriptions. Such access requires the Contractor to provide timely and reasonable access for the purpose of
interview and discussion related to such documents.
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(c) The Contractor agrees to comply with the record-retention requirements in 2 C.F.R. 200.334 (previously 2
C.F.R. 200.333). Under such requirements, the Contractor shall maintain all books, documents, papers, and records
required under the Contract for a period of at least three years after the date of termination or expiration of the
Contract, or the disposition of all litigation, appeals, claims, or exceptions related to this Contract (whichever is later).
The rights of access in this clause are not limited to the required retention period(s) but last as long as the records
are retained.

(d)  The Contractor further agrees to include in all subcontracts a clause that requires the subcontractor:

(1) To maintain complete and readily accessible records and to permit the Authority, the U.S. Department of
Transportation, and the Comptroller General of the United States or any of their duly authorized representatives
access to and the right to examine any directly pertinent books, documents, papers, and records of such subcontrac-
tor, involving transactions related to the Contract, for the purpose of making audit, examination, excerpts, and tran-
scriptions. The clause shall also require the subcontractor to provide timely and reasonable access for the purpose
of interview and discussion related to such documents.

(2) To comply with the record-retention requirements in 2 C.F.R. 200.334 (previously 2 C.F.R. 200.333), the
subcontractor shall maintain all books, documents, papers, and records required under the Contract for a period of
at least three years after the date of termination or expiration of the Contract, or the disposition of all litigation, appeals,
claims, or exceptions related to this Contract (whichever is later). The clause shall note that the rights of access in
the clause are not limited to the required retention period(s) but last as long as the records are retained.

11. RESTRICTIONS ON LOBBYING
(@) The Contractor shall timely comply with the requirements of the lobbying restrictions set forth in Section 319 of
Public Law 101-121, as implemented by the Department of Transportation in 49 C.F.R. Part 20, and as those author-

ities may be hereafter amended.

(b) If a Standard Form LLL, "Disclosure Form to Report Lobbying," is required to be completed by the Contractor
or Subcontractor at any tier, such disclosure form shall be furnished to the Authority.

12. ACCESS REQUIREMENTS TO INDIVIDUALS WITH DISABILITIES

The Contractor shall comply with all applicable requirements of the Americans with Disabilities Act of 1990 (ADA), 42
U.S.C. § 12101, et seq. and 49 U.S.C. § 322; Section 504 of the Rehabilitation Act of 1973, as amended, 29 U.S.C.
§ 794; the Architectural Barriers Act of 1968, as amended 42 U.S.C. § 4151, et seq.; Federal Transit law, specifically
49 U.S.C. § 5332; Section 16 of the Federal Transit Act, as amended, 49 U.S.C. app. 1612; and the following regu-
lations and any amendments thereto:

(@) U.S. DOT regulations, "Transportation Services for Individuals with Disabilities (ADA)," 49 C.F.R. Part 37;

(b) U.S. DOT regulations, "Nondiscrimination on the Basis of Handicap in Programs and Activities Receiving or
Benefiting from Federal Financial Assistance," 49 C.F.R. Part 27;

(c) U.S.DOT regulations, "Transportation for Individuals with Disabilities: Passenger Vessels," 49 C.F.R. Part 39;

(d) Department of Justice (DOJ) regulations, "Nondiscrimination on the Basis of Disability in State and Local Gov-
ernment Services," 28 C.F.R. Part 35;

(e) DOJ Regulations, "Nondiscrimination on the Basis of Disability by Public Accommodations and in Commercial
Facilities," 28 C.F.R. Part 36;

(f)  Equal Employment Opportunity Commission (EEOC) "Regulations to Implement the Equal Employment Provi-
sions of the Americans with Disabilities Act," 29 C.F.R. Part 1630;

(g) Federal Communications Commission regulations, "Telecommunications Relay Services and Related Cus-
tomer Premises Equipment for the Hearing and Speech Disabled," 47 C.F.R. Part 64, Subpart F;
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(h)  FTA regulations, "Transportation for Elderly and Handicapped Persons", 49 C.F.R. Part 609;

(i)  Joint U.S. Architectural and Transportation Barriers Compliance Board (U.S. ATBCB) and U.S. DOT regula-
tions, “Americans with Disabilities (ADA) Accessibility Specifications for Transportation Vehicles,” 49 C.F.R. Part 38;

() U.S. ATBCB regulations, “Electronic and Information Technology Accessibility Standards,” 36 C.F.R. Part
1194;

(k)  FTA Circular 4710.1, “Americans with Disabilities Act: Guidance;” and

(D  Other Federal laws, regulations, and requirements pertaining to access for seniors or individuals with disabili-
ties.

13. OPERATIONS SERVICE CONTRACTS

If this is an operational service contract, the Contractor agrees to the following and agrees to include the substance
of this clause in each subcontract that may involve operating public transit services:

(a) Charter Service Operations. The Contractor agrees to comply with 49 U.S.C. § 5323(d), 5323(r), and 49 C.F.R.
Part 604. The Contractor is prohibited from providing charter service using federally funded equipment or facilities if
there is at least one (1) private charter operator willing and able to provide the service, except under one of the
specified exceptions. Any charter service provided under one of the exceptions must be “incidental,” i.e., it must not
interfere with or detract from the provision of mass transportation; and

(b)  School Bus Operations. Pursuant to 69 U.S.C. § 5323(f) and 49 C.F.R. Part 605, the Contractor may not
engage in school bus operations exclusively for the transportation of students and school personnel in competition
with private school bus operators unless qualified under specified exemptions. When operating exclusive school bus
service under an allowable exemption, the Contractor may not use federally funded equipment, vehicles, or facilities.

14. PROGRAM FRAUD AND FALSE OR FRAUDULENT STATEMENTS AND RELATED ACTS

(@) The Contractor acknowledges that the provisions of the Program Fraud Civil Remedies Act of 1986, as
amended, 31 U.S.C. §§ 3801 et seq. and U.S. DOT regulations, “Program Fraud Civil Remedies,” 49 C.F.R. Part 31,
apply to its actions pertaining to this Contract. The Contractor certifies or affirms the truthfulness and accuracy of
any statement it has made, it makes, it may make, or causes to be made, pertaining to the Contract or the FTA
assisted project for which this Contract work is being performed. In addition to other penalties that may be applicable,
the Contractor further acknowledges that if it makes, or causes to be made, a false, fictitious, or fraudulent claim,
statement, submission, or certification, the Federal Government reserves the right to impose the penalties of the
Program Fraud Civil Remedies Act of 1986 on the Contractor to the extend the Federal Government deems appro-
priate.

(b)  The Contractor also acknowledges that if it makes, or causes to be made, a false, fictitious, or fraudulent claim,
statement, submission, or certification to the Federal Government under a contract connected with a project that is
financed in whole or in part with Federal assistance originally awarded by FTA under the authority of 49 U.S.C.
Chapter 53, the Government reserves the right to impose the penalties of 18 U.S.C. § 1001 and 49 U.S.C. § 5323(l)
on the Contractor, to the extent the Federal Government deems appropriate.

(c) The Contractor agrees to include the above two clauses in each Subcontract associated with this Contract. It
is further agreed that the clauses shall not be modified, except to identify the Subcontractor who will be subject to the
provisions.

15. PRIVACY ACT

(@) The Contractor agrees to comply with, and assures the compliance of its employees with, the information re-
striction and other applicable requirements of the Privacy Act of 1974, 5 U.S.C. § 552a. Among other things, the
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Contractor agrees to obtain the express consent of the Federal Government before the Contractor or its employees
operate a system of records on behalf of the Federal Government. The Contractor understands that the requirements
of the Privacy Act, including the civil and criminal penalties for violation of that Act, apply to those individuals involved,
and that failure to comply with the terms of the Privacy Act may result in termination of the Contract.

(b) The Contractor agrees to include the above clause in each Subcontract associated with this Contract. It is
further agreed that the clauses shall not be modified, except to identify the Subcontractor who will be subject to the
provisions.

16. NO OBLIGATION BY THE FEDERAL GOVERNMENT

(a) Notwithstanding any concurrence by the Federal Government in or approval of the solicitation or award of the
Contract, absent the express written consent by the Federal Government, the Federal Government is not a party to
this Contract and shall not be subject to any obligations or liabilities to the Contractor, or any other party (whether or
not a party to that Contract) pertaining to any matter resulting from the underlying Contract.

(b) The Contractor agrees to include the above clause in each Subcontract associated with this Contract. The
clause shall not be modified, except to identify the Subcontractor who will be subject to its provisions.

17. NOTICE OF FEDERAL REQUIREMENTS

(a) The Contractor shall at all times comply with all applicable FTA regulations, policies, procedures and directives,
including without limitation those listed directly or by reference in CapMetro’'s Master Agreement with the FTA, as
they may be amended or promulgated from time to time during the term of this Contract. The Contractor’s failure to
so comply shall constitute a material breach of this Contract.

(b) The Contractor is advised that Federal requirements applicable to this Contract as set forth in federal law,
regulations, policies, and related administrative practices may change during the performance of this Contract. Any
such changes shall also apply to this Contract and subcontracts at all tiers.

18. INCORPORATION OF FTA TERMS - FTA CIRCULAR 4220.1F

The preceding provisions include, in part, certain Standard Terms and Conditions required by the DOT, whether or
not expressly set forth in the preceding Contract provisions. All contractual provisions required by DOT, as set forth
in FTA Circular 4220.1F, dated November 1, 2008, are hereby incorporated by reference. Anything to the contrary
herein notwithstanding, all FTA mandated terms shall be deemed to control in the event of a conflict with other pro-
visions contained in this Contract. The Contractor shall not perform any act, fail to perform any act, or refuse to
comply with any Authority requests, which would cause the Authority to be in violation of the FTA terms and condi-
tions.

19. SEISMIC SAFETY REGULATIONS

To the extent applicable to Contractor’'s work, the Contractor agrees that any new building or addition to an existing
building will be designed and constructed in accordance with the standards for Seismic Safety required in Department
of Transportation Seismic Safety Regulations 49 C.F.R. Part 41 and will certify to compliance to the extent required
by the regulation. The Contractor also agrees to ensure that all work performed under this Contract including work
performed by a Subcontractor is in compliance with the standards required by the Seismic Safety Regulations and
the certification of compliance issued on the project.

20. DRUG-FREE WORKPLACE PROGRAM

(a) As used in this clause:
(1)  "Alcohol" means ethyl alcohol and any beverage containing ethyl alcohol.

(2) "Controlled substance(s)" means a substance, including a drug and an immediate precursor listed in
Schedules | through V of Subchapter A of the Texas Controlled Substances Act, Tex. Rev. Civ. Stat. Ann. Articles
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481.032 - 481.036. These substances include, but are not limited to, marijuana, heroin, LSD, concentrated cannabis
or cannabinoids, hashish or hash oil, morphine or its derivatives, mescaline, peyote, phencyclidine (PCP, Angel
Dust), opium, opiates, methadone, cocaine, Quaaludes, amphetamines, "exotic/designer" drugs, benzodiazepines,
Seconal, codeine, barbiturates, Phenobarbital, or Valium.

(3) "Safety sensitive task" means each category of work performed at a construction workplace which, if
performed by a person impaired by the effects of alcohol or a controlled substance:

()  would pose a serious risk of death or personal injury to the employee or others in the vicinity; or

(i)  could compromise the quality of the construction in such manner as would impose a significant
public safety risk in the operation of the Authority's public transportation system.

(4) "Drug-free workplace" means a site for the performance of work done in connection with the Authority's
construction contract at which employees are prohibited from using alcohol or from engaging in the unlawful manu-
facture, distribution, dispensing, possession, or use of a controlled substance.

(5) "Employee" means an employee of a Contractor or Subcontractor who may be directly engaged in the
performance of work under the Authority's construction contract.

(6) "Reasonable suspicion" means the presence or absence of specific criteria identified in the Contractor's
drug-free workplace program (indicating the possibility that a person is under the influence of alcohol or a controlled
substance) as observed by the Contractor's supervisory personnel with reasonable training in the identification of
such criteria.

(b)  The program shall provide for mandatory drug testing of employees who are to perform safety sensitive tasks
under the following circumstances:

(1)  All employees will be tested prior to assignment to the Authority's construction project to ascertain the
use of controlled substances if the employee will be performing safety sensitive tasks; and

(2)  When there is a reasonable suspicion that an employee is under the influence of alcohol or a controlled
substance at the workplace; and

(3) When an employee has been involved in an accident or unsafe practice (as defined in the Contractor's
safety program) at the workplace.

(c) The program may, at the Contractor's discretion, include mandatory employee drug testing under the following
circumstances:

(1)  As part of or as a follow-up to counseling or rehabilitation for controlled substance use; or

(2) As part of a voluntary employee drug testing program.

(d) A random testing procedure to detect the use of alcohol or a controlled substance by employees performing
safety sensitive tasks is required as part of the Contractor's program for the purpose of preventing or deterring haz-
ardous performance. The procedure shall require that, at a minimum, five percent (5%) of the Contractor's employees
will be randomly tested within the Contract period or within each year of the Contract period, whichever period is
shorter.

(e) All testing by or on behalf of the Contractor because of a requirement in the Authority's Contract shall be
conducted only for employees engaged (or to be engaged) in safety sensitive tasks and only for use of alcohol or a
controlled substance and shall be conducted in a manner and under written policies that minimize the intrusion on
the employee's privacy and personal dignity. This provision shall not preclude the Contractor from adding its own
additional testing requirements.

(f)  The Contractor shall publish a statement notifying employees that the use of alcohol at the workplace or the
unlawful manufacture, distribution, dispensing, possession, or use of a controlled substance by employees at any
time is prohibited and specifying the actions that will be taken against employees for violations of such prohibition.

(g) The program must require each employee who will perform a safety sensitive task, prior to working under the
Authority's Contract to:
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(1)  Acknowledge in writing the Contractor's drug-free workplace program; and

(2) Give advance written consent to any drug testing that may be conducted under the Contractor's program
and the use of test results for decisions related to employment, disciplinary action, or continued employment. The
Contractor will agree, in connection with the employee's consent that the results of testing for alcohol and controlled
substances will not be voluntarily referred to any law enforcement agency. If the Contractor is subject to a collective
bargaining agreement:

(i)  the procedure for obtaining the individual employee's acknowledgment and consent must be con-
sistent with the Contractor's obligations under the collective bargaining agreement; and

(i)  employees shall have the right to be accompanied by a union representative when any specimen
is obtained for testing.

(h)  The Contractor will establish a drug-free awareness program to inform its employees about:
(1)  The dangers of drug abuse in the workplace;
(2) The Contractor's policy of maintaining a drug-free workplace;
(3) Any available drug counseling, rehabilitation, and employee assistance programs; and

(4) The penalties that may be imposed upon employees who refuse to submit to required testing and for
other violations of the drug-free workplace program including, but not limited to, being unable to remain employed at
the workplace until approval to return is obtained from the Authority.

(i)  The Contractor's drug-free workplace program shall, at a minimum, include:

(1) Policies and procedures for specimen collection, chain of custody for specimens, laboratory qualification
standards, laboratory analysis procedures, quality control requirements, and test result reporting procedures which
substantially conform to the material requirements of the Mandatory Guidelines for Federal Workplace Drug Testing
Programs promulgated by the U.S. Department of Health and Human Services in effect on the date of award of the
Authority's construction contract.

(2) Procedures for the Contractor's employees to report their use of prescription drugs used in the course of
medical treatment or which have been prescribed and authorized for use by a licensed medical practitioner.

(3)  The criteria the Contractor will use for "reasonable suspicion" testing.

(4) The levels of alcohol or controlled substances which will be used in conjunction with a determination that
an employee is "under the influence" or is "impaired by the effects of" alcohol or controlled substance(s).

)] The Contractor shall display a notice, prominently placed near each entrance to the workplace, stating that, by
entering the premises, persons are consenting to an inspection of themselves and their property including, but not
limited to, their clothing, vehicles, briefcases, lunch boxes, tool boxes, purses, and packages.

(k) The Contractor agrees to use its best efforts to establish and maintain a work environment free of use by
employees of alcohol or controlled substances through implementation of paragraph (b) through (j) of this clause.
The Contractor shall prepare and maintain records in sufficient detail to demonstrate compliance with the require-
ments of this clause including, but not limited to, certifications from Subcontractors and records of drug or alcohol
tests conducted during performance of the Contract. Such records shall be subject to inspection and audit by the
Authority, and the Contractor's noncompliance may authorize the Authority to withhold all or any portion of any pay-
ments due the Contractor until the Contractor demonstrates compliance.

()  As applicable, the Contractor also agrees to establish and implement a drug and alcohol testing program that
complies with 49 U.S.C. § 5331, 49 C.F.R. Part 655, and 49 C.F.R. Part 40, produce any documentation necessary
to establish its compliance with such requirements, and permit any authorized representative of the U.S. DOT or its
operating administrations, any state oversight agency, and/or the Authority, to inspect the facilities and records as-
sociated with the implementation of the drug and alcohol testing program and review the testing process. The Con-
tractor agrees further to certify annually its compliance with Part 655 before issuance of the Notice to Proceed and
annually thereafter and to submit, by March 1 of each year of the term of the Contract, a Management Information
System (MIS) report covering the previous calendar year to CapMetro, Attn: Chief Contracting Officer, 2910 East 5™
Street, Austin, Texas 78702. To certify compliance the Contractor shall use the “Alcohol and Controlled Substances
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Testing” certification in the “Annual List of Certifications and Assurances for Federal Transit Administration Grants
and Cooperative Agreements,” which is published annually in the Federal Register.

(m) A Drug-Free Workplace Program clause identical to this clause (except for changes appropriate for designation
of the parties), including this subparagraph (I) will be included in every Subcontract entered into in connection with
this Contract.

21. RECYCLED PRODUCTS: 42 U.S.C. § 6962, 40 C.F.R. Part 247, Executive Order 12873, 2 C.F.R. 200.322

(a) Applicability to Contracts

The Recycled Products requirements apply to all contracts for items designated by the EPA, when the purchaser or
Contractor procures $10,000 or more of one of these items during the fiscal year, or has procured $10,000 or more
of such items in the previous fiscal year, using Federal funds. New requirements for "recovered materials" will be-
come effective May 1, 1996. These new regulations apply to all procurement actions involving items designated by
the EPA, where the procuring agency purchases $10,000 or more of one of these items in a fiscal year, or when the
cost of such items purchased during the previous fiscal year was $10,000.

(b)  Flow Down
These requirements flow down to all contractor and Subcontractor tiers.

(c) Recovered Materials

The Contractor agrees to comply with all the requirements of Section 6002 of the Resource Conservation and Re-
covery Act (RCRA), as amended (42 U.S.C. 6962), including but not limited to the regulatory provisions of 40 C.F.R.
Part 247, and Executive Order 12873, as they apply to the procurement of the items designated in Subpart B of 40
C.F.R. Part 247.

22. TRANSIT EMPLOYEE PROTECTIVE AGREEMENTS:; 49 U.S.C. § 5310, § 5311, and § 5333, 29 C.F.R.
Part 215

(a) Applicability to Contracts

The Transit Employee Protective Provisions apply to each contract for transit operations performed by employees of
a Contractor recognized by FTA to be a transit operator. (Because transit operations involve many activities apart
from directly driving or operating transit vehicles, FTA determines which activities constitute transit "operations" for
purposes of this clause.)

(b) Flow Down

These provisions are applicable to all contracts and Subcontracts at every tier.

(c) Transit Employee Protective Provisions

(1)  The Contractor agrees to comply with applicable transit employee protective requirements as follows:

(i)  General Transit Employee Protective Requirements - To the extent that FTA determines that transit
operations are involved, the Contractor agrees to carry out the transit operations work on the underlying Contract in
compliance with terms and conditions determined by the U.S. Secretary of Labor to be fair and equitable to protect
the interests of employees employed under this Contract and to meet the employee protective requirements of 49
U.S.C. A 5333(b), and U.S. DOL guidelines at 29 C.F.R. Part 215, and any amendments thereto. These terms and
conditions are identified in the letter of certification from the U.S. DOL to FTA applicable to the FTA Recipient's project
from which Federal assistance is provided to support work on the underlying Contract. The Contractor agrees to
carry out that work in compliance with the conditions stated in that U.S. DOL letter. The requirements of this subsec-
tion (1), however, do not apply to any contract financed with Federal assistance provided by FTA either for projects
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for elderly individuals and individuals with disabilities authorized by 49 U.S.C. § 5310(a)(2), or for projects for nonur-
banized areas authorized by 49 U.S.C. § 5311. Alternate provisions for those projects are set forth in subsections
(b) and (c) of this clause.

(i)  Transit Employee Protective Requirements for Projects Authorized by 49 U.S.C. § 5310(a)(2) for
Elderly Individuals and Individuals with Disabilities - If the contract involves transit operations financed in whole or in
part with Federal assistance authorized by 49 U.S.C. § 5310(a)(2), and if the U.S. Secretary of Transportation has
determined or determines in the future that the employee protective requirements of 49 U.S.C. § 5333(b) are neces-
sary or appropriate for the state and the public body subrecipient for which work is performed on the underlying
Contract, the Contractor agrees to carry out the Project in compliance with the terms and conditions determined by
the U.S. Secretary of Labor to meet the requirements of 49 U.S.C. § 5333(b), U.S. DOL guidelines at 29 C.F.R. Part
215, and any amendments thereto. These terms and conditions are identified in the U.S. DOL's letter of certification
to FTA, the date of which is set forth Grant Agreement or Cooperative Agreement with the state. The Contractor
agrees to perform transit operations in connection with the underlying Contract in compliance with the conditions
stated in that U.S. DOL letter.

(iii)  Transit Employee Protective Requirements for Projects Authorized by 49 U.S.C. § 5311 _in Nonur-
banized Areas - If the contract involves transit operations financed in whole or in part with Federal assistance author-
ized by 49 U.S.C. § 5311, the Contractor agrees to comply with the terms and conditions of the Special Warranty for
the Nonurbanized Area Program agreed to by the U.S. Secretaries of Transportation and Labor, dated May 31, 1979,
and the procedures implemented by U.S. DOL or any revision thereto.

(2) The Contractor also agrees to include the any applicable requirements in each Subcontract involving
transit operations financed in whole or in part with Federal assistance provided by FTA.

(d)  The Authority encourages the Contractor, to adopt and enforce workplace safety policies to decrease crashes
caused by distracted drivers, including policies that bar text messaging while driving company-owned or —rented
vehicles, or government-owned, leased, or rented vehicles or privately-owned vehicles when on official Authority
business or when performing any work for or on behalf of the Authority. See Executive Order 13513 “Federal Lead-
ership on Reducing Text Messaging While Driving’, Oct. 1, 2009 (available at http://edocket.ac-
cess.gpo.gov/2009/E9-24203.htm ) and DOT Order 3902.10 “Text Messaging While Driving”, Dec. 30, 2009, as im-
plemented by Financial Assistance Policy Letter (No. FAP-2010-01, February 2, 2010, available at https://www.trans-
portation.gov/sites/dot.dev/files/docs/FAPL_2010-01.pdf). This includes, but is not limited to:

(1)  Considering new rules and programs or re-evaluating existing programs to prohibit text messaging while
driving;

(2) Conducting education, awareness, and other outreach for employees about the safety risks associated
with texting while driving; and

(3) Encouraging voluntary compliance with the agency’s text messaging policy while off duty.
(e) The Contractor is encouraged to insert the substance of this clause in all tier Subcontract awards.

23. DISTRACTED DRIVING, INCLUDING TEXT MESSAGING WHILE DRIVING

(@) The Contractor agrees to comply with:

(1) Executive Order No. 13513, “Federal Leadership on Reducing Text Messaging While Driving,” October
1, 2009, 23 U.S.C. § 402 note, (74 Fed. Reg. 51225);

(2) U.S.DOT Order 3902.10, “Text Messaging While Driving,” December 30, 2009; and:
(i)  Adopt and enforce policies that ban text messaging while driving in Contractor-owned or rented

vehicles or, if applicable, Authority-owned vehicles; or while driving privately-owned vehicles when performing any
Work for or on behalf of the Authority.
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(i)  Conduct initiatives in a manner commensurate with the size of the business, such as,

(A) Establishment of new rules and programs or re-evaluation of existing programs to prohibit
text messaging while driving; and

(B) Education, awareness, and other outreach to employees about the safety risks associated
with texting while driving.

(3) The following U.S. DOT Special Provision pertaining to Distracted Driving:

0] Safety. The Contractor agrees to adopt and enforce workplace safety policies to decrease crashes
caused by distracted drivers, including policies to ban text messaging while using an electronic device supplied by
an employer, and driving a vehicle the driver owns or rents, a vehicle Contractor owns, leases, or rents, or a privately-
owned vehicle when on official business in connection with the Contract, or when performing any work for or on behalf
of the Contract;

(i)  Contractor Size. The Contractor agrees to conduct workplace safety initiatives in a manner com-
mensurate with its size, such as establishing new rules and programs to prohibit text messaging while driving, re-
evaluating the existing programs to prohibit text messaging while driving, and providing education, awareness, and
other outreach to employees about the safety risks associated with texting while driving; and

(i)  Extension of Provision. The Contractor agrees to include these Special Provisions of this Contract
in its sub-contract agreements, and encourage its sub-contractors to comply with this Special Provision.

(b) For purposes of this paragraph, the phrase “text messaging” means reading from or entering data into any
handheld or other electronic device, including for the purpose of short message service texting, e-mailing, instant
messaging, obtaining navigational information, or engaging in any other form of electronic data retrieval or electronic
data communication operating a motor vehicle on an active roadway with the motor running, including while tempo-
rarily stationary because of traffic, a traffic light, stop sign, or otherwise; it does not include operating a motor vehicle
with or without the motor running when one has pulled over to the side of, or off, an active roadway and has halted
in a location where one can safely remain stationary.

24. VETERANS EMPLOYMENT

CapMetro is a recipient of Federal financial assistance on this Contract. The Contractor shall give a hiring preference,
to the extent practicable, to veterans (as defined in Section 2108 of Title 5 C.F.R.) who have the requisite skills and
abilities to perform the construction work required under the Contract. This subsection shall not be understood,
construed or enforced in any manner that would require an employer to give a preference to any veteran over any
equally qualified applicant who is a member of any racial or ethnic minority, female, an individual with a disability, or
a former employee.

25. SEATBELT

Seat Belt Use. The Contractor agrees to implement Executive Order No. 13043, “Increasing Seat Belt Use in the
United States,” April 16, 1997, 23 U.S.C. § 402 note, (62 Fed. Reg. 19217), by:

(a) Adopting and promoting on-the-job seat belt use policies and programs for its employees and other personnel
that operate company-owned vehicles, company-rented vehicles, or personally operated vehicles; and

(b) Including a “Seat Belt Use” provision in each of its sub-contractor agreements related to the Contract.

26. PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEIL-
LANCE SERVICES OR EQUIPMENT

(@) Pursuant to Public Law 115-232, Section 889, and 2 C.F.R. Part 200, including §200.216 and §200.471, the
Authority is prohibited from using federal funds to:
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(1)  Procure or obtain,

(2) Extend or renew a contract to procure or obtain; or

(3) Enterinto a contract (or extend or renew a contract) to procure or obtain equipment, services, or systems
that use “Covered Telecommunications Equipment or Services” as a substantial or essential component of any sys-
tem, or as critical technology as part of any system.

(b) As described in Public Law 115-232, section 889, “Covered Telecommunications Equipment or Services” is:

(1)  Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or
any subsidiary or affiliate of such entities)

(2)  Forthe purpose of public safety, security of government facilities, physical security surveillance of critical
infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced
by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology
Company (or any subsidiary or affiliate of such entities).

(3) Telecommunications or video surveillance services provided by such entities or using such equipment.

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that
the Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal
Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the
government of a covered foreign country.

(c) Contractor shall not use or provide to the Authority Covered Telecommunications Equipment or Services in the
performance of this Contract.

(d)  Contractor shall insert the substance of this Paragraph in all subcontracts and other contractual instruments,
including subcontracts for the acquisition of commercial items.

(e) Contractor shall notify the Authority immediately if Contractor cannot comply with the prohibition during the
performance of this Contract.

27. BUS TESTING

(a) The following applies to purchases or leases of any new bus model or any bus model with a major change in
configuration or components to be acquired or leased with FTA funds.

(b)  Contractor agrees to comply with the Bus Testing requirements under 49 U.S.C. § 5318(e) and FTA’s imple-
menting regulation at 49 C.F.R. Part 665 to ensure that the requisite testing is performed for all new bus models or
any bus model with a major change in configuration or components, and that the bus model has achieved a passing
score. Upon completion of the testing, the Contractor shall obtain a copy of the bus testing reports from the operator
of the testing facility and make that report(s) publicly available prior to final acceptance of the first vehicle by the
Authority.

28. TRAFFICKING IN PERSONS

The Contractor agrees that it and its employees shall not, at any time during the performance of this Contract, do any
of the following:

(a) Engage in severe forms of trafficking in persons, as defined Section 103 of the Trafficking Victims Protection
Act of 2000 (“TVPA”), as amended, 22 U.S.C. § 7102;
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(b) Procure a commercial sex act, as defined Section 103 of the TVPA, as amended, 22 U.S.C. § 7102; or

(c) Use forced labor, defined as labor obtained by recruitment, harboring, transportation, provision, or other means
of obtaining of a person for labor or services through the use of force, fraud, or coercion for the purpose of subjection
to involuntary servitude, peonage, debt bondage, or slavery, in the performance of the Contract or permit the use of
forced labor in the performance of any subcontract hereunder.

29. GOVERNMENT-WIDE SUSPENSION AND DEBARMENT

(@) Contractor shall comply with the following requirements of 2 C.F.R. Part 180, Subpart C, as adopted and sup-
plemented by U.S. DOT regulations at 2 C.F.R. Part 1200.

(b)  Contractor shall not enter into any “covered transaction” (as defined in the above-referenced regulations) that
is, or whose principal is, suspended, debarred, or otherwise excluded from participating in covered transactions,
except as authorized by

(i) U.S. DOT regulations, “Nonprocurement Suspension and Debarment,” 2 C.F.R. Part 1200;

(ii) U.S. OMB regulatory guidance, “Guidelines to Agencies on Governmentwide Debarment and Suspension
(Nonprocurement,” 2 C.F.R. Part 180; and

(iii) Other applicable federal laws, regulations, or requirements regarding participation with debarred or sus-
pended Recipients or Third Party Participants.

(c)  Contractor shall review the U.S.GSA “System for Award Management — Lists of Parties Excluded from Federal
Procurement and Nonprocurement Programs,” if required by U.S. DOT regulations, 2 C.F.R. Part 1200.

(d)  Contractor will ensure that all subcontracts include a provision necessary to flow down these suspension and
debarment provisions to all lower-tier covered transactions.

30. PATENT RIGHTS AND RIGHTS IN DATA

If the Federal award meets the definition of “funding agreement” under 37 C.F.R. 401.2 (a) and Contractor is a small
business firm or nonprofit organization performing experimental, developmental, or research work under that “funding
agreement,” the Contractor agrees that the use of any data produced or delivered under the terms of the Contract
including, but not limited to, engineering drawings and associated lists, specifications, process sheets and technical
reports, shall be governed by the requirements of 37 C.F.R. Part 401, "Rights to Inventions Made by Nonprofit Or-
ganizations and Small Business Firms Under Government Grants, Contracts and Cooperative Agreements," and any
implementing regulations issued by FTA. In addition, the Contractor agrees that it will not publish such data without
the written consent of the Authority and, if appropriate, the Federal Government.

31. NATIONAL INTELLIGENT TRANSPORTATION SYSTEMS STANDARDS

The Contractor agrees to conform to the National Intelligent Transportation Systems (ITS) Architecture requirements
of 23 U.S.C. § 517(d), unless the Authority has obtained an exemption from the requirements and provided Contractor
information regarding the exemption. The Contractor further agrees to follow FTA Notice, “FTA National ITS Archi-
tecture Policy on Transit Projects,” 66 Fed. Reg. 1455, January 8, 2001, and all other applicable Federal guidance.

32. NOTIFICATION OF LEGAL MATTERS

Contractor shall notify the Authority of any and all matters that Contractor knows or reasonably should know may
affect the Federal Government’s interests. This notification requirement includes, but is not limited to, current or
prospective legal matters such as an actual or potential major dispute, breach, default, litigation, naming of the Au-
thority or the Federal Government as a party to litigation, or a legal disagreement in any forum for any reason. Matters
that may affect the Federal Government include but are not limited to, the Federal Government’s interests in the
Contract, the underlying Authority/FTA Agreement, and any amendments thereto, or the Federal Government’s ad-
ministration or enforcement of federal laws, regulations, and requirements. Contractor agrees to include this clause
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in every subcontract awarded at every tier. Contractor shall further notify the Authority of any potential fraud, waste,
or abuse occurring on the contract or Project.

33. FEDERAL TAX LIABILITY AND RECENT FELONY CONVICTION

Contractor agrees that, prior to entering into any subcontract, Contractor will require the subcontractor to provide a
certification on Federal Tax Liability and Recent Felony Convictions, which should be identical to the certification that
Contractor provided the Authority. If the prospective subcontractor cannot certify as to the statements, Contractor
shall not enter into the subcontract absent Authority and FTA approval. Contractor agrees to include this clause in
every subcontract awarded at every tier.

34. COVID-19 SAFETY REQUIREMENTS

The Contractor agrees to comply with the Centers for Disease Control and Prevention (“*CDC”) Order of January 29,
2021, titled Requirement for Persons to Wear Masks While on Conveyances and at Transportation Hubs (“CDC Mask
Order”), as has been and may later be amended, and any other subsequent orders that may be issued. In addition,
the Contractor shall comply with all applicable Authority policies and procedures, including those of the Authority’s
service contractors. The Contractor agrees to include this clause in each subcontract to this Contract and to require
subcontractors to include the clause in all lower-tier subcontracts.

35. LIMITATION ON CERTAIN ROLLING STOCK PROCUREMENTS

(a) Pursuant to Section 7613 of the National Defense Authorization Act for Fiscal Year 2020 (NDAA 2020), Public
Law 116-92 (Dec. 20, 2019) and 49 U.S.C. § 5323(u), the Authority is prohibited from using financial assistance under
Chapter 53 of title 49 U.S. Code to award a contract or subcontract to an entity for the procurement of rolling stock
for use in public transportation if the manufacturer of the rolling stock:

(1) isincorporated in or has manufacturing facilities in the United States; and
(2) is owned or controlled by, is a subsidiary of, or is otherwise related legally or financially to a corporation
based in a country that -

(i) is identified as a nonmarket economy country (as defined in section 771(18) of the Tariff Act of 1930
(19 U.S.C. 1677(18))) as of the date of enactment of this subsection;

(ii) was identified by the United States Trade Representative in the most recent report required by section
182 of the Trade Act of 1974 (19 U.S.C. 2242) as a foreign country included on the priority watch list defined in
subsection (g)(3) of that section; and

(iii) is subject to monitoring by the Trade Representative under section 306 of the Trade Act of 1974 (19
U.S.C. 2416)

(a “Restricted Manufacturer”).

(b)  For purposes of this provision, the term “otherwise related legally or financially” does not include a minority
relationship or investment.

(c) Contractor shall not provide the Authority with rolling stock under this Contract if the rolling stock is from a
Restricted Manufacturer or otherwise in violation of this prohibition.

(d)  Contractor shall insert this provision in all applicable subcontracts and other contractual instruments.

(e) Contractor shall notify the Authority immediately if Contractor or any of its subcontractors cannot comply with
this provision during the performance of this Contract.
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EXHIBIT F - SCOPE OF SERVICES AND COMPLIANCE MATRIX

Instructions:
eFor each Compliance Term, select "C-Comply", "N-Cannot Comply" or "A-Will Comply with Alternative."

eThe comments section shall be used for "A-WILL COMPLY WITH AN ALTERNATIVE" for explaining the alternative, or where requested in the Compliance Term column.

eDo not add comments for "C" or "N" unless instructed otherwise.

® The selected Contractor ("Contractor") must deliver a system encompassing all requirements including delivery of third-party products to make the solution fully functional.

® The requirements in the Scope of Services and Compliance Matrix are functional in nature and do not encompass all requirements. The Contractor shall determine, through the Plan and Design phases, the impacts of the DMS Solution and specific
technical modifications needed to carry out the intent herein. The Contractor shall document and discuss said needs with CapMetro and implement the agreed-upon solution accordingly.

eContractor must deliver all Compliance Terms unless it is within a section marked "Optional" that is not exercised by CapMetro or CapMetro agrees to an alternative.

eThe final column entitled "Test #" shall be used during the Develop Phase when the Contractor will update the Compliance Matrix with the test number that responds with each line.

*The Project and Project Schedule shall use the Enterprise Project and Portfolio Phase Tasks and Deliverables shown on Appendix A.
eAnswer all questions on Appendix B Technical Questions.

1.0 Overview
1.1 Introduction. Capital Metropolitan Transportation Authority (“CapMetro”) is requesting proposals for product and services to provide, install and integrate a commercial off-the-shelf (COTS) e-paper Digital Message Signs (DMS) retrofit that
provide information to customers at stops and stations as we expand our customer information systems. The approach must maximize the out-of-the-box functionality of a DMS Solution to minimize development of customizations and
complexity for future supportability and upgradability. The selected Contractor shall supply all hardware, software, licenses and services to fully configure, integrate, and rollout to CapMetro, the DMS Solution within CapMetro's existing
environment of Rail stations, Bus stops, and Park & Rides. The DMS must also meet Buy America provisions of the Federal Transit Administration.
CapMetro connects people, jobs and communities by providing Central Texans with safe, high-quality and sustainable transportation alternatives. The agency provides 30 million rides annually on its buses, trains, paratransit and vanpool
vehicles and serves a population of more than 1.2 million in its 543-square-mile service area. The region’s transportation leader, CapMetro has invested in transit services like its High-Frequency Network, which move more people, more
reliably, as well as its innovative on-demand service Pickup. CapMetro is committed to increasing regional mobility and, through Project Connect, will transform how people travel throughout Central Texas. Visit capmetro.org for more
information.
The current e-paper DMS system consists of 360 installed 13" and 32" e-paper DMS, configured to interact with source data systems to provide scheduled and real-time arrival information, customer alerts, and notifications.
Compliance Term Vendor Notes CapMetro Notes
1.2 DMS Architecture Vision. CapMetro seeks to expand its existing DMS and continue to support a system that is simple
to use, convenient for the customer, and cost-effective to maintain following prime objectives:
eFast and Easy deployment
eEquity in customer information
eSimple to manage and administer
eAble to operate with grid power, or solar power
eReliable
1.3 Scope and Schedule. CapMetro will need to retrofit the existing 360 installed signs and have a contract to support
plans to expand with an order of 125 during the course of the contract
14 Project Management & Milestones. Project Management must comply with CapMetro's Enterprise Portfolio Project
Management (EPPM) outline in Appendix A - EPPM Phases.
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Compliance Term

Vendor Response

Vendor Notes

CapMetro Notes

Test #

2.0

DMS Solution - Minimum Requirements:

2.1

Retrofit kit solution must be compatible with to existing E-
paper Embark Digital displays.

2.2

Must supply backend content management system (CMS) to
provide all management functions for signs.

2.3

Must have a minimum useful life of six (6) years and remain
reliable and efficient throughout the useful life period

2.4

Must include the ability to display both static schedule by
individual location as well as real-time data, with a refresh
rate of 5-10 seconds.

2.5

Proposal must include installation, warranty and maintenance
services, field support and spare parts inventory as part of the
proposal.

2.6

Installation "kits" must include appropriate brackets and
cabling for mounting within each DMS.

2.7

Installation services must include testing of each DMS at the
locations and spaces to be identified by CapMetro.

2.8

Must provide CapMetro with the ability for complete
heartbeat data analysis in real time such as whether a DMS is
displaying valid information, has any errors or issues, is
inoperable, etc.; Also should include e-mail alerts or other
notifications for support by CapMetro personnel. Specify the
real-time information your system provides in the comments
column.

2.9

Must provide enterprise-wide software licenses for use by
CapMetro staff and its contractors and partners.

2.10

New signs provided by offeror must be vandal resistant and
easy to clean with typical cleaning products; quality of
materials used will not degrade over the life because of
environmental conditions
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Compliance Term

Vendor Response

Vendor Notes

CapMetro Notes

Test #

2.11

Must operate in the Austin, Texas weather conditions which
includes high heat and humidity, flash floods, wind-driven
rain, snow; relative humidity up to 95% over the ambient
temperature range; capable of operating outdoors over an
ambient temperature range of 0°F to 130°F; please specify in
the "Comments" column, your solution's environmental
characteristics, including environmental testing results and
certifications

2.12

Must be accessible for easy access for internal repairs.

2.13

Must comply with FTA Americans with Disabilities (ADA)
regulations located in 49 CFR part 37- Transportation Services
for People with Disabilities and US Access Board 2010
Standards for Accessible Design specifications; be ADA
accessible (sound, visual, etc.) and comply with US Access
Board requirements for information transaction machines and
readily accessible and useable to persons with a range of
disabilities including visual, hearing and physical including
auditory button and information access; Contractor must
provide information on user testing with people with
disabilities and the results of such testing

2.14

Each DMS must include sound output for ADA accessibility and
tactile readers with embossed braille. Audio (natural language
text-to-speech or recording as applicable) and visual
messaging available in both English and Spanish; initial default
to English; CapMetro shall have right to review and approval
of the actual voice (tone, timing, accent, verbiage, etc.)

2.15

Each DMS must be able to display an offline message that can
be loaded by CapMetro if power is lost.

2.16

DMS options must be in a variety of sizes with 13" and 32"
minimum and viewable in both portrait and landscape
configurations; Sizes up to 45" or larger may also be
considered.

2.17

DMS shall include options to access an Ethernet network and
cellular networks for communications and processing. Please
describe communications options in detail.
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Compliance Term

Vendor Response

Vendor Notes

CapMetro Notes

Test #

3.0 DMS Solution - Optional Features

3.1 Include solar power option for deployment in locations where
grid power is unavailable. Specify in your response.

3.2 Optional capability to add up to 5 additional languages on the
display screen and audio functions.

33 Provide an interactive tool for training and customer support
of DMS Solution by Call Center Agents that can be easily
updated when changes are made to customer interface by
Contractor or non-technical CapMetro staff.

3.4 During applicable special operating conditions, provides the
ability to present special messages or alerts on the DMS
display screen in easily configurable text by CapMetro through
the administrator user interface:

3.5 Lighting fixture to illuminate the screen at night.

4.0 Backend - Minimum Requirements:

4.1 Record all equipment events, including changes in status and
display in user report

4.2 Securely account for and track and all equipment, screens,
and status.

4.3 Ability to set role-based security access; audit system changes
recording user performing the change

4.4 Provides robust centralized configuration and software

deployment/versioning/management
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Compliance Term

Vendor Response

Vendor Notes

CapMetro Notes

Test #

5.0

Management Reporting - Minimum requirements:

51

Include out-of-the-box reports that cover typical

management, oversight and tracking functions, as well as user-
developed customizable, custom and ad-hoc reports for
publishing or user-only access

5.2

Include out-of-the-box dashboard feature customizable for
key performance data that supports organization-wide
analysis and integrated decision-making; allow the dashboard
to be configurable including label, field data order, position,
hide/unhide etc.

53

In new releases, support contractor-provided and user-
developed customizable, custom and ad-hoc reports for
publishing or user-only access

5.4

Provide user access to reports and downloads via the web
without installation of client software

5.5

Allow background reporting and notification when the report
is complete

5.6

Support export of query and report results in Microsoft Word,
Excel, ASCII, text and PDF formats

5.7

Include cursor selection and drag-and-drop features to assist
users in formatting reports and inquiries from data dictionary
or other pre-established lists

5.8

Provide the ability to schedule reports

5.9

Provide ability to connect to any included backend Server for
the development of custom reports through Microsoft Power
Bl and CapMetro's Enterprise Data Environment hosted on
Azure Data Factory and Snowflake
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Compliance Term

Vendor Response

Vendor Notes

CapMetro Notes

Test #

6.0

Software Management - Minimum Requirements:

6.1

Include a development, test, stage and production
environment with change and version control and automated
release to subsequent environments without the need to re-
enter the same configuration information.

6.2

Support OS patching and OS upgrades with minimal impact on
performance; security patches must be tested, installed and
verified during a monthly process of updates to prevent any
security incidents from occurring

6.3

Use a vendor-independent design based on non-proprietary
technology that does not have to be operated on proprietary
hardware or operating system platforms

6.4

Provide supported and documented application program
interfaces (APIs) that can be accessed by other systems.

6.5

Enforce data encryption where appropriate following 128-bit
Advanced Encryption Standards (AES) for data both in transit
and at rest in all file structures

6.6

Generate an error report for any validation issues or other
errors identified during execution of a data load or an
interface program

6.7

Provide tools for system monitoring with recommended
monitor points and thresholds (e.g. disk space, CPU, ICMP,
services, etc.).

6.8

Support data replication, load balancing, failover and
synchronization across multiple physical or virtual servers

6.9

Ensure that any batch processing does not adversely impact
on-line responsiveness or availability

6.10

Identify access requirements through firewalls

6.11

Allow for read-only access to data via Open Database
Connectivity (ODBC), APl or other tools with appropriate
security

6.12

Meet or exceed CapMetro’s required system uptime of
99.99% 24x7x365; A separate Warranty & Maintenance
(WMA) Agreement must be submitted with the proposal,
based on the WMA template provided by CapMetro.

6.13

New software releases must include detailed release notes
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Compliance Term

Vendor Response

Vendor Notes

CapMetro Notes

Test #

7.0

Equipment Maintenance - Minimum Requirements:

7.1

Designed so that field maintenance and repairs can be
accomplished by a single technician under regular
circumstances.

7.2

Generate error logs and reports that will facilitate predictive
maintenance; rapid and accurate root cause analysis for
efficient resolution; logs shall be available remotely, through
the backend, and exportable to PDF, CSV and Excel. At a
minimum, error logs shall contain error number, date, time,
severity code, error description, unique equipment identifier,
location.

7.3

Predictive and preventative maintenance plan and automated
notifications via email for the solution; remote monitoring
shall include "condition based monitoring" of equipment such
as internal temperature, amp draw, and other parameters
that can be used to determine when maintenance is needed;
notifications shall be configurable so that various alerts can be
sent to specific individuals.
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Compliance Term

Vendor Response

Vendor Notes

CapMetro Notes

Test #

8.0

Training - Minimum Requirements; in the Comment column
indicate for each training the areas to be covered:

8.1

Servicing: accessing and securing the equipment.

8.2

System Administrator: administering the DMS solution

8.3

Customer Support: helping customers use the DMS; designed
for Call Center agents

9.0

Warranty & Support - Minimum Requirements:

9.1

A comprehensive inspection, RMA, repair and maintenance
plan and processes to include recommended spare parts
inventory, 24x7x365 phone, email and incident management
response, including all time necessary for the support of
software, equipment, and test units including:

*Repair Services (beyond RMA)

eSoftware Updates

eTest Use Cases

eTest Environment

eDocumentation

*On-Site and Field Support as required

9.2

Parts must be readily available with minimal lead times; in the
Comments section describe the parts availability and
maximum lead times to receive.

9.3

Contractor shall replace any part that becomes obsolete
during the life with one that functions at an equivalent level
and maintains parts availability and maximum lead time
guarantee

10.0

Warranty & Support: Contractor provides training, spares,
and RMA of parts for CapMetro personnel who will provide
field services to meet the SLAs and provisions of the WMA.

10.1

Contractor will provide the requirements of CapMetro
providing field technician(s) and first-line software support
(perform diagnostics and troubleshooting) to include
recommendation of number of full-time equivalent employees
(FTE) to support. Describe fully in the Comments column.

10.2

CapMetro will provide field technician(s) to perform
preventative maintenance and Return Merchandise
Authorization (RMA) repairs (replacing components)

10.3

CapMetro will investigate presenting software issues and
submit tickets to Contractor that Contractor shall resolve

11.0

Delivery of systems and services

111

Provide an order form that lists individual products, services,
components, and pricing for placing orders.
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Exhibit F-Scope of Services and Compliance Matrix - Appendix A

EPPM Phase Tasks and Deliverables. The Contractor shall perform the following phase tasks and provide the associated deliverables required to deploy all hardware, software, updates and configurations resulting in a fully functional and tested system. Contractor shall obtain
CapMetro review of all deliverables and make changes and updates to deliverables per CapMetro review as needed. CapMetro acceptance of all deliverables for each phase as evidenced by a signed phase acceptance certificate is required prior to invoicing. Each phase is closed by
Contractor's Phase Completion Notification with Proof of Deliverables, CapMetro's Acceptance Certificate Signoff, and Contractor's Invoice upon Receipt of CapMetro Authorization to Invoice.

1.0 Plan. Meet with CapMetro project manager and business area stakeholders for project planning, including review of proposed schedule, roles and responsibilities, as well as conduct a complete review of functionality to be delivered, and other project activities. Plan
Deliverables:
1. Project organization chart 6. Initiate Risk Register
2. Project schedule (draft) 7. System Implementation Plan (draft)
3. Action Items and Issues log (AlL) 8. Compliance Matrix Review and Update
4. Review and comment on CapMetro Project Management Plan 9. Kick-off meeting and base product demo with stakeholders to review and clarify requirements including confirmation of any
5. Infrastructure and Integration Audit required updates to CapMetro’s environment
2.0 Design. Contractor's technical requirements gathering and detailed design, beginning with on-site assessment and discussion with affected CapMetro departments. This phase will determine how the system will be installed, product wireframe presentation to the
customer, and how it will be managed in the back end. The Contractor will work with CapMetro to develop materials that will provide a basis to help instruct CapMetro stakeholders in the easiest and most efficient way to use the system to their utmost advantage.
Design Deliverables:
1. On-Site Assessment; Documentation of Findings 9. Project Schedule (Baseline) with Resource Loading
2. Configuration Management Document (“CMD” - Draft) 10. Network architecture diagram (Draft)
3. Wireframe diagrams (Draft) 11. Electrical and communication connection designs (Draft)
4. System Implementation Plan (Final) 12. Installation Plan (Draft): equipment installation design, procedures, schedule, CapMetro support required; detailed so CapMetro
5. Disaster Recovery Plan (Draft) can perform installation & deinstallation if desired post-implementation
6. Quality Assurance Plan (Draft) CapMetro only confirms QA/QC; Plan 13. Deinstallation Plan (Draft)
shall clearly delineate that the Contractor performs QA/QC process 14. Review of Design and System Implementation Plan with Stakeholders
7. Risk Management Plan participation (Final) 15. Update of Design based on review
8. Data dictionary and Entity Relationship Diagram (ERD) 16. Review and Acceptance of CapMetro Project Management Plan
17. Compliance Matrix Review and Update
3.0 Develop. Development, configuration and installation of the solution and integration as well as installation within a development and a test environment so configuration and testing of the required functionality can be started. This task will include setting the initial
configuration values by the Contractor so they can be tested and changed if needed. During this phase, the rollout of the system must be worked on to include training all IT and Operational staff who will use or have on-going support roles. Develop Deliverables:
1. Quality Assurance Plan Including QA/QC Checklist (Final) 11. Role-based, On-site Training Plan for all User Types (Draft):
2. Test Environment Installation that provides CapMetro full access throughout the project and the life of the system eTraining schedule and course outlines for review a minimum of three weeks prior to the scheduled classes
3. Supporting Infrastructure Implemented eSeparate training sessions for revenue, customer service maintenance and system administrator roles
4. Application and Functionality Development *Provide all materials necessary to train participants (CapMetro will provide space and laptops)
5. Test Procedure/Plan including test Scripts, use cases, acceptance test criteria demonstrating each Compliance Matrix term is eSchedule the training staff to be on site timely to ensure equipment, materials, student accounts and classroom are fully ready for
developed and meets requirement (Draft) when class begins
6. Update Compliance Matrix with Test Number(s) eArrange for an instructor(s) with thorough knowledge of the material covered in the course(s) and the ability to effectively lead the
7. CMD Values Test and Update knowledge transfer
8. High-level Training of CapMetro Staff to Prepare for Test Phase eProvide customized training manuals specific to CapMetro's environment in Microsoft Word and PDF. Contractor shall provide the
9. Warranty and Maintenance Plan Review agreed-to number of hard copies
10. Review and Feedback of CapMetro Support Responsibility Matrix
4.0 Test. Integration and testing by Contractor and CapMetro to determine that all functionality required of the installed solution, software, and integrations into the existing environment is in place and working. The testing phase shall not be deemed complete until all

functional requirements of the newly implemented system have been fully tested and approved by the project team. The Contractor shall provide a Test Procedure document with test scripts, use cases and acceptance test criteria for review and acceptance by CapMetro
for all phases. Only CapMetro data is to be used for testing. Before CapMetro performs any testing, the Contractor shall provide the written test results of the full test procedure/plan demonstrating no Class 1 or Class 2 failures. Test Deliverables:

1. Document Procedures and Migrate Environment from development to test, stage and production 12. Test Failure Log & Remediation Plan. Contractor shall lead testing of the solution including integrations and resolve all Significant
2. Contractor’s Successfully Test Procedure/Plan Results (Class 1) and Severe (Class 2) Test Failure Results (TFRs). Contractor shall endeavor to resolve Minor (Class 3) TFRs during this phase;
3. Documentation including User, System Admin, Maintenance, Installation and Training Manuals, (Draft) however, the requirement for Class 3 resolution is during the Closeout phase. Definition for each class are as follows:

4. Test Procedure/Plan including Test Scripts, Use Cases and Acceptance Test Criteria (Final) eSevere - A Class 1 test failure is a severe defect that prevents, inhibits, or significantly impairs further testing or operation of the

5. System Acceptance Test (SAT) Plan Developed (Subset to Use to Determine Go, No-Go before Go Live) system.

6. Security Penetration Test eSignificant - A Class 2 test failure is a significant defect that does not prevent further testing or has a minimal effect on normal

7. Disaster Recovery Test — End-to-End operations of the system.

8. Installation Plan (Final) eMinor — A Class 3 test failure is a minor or isolated defect that does not impact or invalidate the testing or normal operations of the
9. System Acceptance Test (SAT) system.

10. Introduction to Contractor’s Support Manager and Team 13. Regression Testing of the Entire Test Plan for Any Class 1 and Class 2 Failures

11. Detailed Processes and Contact Information for Post Go Live Support 14. Compliance Matrix Review and Update

Exhibit F-anlnn of Services and (‘nmlnli:nrn Matrix - Appen
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Exhibit F-Scope of Services and Compliance Matrix - Appendix A

EPPM Phase Tasks and Deliverables. The Contractor shall perform the following phase tasks and provide the associated deliverables required to deploy all hardware, software, updates and configurations resulting in a fully functional and tested system. Contractor shall obtain
CapMetro review of all deliverables and make changes and updates to deliverables per CapMetro review as needed. CapMetro acceptance of all deliverables for each phase as evidenced by a signed phase acceptance certificate is required prior to invoicing. Each phase is closed by
Contractor's Phase Completion Notification with Proof of Deliverables, CapMetro's Acceptance Certificate Signoff, and Contractor's Invoice upon Receipt of CapMetro Authorization to Invoice.

5.0 Deploy/Go Live: Deploy: once all the test failures have been corrected, the Contractor shall install and configure the software and incorporate it into the live environment. Go Live: the system shall go live and be monitored for the first 30 days of operation. If Severe (Class
1) or Significant (Class 2) issues arise, the Go-Live period may be cancelled, extended or restarted. The Contractor shall be required to participate in the monitoring of the system and respond to issues so they are quickly resolved. Deploy/Go Live Deliverables:

1. Conduct Training for all User Types 9. During contract period, Contractor shall provide a storage container for equipment storage and CapMetro will provide space for
2. Document Procedures and Migrate Environment from Test to Production container
3. QA/QC checklist Sign off 10. System Acceptance Test (SAT)
4. Delivery and Inventory of Spares (e.g. optional hand-held devices) 11. Resolution of SAT TFRs
5. Update to Disaster Recovery Plan 12. Go Live Schedule and Transition Plan
6. Delivery of all Documentation including User, System Admin, Maintenance, Installation and Training Manuals, (Revise Draft) 13. System Go Live
7. Deinstall existing hardware for the immediate removal and safe disposal, in a manner that does not interrupt ticket sales and 14. Technical Lead On-site During First Week of Go Live, or Longer if System Issues are Experienced
validation 15. Review and coordinate with CapMetro to update CapMetro Business Process Flowcharts for DMS Solution Effectiveness
8. Deployment, Implementation, Configuration and Integration of the DMS solution with all environments 16. Revised (final) Copies of all Required Documentation including User and Training Manuals

17. Compliance Matrix Review and Update

6.0 Close. Obtain acceptance by CapMetro to formally close the project. Apply appropriate updates to project documents. Close out all procurement activities ensuring termination of all relevant agreements. Close Deliverables:

1. Follow-up training on areas identified during Go Live and Training Documentation (Final) 8. Final Documentation for Environment Refresh (Develop-Test-Stage-Production)
2. Data dictionary and Entity Relationship Diagram (Final) 9. Disaster Recovery Plan (Final)

3. Network architecture diagram (Final) 10. Configuration Management Documents (CMD — Final)

4. Electrical and communication connection designs (Final) 11. APIs and all documentation related to all integrations (Final)

5. All AIL items closed 12. Warranty and Maintenance Procedure Review and Forms

6. Resolution of all Minor (Class 3) TFRs 13. As-builts: updates to any documentation including design document changes

14. Participation in Lessons Learned

Project Management. The Contractor shall manage the project continuously beginning with the Notice to Proceed through Close, and shall lead the project and is expected to drive and manage all aspects of the project including the management of any subcontractors. CapMetro
shall manage and coordinate all its resources. A full-time Project manager or technical lead is required to be onsite at least two weeks per month during each phase of the project. A PMP is preferred and shall be approved by CapMetro. Project Management Deliverables:

7.0 1. Active Partnership with CapMetro in assuring Project Success 8. Semi-monthly Status Meetings with Updated Schedule and AIL

2. Onsite At Least Twice a Month During Each Project Phase (May Be Performed by Technical Lead Depending Upon Scheduled 9. Review and Feedback of Change Requests as Needed

Activities By Agreement with CapMetro) 10. Monthly Risk Registry Updates
3. Single Point of Contact for All Communication Regarding Work Under This Contract 11. Monthly Management Review Meetings
4. Task Coordination with The Designated CapMetro project manager 12. Monthly Project Status Report
5. Regular Communication with The Project Manager and any other staff designated to discuss progress, critical risk factors, schedule, 13. Quarterly attendance and Status Presentation at Steering Committee Meetings

or unique issues that may surface. 14. Responsible for ensuring all project documentation, including meeting minutes, AIL updates, project schedule and plans are kept
6. Specification of CapMetro’s staff resources needed for project success with at least two weeks notice in advance within the project updated in the CapMetro SharePoint site

schedule.
7. Support Responsibility Matrix Review and Updates as Needed

Exhibit F-Scope of Services and Compliance Matrix - Appendix A
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EXHIBIT F - SCOPE OF SERVICES AND COMPLIANCE MATRIX - Appendix B:

QUESTIONS

[

Hosted Environment - Answer the following questions in the "Answer" column:

Answer

1.1

Is this application hosted via a public cloud such as Amazon, an infrastructure as a service (laaS), or is it self-hosted?

1.2

Does the vendor manage this equipment or does a hosting provider manage it?

1.3

Network security - firewalls, intrusion detection systems:

1.4

*Do you have IDS/IPS? Who manages these devices?

1.5

eAre these shared resources between the vendor and other hosted customers?

1.6

eAre they shared between all of this vendor’s customers or are they specific to an individual customer?

1.7

Data segregation - How do you ensure data security and prevent unauthorized access to data of one tenant by other
tenant users?

Help Desk / Desktop - Answer the following questions in the "Answer" column:

Answer

2.1

Are there special printer/printing requirements?

2.2

What Client side software or services are needed (assume workstation has nothing on it)?

2.3

Is there a specific drive mapping(s) required?

2.4

Can the workstation use a DNS name to reference the server or devices?

2.5

Can the workstation use a UNC name to reference the server or devices?

Manuals - The manuals shall be customized specific to CapMetro's environment, provided in Microsoft Word and
PDF, and be updated when new releases are provided. include but are not limited to the list below. In the
"Answer" column, indicate the manual to be provided and what it covers

Answer

3.1

Design and Requirements Documentation

3.2

Acceptance Test Criteria

3.3

Systems Administration Manual

3.4

Security User’s Manual

3.5

User’s Manual

3.6

Database Dictionary

3.7

Database Entity Relationship Diagram

3.8

Architecture Diagram

3.9

Integration Manual

3.10

Process Flows

3.11

Systems Configuration Documentation

3.12

Maintenance Procedures Manual

3.13

Reporting Manual

3.14

Software License Agreements

3.15

System, Hardware, and Software Maintenance Agreement

Reliability. The solution shall have a proven, low-maintenance reliability record on multiple existing similar transit
systems for at least two (2) years; using the below criteria, specify in the "Answers" column the reliability rates of
your solution:

Answer

4.1

Uptime of hosted backend solution

EMERG 806612
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EXHIBIT F - SCOPE OF SERVICES AND COMPLIANCE MATRIX - Appendix B:
QUESTIONS

ul

Accessibility - Answer the following questions in the "Answer" column:
Is solution compliant with current WCAG (Web Content Accessibility Guideline) 2.0 AA and Title Il Web Accessibility
5.1|standards?

Describe methodology for ensuring that all customer- and staff- facing screens are compatible with screen reader
technology using text-to-speech and/or a refreshable Braille display. Are compatibility tests 100% automated or are
power users (with disabilities, familiar with text-to-speech/refreshable Braille displays) brought in to consult and if so,
at what stage(s)? How do you ensure that screens make proper use of forms mode, contextual labels, image field

5.2|descriptions, and curbed read back of metadata?

Can all screens be altered by high contrast settings either native to the solution or using those built into current
5.3|windows operating systems?

5.4|Can font size of all customer- and staff-facing screens be adjusted for visibility?

5.5|If applicable, do all CAPTCHA (or similar) anti-bot checks include an alternative audio challenge?

5.6|Are all customer-facing screens presented in English and Spanish?

6|Solar Performance Answer
6.1|Exhibit F requirement 3.1 is for a solar option for the system. Assuming solar DMS is able to quickly charge in 4-6
hours of full sunlight and that fully charged battery provides a minimum of seven (7) days of autonomy due to poor
charging conditions (minimal daylight.) Fully charge time and number of days of operation are both used to
determine the number of batteries and solar panels required, which can impact costs.

Do you have an assessment and recommendation for balancing charge time and operation time that you believe
would provide a more economical solution and/or better solution in terms of number of batteries and solar panels
for CapMetro? If yes, please describe in the Answer section and any additional details in your technical proposal.

6.

N

Exhibit F requirement 2.4 states a 5-10 second data refresh rate. How will this impact your ePaper lifecycle and
associated costs? Please provide any recommendations that you have that will provide a more economical solution
while still providing accurate real-time data for customers in the Answer section and any additional details in your

technical nronosal
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Exhibit F-Scope of Services and Compliance Matrix - Appendix B-2

(Lo (=11 F 1 15=01 1[: I Baseline Requirements  GRM-01.1 Baseline security requirements shall be established for ~ Do you have documented information security baselines for every component of your
developed or acquired, organizationally-owned or infrastructure (e.g., hypervisors, operating systems, routers, DNS servers, etc.)?

Risk Management

managed, physical or virtual, applications and
infrastructure system and network components that
comply with applicable legal, statutory and regulatory
compliance obligations. Deviations from standard
baseline configurations must be authorized following
change management policies and procedures prior to
deployment, provisioning, or use. Compliance with
security baseline requirements must be reassessed at
least annually unless an alternate frequency has been
established and established and authorized based on
business need.

GRM-04.1 An Information Security Management Program (ISMP) Do you provide tenants with documentation describing your Information Security
shall be developed, documented, approved, and Management Program (ISMP)?
implemented that includes administrative, technical, and
physical safeguards to protect assets and data from loss,
misuse, unauthorized access, disclosure, alteration, and
destruction. The security program shall include, but not
be limited to, the following areas insofar as they relate to
the characteristics of the business:

* Risk management

 Security policy

* Organization of information security

¢ Asset management

* Human resources security

 Physical and environmental security

* Communications and operations management
 Access control

* Information systems acquisition, development, and
maintenance

Policy GRM-06.1 Information security policies and procedures shall be Are your information security policies and procedures made available to all impacted
established and made readily available for review by all ~ Personnel and business partners, authorized by accountable business role/function and
supported by the information security management program as per industry best

impacted personnel and external business relationships.
P P P practices (e.g. ISO 27001, SOC 2)?

Information security policies must be authorized by the
organization's business leadership (or other accountable
business role or function) and supported by a strategic
business plan and an information security management
program inclusive of defined information security roles
and responsibilities for business leadership.

Policy Enforcement GRM-07.1 A formal disciplinary or sanction policy shall be Is a formal disciplinary or sanction policy established for employees who have violated
established for employees who have violated security security policies and procedures?
policies and procedures. Employees shall be made aware
of what action might be taken in the event of a violation,
and disciplinary measures must be stated in the policies
and procedures.

Policy Reviews GRM-09.1 The organization's business leadership (or other Do you notify your tenants when you make material changes to your information
accountable business role or function) shall review the ~ Security and/or privacy policies?
information security policy at planned intervals or as a
result of changes to the organization to ensure its
continuing alignment with the security strategy,
effectiveness, accuracy, relevance, and applicability to
legal, statutory, or regulatory compliance obligations.

GRM-09.2 Do you perform, at minimum, annual reviews to your privacy and security policies?
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Human Resources LEGELETGY HRS-01.1

EMERG 806612

Background Screening  HRS-02.1

Employment HRS-03.1
Agreements

HRS-03.3

Employment HRS-04.1
Termination

Training / Awareness HRS-09.5

Exhibit F-Scope of Services and Compliance Matrix - Appendix B-2

Upon termination of workforce personnel and/or
expiration of external business relationships, all
organizationally-owned assets shall be returned within an
established period.

Pursuant to local laws, regulations, ethics, and
contractual constraints, all employment candidates,
contractors, and third parties shall be subject to
background verification proportional to the data
classification to be accessed, the business requirements,
and acceptable risk.

Employment agreements shall incorporate provisions
and/or terms for adherence to established information
governance and security policies and must be signed by
newly hired or on-boarded workforce personnel (e.g., full
or part-time employee or contingent staff) prior to
granting workforce personnel user access to corporate
facilities, resources, and assets.

Roles and responsibilities for performing employment
termination or change in employment procedures shall
be assigned, documented, and communicated.

A security awareness training program shall be
established for all contractors, third-party users, and
employees of the organization and mandated when
appropriate. All individuals with access to organizational
data shall receive appropriate awareness training and
regular updates in organizational procedures, processes,
and policies relating to their professional function relative
to the organization.

Upon termination of contract or business relationship, are employees and business
partners adequately informed of their obligations for returning organizationally-owned
assets?

Pursuant to local laws, regulations, ethics, and contractual constraints, are all
employment candidates, contractors, and involved third parties subject to background
verification?

Do your employment agreements incorporate provisions and/or terms in adherence to
established information governance and security policies?

Do you specifically train your employees regarding their specific role and the
information security controls they must fulfill?

Are all personnel required to sign NDA or Confidentiality Agreements as a condition of
employment to protect customer/tenant information?

Are documented policies, procedures, and guidelines in place to govern change in
employment and/or termination?

Are personnel trained and provided with awareness programs at least once a year?
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Identity & Access
Management
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Audit Tools Access

User Access Policy

IAM-01.1

IAM-01.2

IAM-02.1

Exhibit F-Scope of Services and Compliance Matrix - Appendix B-2

Access to, and use of, audit tools that interact with the
organization's information systems shall be appropriately
segmented and restricted to prevent compromise and
misuse of log data.

User access policies and procedures shall be established,
and supporting business processes and technical
measures implemented, for ensuring appropriate
identity, entitlement, and access management for all
internal corporate and customer (tenant) users with
access to data and organizationally-owned or managed
(physical and virtual) application interfaces and
infrastructure network and systems components. These
policies, procedures, processes, and measures must
incorporate the following:

* Procedures and supporting roles and responsibilities
for provisioning and de-provisioning user account
entitlements following the rule of least privilege based on
job function (e.g., internal employee and contingent staff
personnel changes, customer-controlled access, suppliers'
business relationships, or other third-party business
relationships)

* Business case considerations for higher levels of
assurance and multi-factor authentication secrets (e.g.,
management interfaces, key generation, remote access,
segregation of duties, emergency access, large-scale
provisioning or geographically-distributed deployments,
and personnel redundancy for critical systems)

* Access segmentation to sessions and data in multi-
tenant architectures by any third party (e.g., provider
and/or other customer (tenant))

« |dentity trust verification and service-to-service
application (API) and information processing
interoperability (e.g., SSO and federation)

* Account credential lifecycle management from
instantiation through revocation

* Account credential and/or identity store minimization
or re-use when feasible

* Authentication, authorization, and accounting (AAA)
rules for access to data and sessions (e.g., encryption and
strong/multi-factor, expirable, non-shared authentication
secrets)

* Permissions and supporting capabilities for customer
(tenant) controls over authentication, authorization, and
accounting (AAA) rules for access to data and sessions

» Adherence to applicable legal, statutory, or regulatory
compliance requirements

Do you restrict, log, and monitor access to your information security management
systems (e.g., hypervisors, firewalls, vulnerability scanners, network sniffers, APls,
etc.)?

Do you monitor and log privileged access (e.g., administrator level) to information
security management systems?

Do you have controls in place ensuring timely removal of systems access that is no
longer required for business purposes?
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Diagnostic / IAM-03.1
Configuration Ports
Access

Policies and Procedures |IAM-04.1

Source Code Access IAM-06.1

IAM-06.2

Third Party Access 1AM-07.7

IAM-08.1

User Access Reviews IAM-10.1

User Access Revocation IAM-11.1

EMERG 806612
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User access to diagnostic and configuration ports shall be Do you use dedicated secure networks to provide management access to your cloud
restricted to authorized individuals and applications. service infrastructure?

Policies and procedures shall be established to store and Do you manage and store the identity of all personnel who have access to the IT
manage identity information about every person who infrastructure, including their level of access?

accesses IT infrastructure and to determine their level of

access. Policies shall also be developed to control access

to network resources based on user identity.

Access to the organization's own developed applications, Are controls in place to prevent unauthorized access to your application, program, or
program, or object source code, or any other form of object source code, and assure it is restricted to authorized personnel only?
intellectual property (IP), and use of proprietary software

shall be appropriately restricted following the rule of least

privilege based on job function as per established user

access policies and procedures.

Are controls in place to prevent unauthorized access to tenant application, program, or
object source code, and assure it is restricted to authorized personnel only?

The identification, assessment, and prioritization of risks Do you share your business continuity and redundancy plans with your tenants?
posed by business processes requiring third-party access

to the organization's information systems and data shall

be followed by coordinated application of resources to

minimize, monitor, and measure likelihood and impact of

unauthorized or inappropriate access. Compensating

controls derived from the risk analysis shall be

implemented prior to provisioning access.

Policies and procedures are established for permissible Do you document how you grant, approve and enforce access restrictions to
storage and access of identities used for authentication to tenant/customer credentials following the rules of least privilege?

ensure identities are only accessible based on rules of

least privilege and replication limitation only to users

explicitly defined as business necessary.

User access shall be authorized and revalidated for Do you require a periodical authorization and validation (e.g. at least annually) of the
entitlement appropriateness, at planned intervals, by the entitiements for all system users and administrators (exclusive of users maintained by
your tenants), based on the rule of least privilege, by business leadership or other

organization's business leadership or other accountable " i
accountable business role or function?

business role or function supported by evidence to
demonstrate the organization is adhering to the rule of
least privilege based on job function. For identified access
violations, remediation must follow established user
access policies and procedures.

Timely de-provisioning (revocation or modification) of Is timely deprovisioning, revocation, or modification of user access to the organizations
user access to data and organizationally-owned or systems, information assets, and data implemented upon any change in status of

managed (physical and virtual) applications, employees, contractors, customers, business partners, or involved third parties?

infrastructure systems, and network components, shall
be implemented as per established policies and
procedures and based on user's change in status (e.g.,
termination of employment or other business
relationship, job change or transfer). Upon request,
provider shall inform customer (tenant) of these changes,
especially if customer (tenant) data is used as part the
service and/or customer (tenant) has some shared
responsibility over implementation of control.
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Exhibit F-Scope of Services and Compliance Matrix - Appendix B-2

User ID Credentials IAM-12.1 Internal corporate or customer (tenant) user account Do you support use of, or integration with, existing customer-based Single Sign On
credentials shall be restricted as per the following, (8S0) solutions to your service?
ensuring appropriate identity, entitlement, and access
management and in accordance with established policies
and procedures:

« |dentity trust verification and service-to-service
application (API) and information processing
interoperability (e.g., SSO and Federation)

* Account credential lifecycle management from
instantiation through revocation

« Account credential and/or identity store minimization
or re-use when feasible

« Adherence to industry acceptable and/or regulatory
compliant authentication, authorization, and accounting
(AAA) rules (e.g., strong/multi-factor, expirable, non-
shared authentication secrets)

I1AM-12.3 Do you support identity federation standards (SAML, SPML, WS-Federation, etc.) as a
means of authenticating/authorizing users?
1AM-12.8 Do you support password (minimum length, age, history, complexity) and account
lockout (lockout threshold, lockout duration) policy enforcement?
I1AM-12.11 Do you have mechanisms in place for unlocking accounts that have been locked out
(e.g., self-service via email, defined challenge questions, manual unlock)?
Audit Logging / Intrusion VS-01.1 Higher levels of assurance are required for protection,  Are file integrity (host) and network intrusion detection (IDS) tools implemented to help
Detection retention, and lifecycle management of audit logs, lfaclilitate timely detection, investigation by root cause analysis, and response to
adhering to applicable legal, statutory or regulatory incidents?
compliance obligations and providing unique user access
accountability to detect potentially suspicious network
behaviors and/or file integrity anomalies, and to support
forensic investigative capabilities in the event of a
security breach.

IVS-01.2 Is physical and logical user access to audit logs restricted to authorized personnel?
IVS-01.5 Are audit logs reviewed on a regular basis for security events (e.g., with automated
tools)?
Clock Synchronization  1VS-03.1 A reliable and mutually agreed upon external time source Do you use a synchronized time-service protocol (e.g., NTP) to ensure all systems have
shall be used to synchronize the system clocks of all a common time reference?

relevant information processing systems to facilitate
tracing and reconstitution of activity timelines.

0S Hardening and Base  1V5-07.1 Each operating system shall be hardened to provide only Are operating systems hardened to provide only the necessary ports, protocols, and

Controls necessary ports, protocols, and services to meet business Services to meet business needs using technical controls (e.g., antivirus, file integrity
needs and have in place supporting technical controls monitoring, and logging) as part of their baseline build standard or template?

such as: antivirus, file integrity monitoring, and logging as

part of their baseline operating build standard or

template.
Production / Non- 1VS-08.1 Production and non-production environments shallbe ~ For your SaaS or Paa$ offering, do you provide tenants with separate environments for
Production separated to prevent unauthorized access or changes to ~Production and test processes?
Environments information assets. Separation of the environments may

include: stateful inspection firewalls, domain/realm
authentication sources, and clear segregation of duties
for personnel accessing these environments as part of
their job duties.

1IVS-08.3 Do you logically and physically segregate production and non-production
environments?
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Segmentation 1IVS-09.1 Multi-tenant organizationally-owned or managed Are system and network environments protected by a firewall or virtual firewall to
(physical and virtual) applications, and infrastructure ensure business and customer security requirements?
system and network components, shall be designed,
developed, deployed and configured such that provider
and customer (tenant) user access is appropriately
segmented from other tenant users, based on the
following considerations:

o Established policies and procedures

« Isolation of business critical assets and/or sensitive
user data and sessions that mandate stronger internal
controls and high levels of assurance

* Compliance with legal, statutory and regulatory
compliance obligations

VMM Security - IVS-11.1 Access to all hypervisor management functions or Do you restrict personnel access to all hypervisor management functions or
Hypervisor Hardening administrative consoles for systems hosting virtualized ~ administrative consoles for systems hosting virtualized systems based on the principle
systems shall be restricted to personnel based upon the of least privilege and supported through technical controls (e.g., two-factor
- L authentication, audit trails, IP address filtering, firewalls and TLS-encapsulated
principle of least privilege and supported through

; R  communications to the administrative consoles)?
technical controls (e.g., two-factor authentication, audit
trails, IP address filtering, firewalls, and TLS encapsulated
communications to the administrative consoles).

Wireless Security IVS-12.1 Are policies and procedures established and mechanisms configured and implemented
to protect the wireless network environment perimeter and to restrict unauthorized
wireless traffic?

1VS-12.2 Are policies and procedures established and mechanisms implemented to ensure
wireless security settings are enabled with strong encryption for authentication and
transmission, replacing vendor default settings (e.g., encryption keys, passwords,
SNMP community strinas)?

IVS-12.3 Are policies and procedures established and mechanisms implemented to protect
wireless network environments and detect the presence of unauthorized (rogue)
network devices for a timely disconnect from the network?

Interoperability & APls IPY-01.1 The provider shall use open and published APIs to ensure Do you publish a list of all APIs available in the service and indicate which are standard

support for interoperability between components and to and which are customized?

Portabilit
\ facilitate migrating applications.
Standardized Network  IPY-04.1 The provider shall use secure (e.g., non-clear text and Can data import, data export and service management be conducted over secure (e.g.,
Protocols authenticated) standardized network protocols for the ~ non-clear text and authenticated), industry accepted standardized network protocols?

import and export of data and to manage the service, and
shall make available a document to consumers (tenants)
detailing the relevant interoperability and portability
standards that are involved.

Approved Applications MO0S-03.1 The company shall have a documented policy prohibiting Do you have a policy enforcement capability (e.g., XACML) to ensure that only
the installation of non-approved applications or approved approved applications and those from approved application stores can be loaded onto a

applications not obtained through a pre-identified mobile device?

application store.

Awareness and Training  MOS-05 The provider shall have a documented mobile device Do you have a documented mobile device policy in your employee training that clearly
policy that includes a documented definition for mobile defines mobile devices and the accepted usage and requirements for mobile devices?
devices and the acceptable usage and requirements for
all mobile devices. The provider shall post and
communicate the policy and requirements through the
company's security awareness and training program.
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Policies and procedures shall be established, and
supporting business processes and technical measures
implemented, to triage security-related events and
ensure timely and thorough incident management, as per
established IT service management policies and
procedures.

Workforce personnel and external business relationships
shall be informed of their responsibility and, if required,
shall consent and/or contractually agree to report all
information security events in a timely manner.
Information security events shall be reported through
predefined communications channels in a timely manner
adhering to applicable legal, statutory, or regulatory
compliance obligations.

Proper forensic procedures, including chain of custody,
are required for the presentation of evidence to support
potential legal action subject to the relevant jurisdiction
after an information security incident. Upon notification,
customers and/or other external business partners
impacted by a security breach shall be given the
opportunity to participate as is legally permissible in the
forensic investigation.

Do you have a documented security incident response plan?

Do you have a dedicated security team?

Have you tested your security incident response plans in the last year?

Are workforce personnel and external business relationships adequately informed of
their responsibility, and, if required, consent and/or contractually required to report all
information security events in a timely manner?

What is your SLA for security incident notification?

Do you have predefined communication channels for workforce personnel and external
business partners to report incidents in a timely manner adhering to applicable legal,
statutory, or requlatory compliance obligations?

Does your logging and monitoring framework allow isolation of an incident to specific
tenants?

Does your incident response capability include the use of legally admissible forensic
data collection and analysis techniques?

Are you capable of supporting litigation holds (freeze of data from a specific point in
time) for a specific tenant without freezing other tenant data?

Do you enforce and attest to tenant data separation when producing data in response
to legal subpoenas?

Are systems in place to monitor for privacy breaches and notify tenants expeditiously if
a privacy event may have impacted their data?
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Providers shall inspect, account for, and work with their Do you design and implement controls to mitigate and contain data security risks
cloud supply-chain partners to correct data quality errors through proper separation of duties, role-based access, and least-privileged access for
and associated risks. Providers shall design and all personnel within your supply chain
implement controls to mitigate and contain data security

risks through proper separation of duties, role-based

access, and least-privilege access for all personnel within

their supply chain.

The provider shall make security incident information Do you make security incident information available to all affected customers and
available to all affected customers and providers providers periodically through electronic methods (e.g., portals)?
periodically through electronic methods (e.g. portals).

Business-critical or customer (tenant) impacting (physical Do you collect capacity and use data for all relevant components of your cloud service
and virtual) application and system-system interface (API) offering?

designs and configurations, and infrastructure network

and systems components, shall be designed, developed,

and deployed in accordance with mutually agreed-upon

service and capacity-level expectations, as well as IT

governance and service management policies and

procedures.

Supply chain agreements (e.g., SLAs) between providers Do third-party agreements include provision for the security and protection of
and customers (tenants) shall incorporate at least the information and assets?
following mutually-agreed upon provisions and/or terms:

* Scope of business relationship and services offered
(e.g., customer (tenant) data acquisition, exchange and
usage, feature sets and functionality, personnel and
infrastructure network and systems components for
service delivery and support, roles and responsibilities of
provider and customer (tenant) and any subcontracted or
outsourced business relationships, physical geographical
location of hosted services, and any known regulatory
compliance considerations)

« Information security requirements, provider and
customer (tenant) primary points of contact for the
duration of the business relationship, and references to
detailed supporting and relevant business processes and
technical measures implemented to enable effectively
governance, risk management, assurance and legal,
statutory and regulatory compliance obligations by all
impacted business relationships

« Notification and/or pre-authorization of any changes
controlled by the provider with customer (tenant)
impacts
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« Timely notification of a security incident (or confirmed
breach) to all customers (tenants) and other business
relationships impacted (i.e., up- and down-stream
impacted supply chain)

* Assessment and independent verification of
compliance with agreement provisions and/or terms (e.g.,
industry-acceptable certification, attestation audit report,
or equivalent forms of assurance) without posing an
unacceptable business risk of exposure to the
organization being assessed

* Expiration of the business relationship and treatment
of customer (tenant) data impacted

* Customer (tenant) service-to-service application (API)
and data interoperability and portability requirements for
application development and information exchange,
usage, and integrity persistence

Policies and procedures shall be implemented to ensure
the consistent review of service agreements (e.g., SLAs)
between providers and customers (tenants) across the
relevant supply chain (upstream/downstream).

Reviews shall performed at least annually and identity
non-conformance to established agreements. The
reviews should result in actions to address service-level
conflicts or inconsistencies resulting from disparate
supplier relationships.

Third-party service providers shall demonstrate
compliance with information security and confidentiality,
access control, service definitions, and delivery level
agreements included in third-party contracts. Third-party
reports, records, and services shall undergo audit and
review at least annually to govern and maintain
compliance with the service delivery agreements.

Do you have the capability to recover data for a specific customer in the case of a
failure or data loss?

Do you provide tenants with ongoing visibility and reporting of your operational Service
Level Agreement (SLA) performance?

Do you mandate annual information security reviews and audits of your third party
providers to ensure that all agreed upon security requirements are met?

Do you have external third party services conduct vulnerability scans and periodic
penetration tests on your applications and networks?
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Threat and Antivirus / Malicious TVM-01.1 Policies and procedures shall be established, and Do you have anti-malware programs that support or connect to your cloud service
Software supporting business processes and technical measures offerings installed on all of your IT infrastructure network and systems components?

Vulnerability

implemented, to prevent the execution of malware on
Management organizationally-owned or managed user end-point
devices (i.e., issued workstations, laptops, and mobile
devices) and IT infrastructure network and systems

components.
Vulnerability / Patch TVM-02.1 Policies and procedures shall be established, and Do you conduct network-layer vulnerability scans regularly as prescribed by industry
Management supporting processes and technical measures best practices? How often do you perform vulnerability scans?

implemented, for timely detection of vulnerabilities
within organizationally-owned or managed applications,
infrastructure network and system components (e.g.
network vulnerability assessment, penetration testing) to
ensure the efficiency of implemented security controls. A
risk-based model for prioritizing remediation of identified
vulnerabilities shall be used. Changes shall be managed
through a change management process for all vendor-
supplied patches, configuration changes, or changes to
the organization's internally developed software. Upon
request, the provider informs customer (tenant) of
policies and procedures and identified weaknesses
especially if customer (tenant) data is used as part the
service and/or customer (tenant) has some shared
responsibility over implementation of control.

What is your security patch process and how often do you push updates?
Will the customers be impacted during updates and maintenance windows?
Do you have a process for notifying customers of updates and maintenance?

TVM-02.2 Do you conduct application-layer vulnerability scans regularly as prescribed by industry
best practices?
TVM-02.3 Do you conduct local operating system-layer vulnerability scans regularly as prescribed
by industry best practices?
TVM-02.5 Do you have a capability to patch vulnerabilities across all of your computing devices,
applications, and systems?
Mobile Code TVM-03.1 Policies and procedures shall be established, and Is mobile code authorized before its installation and use, and the code configuration

supporting business processes and technical measures  checked, to ensure that the authorized mobile code operates according to a clearly

implemented, to prevent the execution of unauthorized defined security policy?

mobile code, defined as software transferred between
systems over a trusted or untrusted network and
executed on a local system without explicit installation or
execution by the recipient, on organizationally-owned or
managed user end-point devices (e.g., issued
workstations, laptops, and mobile devices) and IT
infrastructure network and systems components.
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