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THE OFFEROR IS REQUIRED TO SIGN AND DATE EACH PAGE OF THIS SCHEDULE

EXHIBIT A - REVISED 4-3rd-FPR

PRICING SCHEDULE

RFP 803095

IDENTIFICATION OF OFFEROR AND SIGNATURE OF AUTHORIZED AGENT

Gregory Brush - Vice President, Public Sector Strategy

The offeror must acknowledge amendment(s) to this solicitation in accordance with the ACKNOWLEDGMENT OF 
AMENDMENTS section of Exhibit C.

Note, payment terms are specified in Exhibit E, Contractual Terms and Conditions.

Authorized Agent Name 
and Title (Printed)

Signature and Date

ACKNOWLEDGEMENT OF AMENDMENTS

Signature and Date

Accepted as to:

Authorized Agent Name and Title 
(Printed)

The Authority hereby accepts this offer.

Percentage

World Wide Technology, LLC

Gregory Brush - Vice President, Public Sector Strategy

Ryan.Rogers@wwt.com

St. Louis, MO 63146

The undersigned agrees, if this offer is accepted within the period specified, to furnish any or all supplies and/or 
services specified in the Schedule at the prices offered therein.

Company Name (Printed)

Address

AUTHORITY’S ACCEPTANCE (TO BE COMPLETED UPON AWARD BY CAPITAL METRO)

PROMPT PAYMENT DISCOUNT

City, State, Zip

Phone, Fax, Email 314-569-7000 314-569-8300

RFP 803095
1 of 5

Amendment 8 Exhibit A - Revised 4-3rd-FPR



 
 

The remainder of Exhibit A 
– Pricing Schedule has 

been redacted. 
 
 
 
 
 

For further information regarding Exhibit A, you may: 
 
 

• Reach out to the Contractor directly via the Contractor contact 
details provided on the cover page of this contract. 
 

OR 
 

• Submit a public information request directly to PIR@capmetro.org. 
 
 
 
 

For more information regarding the Public Information Act and submitting public information requests, 
follow this link to our website: https://www.capmetro.org/legal/ 

https://www.capmetro.org/legal/
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EXHIBIT B 
 

REPRESENTATIONS AND CERTIFICATIONS 
 

(LOCALLY FUNDED SUPPLY/SERVICE/CONSTRUCTION CONTRACTS) 
 

M U S T   B E   R E T U R N E D   W I T H   T H E   O F F E R 
____________________________________________________________________________ 

 
1. TYPE OF BUSINESS 

(a) The offeror operates as (mark one): 
 

 An individual 
 A partnership 
 A sole proprietor 
 A corporation  
Another entity LLC

(b) If incorporated, under the laws of the State of: 
 

Missouri

2. PARENT COMPANY AND IDENTIFYING DATA 

(a) The offeror (mark one):     

 is 
 is not 

owned or controlled by a parent company.  A parent company is one that owns or controls the activities and basic 
business policies of the offeror.  To own the offering company means that the parent company must own more than 
fifty percent (50%) of the voting rights in that company. 
 
(b) A company may control an offeror as a parent even though not meeting the requirements for such ownership 
if the company is able to formulate, determine, or veto basic policy decisions of the offeror through the use of dominant 
minority voting rights, use of proxy voting, or otherwise.  

 
(c) If not owned or controlled by a parent company, the offeror shall insert its own EIN (Employer’s Identification 
Number) below: 
 
 
 
(d) If the offeror is owned or controlled by a parent company, it shall enter the name, main office and EIN number 
of the parent company, below: 
 
 
  

  

World Wide Technology Holding Co., LLC 
1 World Wide Way 
St. Louis, MO 63146 
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3. CERTIFICATION OF INDEPENDENT PRICE DETERMINATION 

(a) The offeror (and all joint venture members, if the offer is submitted by a joint venture) certifies that in connection 
with this solicitation: 
 

(1) the prices offered have been arrived at independently, without consultation, communication, or agree-
ment for the purpose of restricting competition, with any other offeror or with any other competitor; 
 

(2) unless otherwise required by law, the prices offered have not been knowingly disclosed by the offeror 
and will not knowingly be disclosed by the offeror prior to opening of bids in the case of an invitation for bids, or prior 
to contract award in the case of a request for proposals, directly or indirectly to any other offeror or to any competitor; 
and  
 

(3) no attempt has been made or will be made by the offeror to induce any other person or firm to submit or 
not to submit an offer for the purpose of restricting competition. 

 
(b) Each signature on the offer is considered to be a certification by the signatory that the signatory: 

 
(1) is the person in the offeror’s organization responsible for determining the prices being offered in this bid 

or proposal, and that the signatory has not participated and will not participate in any action contrary to paragraphs 
(a)(1) through (a)(3) of this provision; or 

 
(i) has been authorized, in writing, to act as agent for the following principals in certifying that those 

principals have not participated, and will not participate in any action contrary to paragraphs (a)(1) through (a)(3) of 
this provision _Gregory Brush_ [insert full name of person(s) in the offeror’s organization responsible for determining 
the prices offered in this bid or proposal, and the title of his or her position in the offeror’s organization];  
 

(ii) as an authorized agent, does certify that the principals named in subdivision (b)(2)(i) of this pro-
vision have not participated, and will not participate, in any action contrary to paragraphs (a)(1) through (a)(3) of 
this provision; and 

 
(iii) as an agent, has not personally participated, and will not participate, in any action contrary to 

paragraphs (a)(1) through (a)(3) of this provision. 
 

(c) If the offeror deletes or modifies paragraph (a)(2) of this provision, the offeror must furnish with its offer a signed 
statement setting forth in detail the circumstances of the disclosure. 
 
4. DEBARMENT, SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION 

(a) In accordance with the provisions of 2 C.F.R. (Code of Federal Regulations), part 180, the offeror certifies to 
the best of the offeror’s knowledge and belief, that it and its principals: 

(1) are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily ex-
cluded from covered transactions by any Federal department or agency; 
 

(2) have not within a three (3) year period preceding this offer been convicted of or had a civil  judgment 
rendered against them for the commission of fraud or a criminal offense in connection with obtaining, attempting to 
obtain, or performing a public (Federal, State, or local) transaction or contract under a public transaction; violation of 
Federal or State antitrust statutes, or commission of embezzlement, theft, forgery, bribery, falsification or destruction 
of records, making false statements, or receiving stolen property; 

 
(3) are not presently indicted for or otherwise criminally or civilly charged by a governmental entity (Federal, 

State, or local) with commission of any of the offenses enumerated in (a)(2) above; and 
 

(4) have not within a three (3) year period preceding this offer had one or more public transactions (Federal, 
State, or local) terminated for cause or default. 
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(b) Where the offeror is unable to certify to any of the statements above, the offeror shall attach a full explanation 
to this offer. 

(c) For any subcontract at any tier expected to equal or exceed $25,000: 
 

(1) In accordance with the provisions of 2 C.F.R. part 180, the prospective lower tier subcontractor certifies, 
by submission of this offer, that neither it nor its principals are presently debarred, suspended, proposed for debar-
ment, declared ineligible, or voluntarily excluded from participation in this transaction by any Federal department or 
agency. 

 
(2) Where the prospective lower tier participant is unable to certify to the statement, above, an explanation 

shall be attached to the offer. 
 

(3) This certification (specified in paragraphs (c)(1) and (c)(2), above) shall be included in all applicable 
subcontracts and a copy kept on file by the prime contractor.  The prime contractor shall be required to furnish copies 
of the certifications to the Authority upon request. 

 
5. COMMUNICATIONS 

(a) All oral and written communications with the Authority regarding this solicitation shall be exclusively with, or on 
the subjects and with the persons approved by, the persons identified in this solicitation.  Discussions with any other 
person not specified could result in disclosure of proprietary or other competitive sensitive information or otherwise 
create the appearance of impropriety or unfair competition and thereby compromise the integrity of the Authority’s 
procurement system.  If competition cannot be resolved through normal communication channels, the Authority’s 
protest procedures shall be used for actual or prospective competitors claiming any impropriety in connection with 
this solicitation. 
 
(b) By submission of this offer, the offeror certifies that it has not, and will not prior to contract award, communicate 
orally or in writing with any Authority employee or other representative of the Authority (including Board Members, 
Capital Metro contractors or consultants), except as described below: 
 
 
 

 (Attach continuation form, if necessary.) 
 
6. CONTINGENT FEE 

(a) Except for full-time, bona fide employees working solely for the offeror, the offeror represents as part of its offer 
that it (mark one):     
 

 has  
 has not 

employed or retained any company or persons to solicit or obtain this contract, and (mark one):  
 

 has 
 has not 

paid or agreed to pay any person or company employed or retained to solicit or obtain this contract any commission, 
percentage, brokerage, or other fee contingent upon or resulting from the award of this contract. 

Individual’s Name Date/Subject of Communication 
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(b) The offeror agrees to provide information relating to (a) above, when any item is answered affirmatively.   
 
7. CODE OF ETHICS 

(a) Statement of Purpose 
 
The brand and reputation of Capital Metro is determined in large part by the actions or ethics of representatives of 
the agency. Capital Metro is committed to a strong ethical culture and to ethical behavior by all individuals serving 
Capital Metro as employees, members of the Board of Directors or volunteers. Individuals serving Capital Metro will 
conduct business with honesty and integrity. We will make decisions and take actions that are in the best interest of 
the people we serve and that are consistent with our mission, vision and this policy. The Code of Ethics (the “Code”) 
documents Capital Metro’s Standards of Ethical Conduct and policies for Ethical Business Transactions. Compliance 
with the Code will help protect Capital Metro’s reputation for honesty and integrity. The Code attempts to provide 
clear principles for Capital Metro’s expectations for behavior in conducting Capital Metro business. We have a duty 
to read, understand and comply with the letter and spirit of the Code and Capital Metro policies. You are encouraged 
to inquire if any aspect of the Code needs clarification. 
 
(b) Applicability 
 
The Code applies to Capital Metro employees, contractors, potential contractors, Board Members and citizen advi-
sory committee members. Violation of the Code of Ethics may result in discipline up to and including termination or 
removal from the Board of Directors.  
 
(c) Standards of Ethical Conduct 
 
The public must have confidence in our integrity as a public agency and we will act at all times to preserve the trust 
of the community and protect Capital Metro’s reputation. To demonstrate our integrity and commitment to ethical 
conduct we will: 
 

(1) Continuously exhibit a desire to serve the public and display a helpful, respectful manner. 
 
(2) Exhibit and embody a culture of safety in our operations. 
 
(3) Understand, respect and obey all applicable laws, regulations and Capital Metro policies and procedures 

both in letter and spirit. 
 
(4) Exercise sound judgment to determine when to seek advice from legal counsel, the Ethics Officer or 

others. 
 
(5) Treat each other with honesty, dignity and respect and will not discriminate in our actions toward others. 
 
(6) Continuously strive for improvement in our work and be accountable for our actions. 
 
(7) Transact Capital Metro business effectively and efficiently and act in good faith to protect the Authority’s 

assets from waste, abuse, theft or damage. 
 
(8) Be good stewards of Capital Metro’s reputation and will not make any representation in public or private, 

orally or in writing, that states, or appears to state, an official position of Capital Metro unless authorized to do so. 
 
(9) Report all material facts known when reporting on work projects, which if not revealed, could either con-

ceal unlawful or improper practices or prevent informed decisions from being made. 
 
(10) Be fair, impartial and ethical in our business dealings and will not use our authority to unfairly or illegally 

influence the decisions of other employees or Board members. 
 



CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY 

____________________________________________________________________________
 

__________________________________________________________________________________________________________________ 

RFP 803095 (08/12/2022) Page 5 of 13 Exhibit B 

 

(11) Ensure that our personal or business activities, relationships and other interests do not conflict or appear 
to conflict with the interests of Capital Metro and disclose any potential conflicts. 

 
(12) Encourage ethical behavior and report all known unethical or wrongful conduct to the Capital Metro Eth-

ics Officer or the Board Ethics Officer. 
 
(d) Roles and Responsibilities  
 
It is everyone’s responsibility to understand and comply with the Code of Ethics and the law. Lack of knowledge or 
understanding of the Code will not be considered. If you have a question about the Code of Ethics, ask. 
 
It is the responsibility of Capital Metro management to model appropriate conduct at all times and promote an ethical 
culture. Seek guidance if you are uncertain what to do. 
 
It is Capital Metro’s responsibility to provide a system of reporting and access to guidance when an employee wishes 
to report a suspected violation and to seek counseling, and the normal chain of command cannot, for whatever 
reason, be utilized. If you need to report something or seek guidance outside the normal chain of command, Capital 
Metro provides the following resources: 
   

(1) Anonymous Fraud Hotline – Internal Audit 
 
(2) Anonymous Online Ethics Reporting System 
 
(3) Contact the Capital Metro Ethics Officer, Vice-President of Internal Audit, the EEO Officer or Director of 

Human Resources 
 
(4) Safety Hotline 

 
The Capital Metro Ethics Officer is the Chief Counsel. The Ethics Officer is responsible for the interpretation and 
implementation of the Code and any questions about the interpretation of the Code should be directed to the Ethics 
Officer. 
 
(e) Ethical Business Transactions 
 
Section 1. Impartiality and Official Position 
 

(1) A Substantial Interest is defined by Tex. Loc. Govt. Code, § 171.002. An official or a person related to 
the official in the first degree by consanguinity or affinity has a Substantial Interest in: 

 
(i) A business entity if the person owns ten percent (10%) or more of the voting stock or shares 

of the business entity or owns either 10% or more or $15,000 or more of the fair market value of the business entity 
OR funds received by the person from the business entity exceed 10% of the person’s gross income for the previous 
year; or 

 
(ii) Real property if the interest is an equitable or legal ownership with a fair market value of 

$2,500 or more. 
 
Capital Metro will not enter into a contract with a business in which a Board Member or employee or a Family Member 
of a Board Member or employee as defined in Section 8 has a Substantial Interest except in case of emergency as 
defined in the Acquisition Policy PRC-100 or the business is the only available source for essential goods and ser-
vices or property.  
 

(2) No Board Member or employee shall: 
 

(i) Act as a surety for a business that has work, business or a contract with Capital Metro or 
act as a surety on any official bond required of an officer of Capital Metro. 
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(ii) Represent for compensation, advise or appear on behalf of any person or firm concerning 

any contract or transaction or in any proceeding involving Capital Metro’s interests. 
 
(iii) Use his or her official position or employment, or Capital Metro’s facilities, equipment or 

supplies to obtain or attempt to obtain private gain or advantage.  
 
(iv) Use his or her official position or employment to unfairly influence other Board members or 

employees to perform illegal, immoral, or discreditable acts or do anything that would violate Capital Metro policies. 
 
(v) Use Capital Metro’s resources, including employees, facilities, equipment, and supplies in 

political campaign activities. 
 
(vi) Participate in a contract for a contractor or first-tier subcontractor with Capital Metro for a 

period of one (1) year after leaving employment on any contract with Capital Metro. 
 
(vii) Participate for a period of two (2) years in a contract for a contractor or first-tier subcontractor 

with Capital Metro if the Board Member or employee participated in the recommendation, bid, proposal or solicitation 
of the Capital Metro contract or procurement. 
  
Section 2. Employment and Representation 
 
A Board Member or employee must disclose to his or her supervisor, appropriate Capital Metro staff or the Board 
Chair any discussions of future employment with any business which has, or the Board Member or employee should 
reasonably foresee is likely to have, any interest in a transaction upon which the Board Member or employee may or 
must act or make a recommendation subsequent to such discussion. The Board Member or employee shall take no 
further action on matters regarding the potential future employer. 
 
A Board Member or employee shall not solicit or accept other employment to be performed or compensation to be 
received while still a Board Member or employee, if the employment or compensation could reasonably be expected 
to impair independence in judgment or performance of their duties. 
 
A Board Member or employee with authority to appoint or hire employees shall not exercise such authority in favor 
of an individual who is related within the first degree, within the second degree by affinity or within the third degree 
by consanguinity as defined by the Capital Metro Nepotism Policy in accordance with Tex. Govt. Code, Ch. 573. 
 
Section 3. Gifts 
 
It is critical to keep an arms-length relationship with the entities and vendors Capital Metro does business with in 
order to prevent the appearance of impropriety, undue influence or favoritism. 
 
No Board Member or employee shall: 
 

(1) Solicit, accept or agree to accept any benefit or item of monetary value as consideration for the Board 
Member’s or employee’s decision, vote, opinion, recommendation or other exercise of discretion as a public servant. 
[Tex. Penal Code §36.02(c)] 

 
(2) Solicit, accept or agree to accept any benefit or item of monetary value as consideration for a violation 

of any law or duty. [Tex. Penal Code §36.02(a)(1)] 
 
(3) Solicit, accept or agree to accept any benefit or item of monetary value from a person the Board Member 

or employee knows is interested in or likely to become interested in any Capital Metro contract or transaction if the 
benefit or item of monetary value could reasonably be inferred as intended to influence the Board Member or em-
ployee. [Tex. Penal Code §36.08(d)] 
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(4) Receive or accept any gift, favor or item of monetary value from a contractor or potential contractor of 
Capital Metro or from any individual or entity that could reasonably be inferred as intended to influence the Board 
Member or employee. 
 
Exception: Consistent with state law governing public servants, a gift does not include a benefit or item of monetary 
value with a value of less than $50, excluding cash or negotiable instruments, unless it can reasonably be inferred 
that the item was intended to influence the Board Member or employee. A department may adopt more restrictive 
provisions if there is a demonstrated and documented business need. [Tex. Penal Code § 36.10(a)(6)] 
 
Exception: A gift or other benefit conferred, independent of the Board Member’s or employee’s relationship with 
Capital Metro, that is not given or received with the intent to influence the Board Member or employee in the perfor-
mance of his or her official duties is not a violation of this policy. The Capital Metro Ethics Officer or Board Ethics 
Officer must be consulted for a determination as to whether a potential gift falls within this exception. 
 
Exception: Food, lodging, or transportation that is provided as consideration for legitimate services rendered by the 
Board Member or employee related to his or her official duties is not a violation of this policy.  
 
If you are uncertain about a gift, seek guidance from the Ethics Officer. 
 
Section 4. Business Meals and Functions 
 
Board Members and employees may accept invitations for free, reasonable meals in the course of conducting Capital 
Metro’s business or while attending a seminar or conference in connection with Capital Metro business as long as 
there is not an active or impending solicitation in which the inviting contractor or party may participate and attendance 
at the event or meal does not create an appearance that the invitation was intended to influence the Board Member 
or employee.  
 
When attending such events, it is important to remember that you are representing Capital Metro and if you chose to 
drink alcohol, you must do so responsibly. Drinking irresponsibly may lead to poor judgment and actions that may 
violate the Code or other Capital Metro policies and may damage the reputation of Capital Metro in the community 
and the industry.  
 
Section 5. Confidential Information 
 
It is everyone’s responsibility to safeguard Capital Metro’s nonpublic and confidential information. 
 
No Board Member or employee shall: 
 

(1) Disclose, use or allow others to use nonpublic or confidential information that Capital Metro has not made 
public unless it is necessary and part of their job duties and then only pursuant to a nondisclosure agreement ap-
proved by legal counsel or with consultation and permission of legal counsel. 

 
(2) Communicate details of any active Capital Metro procurement or solicitation or other contract opportunity 

to any contractor, potential contractor or individual not authorized to receive information regarding the active procure-
ment or contract opportunity. 
 
Section 6. Financial Accountability and Record Keeping 
 
Capital Metro’s financial records and reports should be accurate, timely, and in accordance with applicable laws and 
accounting rules and principles. Our records must reflect all components of a transaction in an honest and forthright 
manner. These records reflect the results of Capital Metro’s operations and our stewardship of public funds. 
 
A Board Member or employee shall: 
 

(1) Not falsify a document or distort the true nature of a transaction. 
 



CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY 

____________________________________________________________________________
 

__________________________________________________________________________________________________________________ 

RFP 803095 (08/12/2022) Page 8 of 13 Exhibit B 

 

(2) Properly disclose risks and potential liabilities to appropriate Capital Metro staff. 
 
(3) Cooperate with audits of financial records. 
 
(4) Ensure that all transactions are supported by accurate documentation. 
 
(5) Ensure that all reports made to government authorities are full, fair, accurate and timely. 
 
(6) Ensure all accruals and estimates are based on documentation and good faith judgment. 

 
Section 7. Conflict of Interest 
 
Employees and Board Members are expected to deal at arms-length in any transaction on behalf of Capital Metro 
and avoid and disclose actual conflicts of interest under the law and the Code and any circumstance which could 
impart the appearance of a conflict of interest. A conflict of interest exists when a Board Member or employee is in a 
position in which any official act or action taken by them is, may be, or appears to be influenced by considerations of 
personal gain rather than the general public trust.  
 
Conflict of Interest [Tex. Loc. Govt. Code, Ch. 171 & 176, § 2252.908] 
 
No Board Member or employee shall participate in a matter involving a business, contract or real property transaction 
in which the Board Member or employee has a Substantial Interest if it is reasonably foreseeable that an action on 
the matter would confer a special economic benefit on the business, contract or real property that is distinguishable 
from its effect on the public. [Tex. Loc. Govt. Code, § 171.004] 
 
Disclosure 
 
A Board Member or employee must disclose a Substantial Interest in a business, contract, or real property that would 
confer a benefit by their vote or decision. The Board Member or employee may not participate in the consideration of 
the matter subject to the vote or decision. Prior to the vote or decision, a Board Member shall file an affidavit citing 
the nature and extent of his or her interest with the Board Vice Chair or Ethics Officer.  [Tex. Loc. Govt. Code, § 
171.004] 
 
A Board Member or employee may choose not to participate in a vote or decision based on an appearance of a 
conflict of interest and may file an affidavit documenting their recusal. 
 
Section 8. Disclosure of Certain Relationships [Tex. Loc. Govt. Code, Ch. 176] 
 
Definitions 
 

(1) A Local Government Officer is defined by Tex. Loc. Govt. Code § 176.001(4). A Local Government Of-
ficer is: 

(i) A member of the Board of Directors; 
 
(ii) The President/CEO; or 

 
(iii) A third party agent of Capital Metro, including an employee, who exercises discretion in the 

planning, recommending, selecting or contracting of a vendor. 
 

(2) A Family Member is a person related within the first degree by consanguinity or the second degree by 
affinity as defined by Tex. Govt. Code, Ch. 573. 
 

(3) A Family Relationship is a relationship between a person and another person within the third degree by 
consanguinity or the second degree by affinity as defined by Tex. Govt. Code, Ch. 573. 

 
(4) A Local Government Officer must file a Conflicts Disclosure Statement (FORM CIS) if: 
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(i) The person or certain Family Members received at least $2,500 in taxable income (other 
than investment income) from a vendor or potential vendor in the last twelve (12) months through an employment or 
other business relationship; 

 
(ii) The person or certain Family Members received gifts from a vendor or potential vendor with 

an aggregate value greater than $100 in the last 12 months; or 
 

(iii) The vendor (or an employee of the vendor) has a Family Relationship with the Local Gov-
ernment Officer. 
 

(5) A vendor doing business with Capital Metro or seeking to do business with Capital Metro is required to 
file a completed questionnaire (FORM CIQ) disclosing the vendor’s affiliations or business relationship 
with any Board Member or local government officer or his or her Family Member. 

  
Section 9. Duty to Report and Prohibition on Retaliation 
 
Board Members and employees have a duty to promptly report any violation or possible violation of this Code of 
Ethics, as well as any actual or potential violation of laws, regulations, or policies and procedures to the hotline, the 
Capital Metro Ethics Officer or the Board Ethics Officer. 
 
Any employee who reports a violation will be treated with dignity and respect and will not be subjected to any form of 
retaliation for reporting truthfully and in good faith. Any retaliation is a violation of the Code of Ethics and may also be 
a violation of the law, and as such, could subject both the individual offender and Capital Metro to legal liability. 
 
Section 10. Penalties for Violation of the Code of Ethics 
 
In addition to turning over evidence of misconduct to the proper law enforcement agency when  
appropriate, the following penalties may be enforced: 
 

(1) If a Board Member does not comply with the requirements of this policy, the Board member may be 
subject to censure or removal from the Board in accordance with Section 451.511 of the Texas Transportation Code. 

 
(2) If an employee does not comply with the requirements of this policy, the employee shall be subject to 

appropriate disciplinary action up to and including termination. 
 
(3) Any individual or business entity contracting or attempting to contract with Capital Metro which offers, 

confers or agrees to confer any benefit as consideration for a Board Member’s or employee’s decision, opinion, 
recommendation, vote or other exercise of discretion as a public servant in exchange for the Board Member’s or 
employee’s having exercised his official powers or performed his official duties, or which attempts to communicate 
with a Board  Member or Capital Metro employee regarding details of a procurement or other contract opportunity in 
violation of Section 5, or which participates in the violation of any provision of this Policy may have its existing Capital 
Metro contracts terminated and may be excluded from future business with Capital Metro for a period of time as 
determined appropriate by the President/CEO. 

 
(4) Any individual who makes a false statement in a complaint or during an investigation of a complaint with 

regard to a matter that is a subject of this policy is in violation of this Code of Ethics and is subject to its penalties. In 
addition, Capital Metro may pursue any and all available legal and equitable remedies against the person making the 
false statement or complaint. 
 
Section 11. Miscellaneous Provisions 
 

(1) This Policy shall be construed liberally to effectuate its purposes and policies and to supplement such 
existing laws as they may relate to the conduct of Board Members and employees. 
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(2) Within sixty (60) days of the effective date for the adoption of this Code each Board Member and em-
ployee of Capital Metro will receive a copy of the Code and sign a statement acknowledging that they have read, 
understand and will comply with Capital Metro’s Code of Ethics. New Board Members and employees will receive a 
copy of the Code and are required to sign this statement when they begin office or at the time of initial employment. 

 
(3) Board Members and employees shall participate in regular training related to ethical conduct, this Code 

of Ethics and related laws and policies. 
 
8. RESERVED

9. TEXAS ETHICS COMMISSION CERTIFICATION 

In accordance with Section 2252.908, Texas Government Code, upon request of the Authority, the selected contrac-
tor may be required to electronically submit a “Certificate of Interested Parties” with the Texas Ethics Commission in 
the form required by the Texas Ethics Commission, and furnish the Authority with the original signed and notarized 
document prior to the time the Authority signs the contract. The form can be found at www.ethics.state.tx.us. Ques-
tions regarding the form should be directed to the Texas Ethics Commission. 

10. TEXAS LABOR CODE CERTIFICATION (CONSTRUCTION ONLY) 

Contractor certifies that Contractor will provide workers’ compensation insurance coverage on every employee of the 
Contractor employed on the Project.  Contractor shall require that each Subcontractor employed on the Project pro-
vide workers’ compensation insurance coverage on every employee of the Subcontractor employed on the Project 
and certify coverage to Contractor as required by Section 406.96 of the Texas Labor Code, and submit the Subcon-
tractor's certificate to the Authority prior to the time the Subcontractor performs any work on the Project.  

 
11. CERTIFICATION REGARDING ISRAEL 

As applicable and in accordance with Section 2271.002 of the Texas Government Code, the Contractor certifies that 
it does not boycott Israel and will not boycott Israel during the term of this Contract. 
 

12. CERTIFICATION REGARDING FOREIGN TERRORIST ORGANIZATIONS 

Contractor certifies and warrants that it is not engaged in business with Iran, Sudan, or a foreign terrorist organiza-
tion, as prohibited by Section 2252.152 of the Texas Government Code.  

 

13. VERIFICATION REGARDING FIREARM ENTITIES AND FIREARM TRADE ASSOCIATIONS 

As applicable and in accordance with Section 2274.002 of the Texas Government Code, Contractor verifies that it 
does not have a practice, policy, guidance, or directive that discriminates against a firearm entity or firearm trade 
association and will not discriminate during the term of the Contract against a firearm entity or firearm trade associ-
ation. 
 

14. BOYCOTT OF ENERGY COMPANIES PROHIBITED 

Pursuant to Chapter 2274 of Texas Government Code, Contractor verifies that:  
 

(a) it does not, and will not for the duration of the Contract, boycott energy companies, as defined in Section 
2274.002 of the Texas Government Code, or  

 
(b) the verification required by Section 2274.002 of the Texas Government Code does not apply to Contractor and 
this Contract. If circumstances relevant to this provision change during the course of the Contract, Contractor shall 
promptly notify the Authority. 
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15. CRITICAL INFRASTRUCTURE PROHIBITION 

Pursuant to Chapter 2274 of Texas Government Code, Contractor certifies that, if this Contract or any contract be-
tween Contractor and Capital Metro relates to critical infrastructure, as defined in Chapter 2274 of the Texas Gov-
ernment Code, Contractor is not owned by or the majority of stock or other ownership interest of its firm is not held 
or controlled by:  
 
(a) individuals who are citizens of China, Iran, North Korea, Russia, or a Governor-designated country; or  
 
(b) a company or other entity, including a governmental entity, that is owned or controlled by citizens of or is directly 
controlled by the government of China, Iran, North Korea, Russia, or a Governor-designated country; or  
 
(c) headquartered in China, Iran, North Korea, Russia, or a Governor-designated country. 
 
16. CERTIFICATION OF PRIME CONTRACTOR PARTICIPATION  

(a) The Prime Contractor certifies that it shall perform no less than thirty percent (30%) of the work with his own 
organization. The on-site production of materials produced by other than the Prime Contractor’s forces shall be 
considered as being subcontracted.  

(b) The organization of the specifications into divisions, sections, articles, and the arrangement and titles of the 
project drawings shall not control the Prime Contractor in dividing the work among subcontractors or in establishing 
the extent of the work to be performed by any trade. 

(c) The offeror further certifies that no more than seventy percent (70%) of the work will be done by subcontrac-
tors. 

17. REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE 
SERVICES OR EQUIPMENT  

(a) Prohibition. This Contract is subject to the Public Law 115-232, Section 889, and 2 Code of Federal Regulations 
(CFR) Part 200, including §200.216 and §200.471 related to the prohibition of certain “covered telecommunications 
equipment and services”, which includes: 

(1)  Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or 
any subsidiary or affiliate of such entities)  

(2)  For the purpose of public safety, security of government facilities, physical security surveillance of critical 
infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced 
by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology 
Company (or any subsidiary or affiliate of such entities).  

(3)  Telecommunications or video surveillance services provided by such entities or using such equipment.  

(4)  Telecommunications or video surveillance equipment or services produced or provided by an entity that 
the Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal 
Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the 
government of a covered foreign country.  

(b) Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM) 
(https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equip-
ment or services". 

(c) Representation. The Offeror represents that— 

(1) It  
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 will 
will not

provide covered telecommunications equipment or services to the Authority in the performance of any contract, sub-
contract or other contractual instrument resulting from this solicitation. The Offeror shall provide the additional disclo-
sure information required at paragraph (d)(1) of this section if the Offeror responds "will" in paragraph (c)(1) of this 
section; and 
 

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that— 

 
 does 
 does not 

use covered telecommunications equipment or services, or use any equipment, system, or service that uses covered 
telecommunications equipment or services. The Offeror shall provide the additional disclosure information required 
at paragraph (d)(2) of this section if the Offeror responds "does" in paragraph (c)(2) of this section. 

 
(d) Disclosures.  

 
(1) Disclosure for the representation in paragraph (c)(1) of this provision. If the Offeror has responded "will" 

in the representation in paragraph (c)(1) of this provision, the Offeror shall provide the following information as part 
of the offer: 

 
(i) For covered equipment— 
 

(A) The entity that produced the covered telecommunications equipment (include entity name, 
unique entity identifier, CAGE code, and whether the entity was the original equipment manufacturer (OEM) or a 
distributor, if known); 

 
(B) A description of all covered telecommunications equipment offered (include brand; model 

number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applica-
ble); and 

 
(C) Explanation of the proposed use of covered telecommunications equipment and any factors 

relevant to determining if such use would be permissible under the prohibition in paragraph (a)(1) of this provision. 
 

(ii) For covered services— 
 

(A) If the service is related to item maintenance: A description of all covered telecommunications 
services offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer 
part number, or wholesaler number; and item description, as applicable); or 

 
(B) If not associated with maintenance, the Product Service Code (PSC) of the service being 

provided; and explanation of the proposed use of covered telecommunications services and any factors relevant to 
determining if such use would be permissible under the prohibition in paragraph (a)(1) of this provision. 

 
(2) Disclosure for the representation in paragraph (c)(2) of this provision. If the Offeror has responded "does" 

in the representation in paragraph (c)(2) of this provision, the Offeror shall provide the following information as part 
of the offer: 

 
(i) For covered equipment— 
 

(A) The entity that produced the covered telecommunications equipment (include entity name, 
unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if known); 
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(B) A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applica-
ble); and 

(C) Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (a)(2) of this provision. 

(ii) For covered services—

(A) If the service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer 
part number, or wholesaler number; and item description, as applicable); or 

(B) If not associated with maintenance, the PSC of the service being provided; and explanation
of the proposed use of covered telecommunications services and any factors relevant to determining if such use 
would be permissible under the prohibition in paragraph (a)(2) of this provision. 

18. SIGNATURE BLOCK FOR ALL REPRESENTATIONS AND CERTIFICATIONS

(a) These representations and certifications concern a material representation of fact upon which reliance will be
placed in awarding a contract.  If it is later determined that the offeror knowingly rendered an erroneous or false
certification, in addition to all other remedies the Authority may have, the Authority may terminate the contract for
default and/or recommend that the offeror be debarred or suspended from doing business with the Authority in the
future.

(b) The offeror shall provide immediate written notice to the Authority if, at any time prior to contract award, the
offeror learns that the offeror’s certification was, or a subsequent communication makes, the certification erroneous.

(c) Offerors must set forth full, accurate and complete information as required by this solicitation (including this
attachment).  Failure of an offeror to do so may render the offer nonresponsive.

(d) A false statement in any offer submitted to the Authority may be a criminal offense in violation of Section 37.10
of the Texas Penal Code.

(e) I understand that a false statement on this certification may be grounds for rejection of this submittal or termi-
nation of the awarded contract.

Name of Offeror: 
World Wide Technology, LLC

Type/Print Name of Signatory: 
Gregory Brush

Signature: 

Date: 
11/2/2023 

























































EXHIBIT F -  SCOPE OF SERVICES AND COMPLIANCE MATRIX - Revised-1

 Instructions

This matrix contains the following Appendices. Some Appendices require a response, while others are for reference purposes to help proposers 
prepare a response. 

1. General Requirements -  For each Compliance Term, select "C-Comply," "N-Cannot Comply," or "A-Will Comply with Alternative." If "N" or "A" 
are selected, comments are required; however, Capital Metro strongly recommends that comments be added for each item.
2. Appendix A: Core Requirements - Please provide a response to each item. Additional instructions are provided within the Appendix.
3. Appendix B: Project Phase Requirements - For reference/informational purposes 
4. Appendix C: Technical Questions - Please provide a response to each item. Additional instructions are provided within the Appendix.
5. Appendix C2: Technical Questions - Please provide a response to each item. Additional instructions are provided within the Appendix.
6. Appendix D: Integrations - For reference/informational purposes 
7. Appendix E: Definitions - For reference/informational purposes 

Additional Instructions:
1. The vendor must deliver a system encompassing all hardware, software, license, and service requirements, including the delivery of third-
party products to make the solution fully functional.
2. The requirements in Compliance Matrix are functional in nature and do not encompass all requirements. The vendor shall determine the 
technical modifications needed to carry out the intent herein. Vendor shall document and discuss said needs with Capital Metro and implement 
the agreed-upon solution accordingly. 
3. The vendor must deliver all Compliance Terms unless Capital Metro agrees to an alternative.
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EXHIBIT F -  SCOPE OF SERVICES AND COMPLIANCE MATRIX - Revised-1

General Requirements

1.0 Overview
1.1 CapMetro is requesting software and services required for a IAM solution that provides identity management and identity 

governance.  CapMetro wants to implement best practices in identity management and identity governance including but not 
limited to RBAC, PoLP, SOD and governance. 

# Compliance Term Comply Vendor Response Capital Metro Response
2.0 Project Approach - Project Management
2.1 The vendor shall provide a robust project management team and project management plan to support the implementation of 

the project. The vendor's plan for managing the project shall clearly demonstrate an appropriate allocation of project 
management resources with the ability and experience to ensure that system design and implementation will be coordinated 
appropriately and managed and completed on schedule and within budget. The vendor shall provide tools to manage tasks, 
schedule, risk, change, and the other items listed in this section that are required to manage the project.

2.2 The vendor's proposed Project Manager (PM) must be approved by Capital Metro, possess a PMP certification with good 
standing, and have prior experience in the public transportation sector. 

2.3 The Contractor shall comply with all requirements of "Appendix B Project Phase Requirements" which define project 
management requirements.

3.0 Project Approach - Project Management Plan
3.1 The vendor shall submit a comprehensive Project Management Plan (PMP)  following Notice to Proceed (NTP) that details 

at a minimum project organization; master schedule; and how the vendor will manage project scope, cost, risk, quality, 
project changes, safety, and other key aspects of the project.	 

3.2 The Project Management Plan (PMP) will include but is not limited to the following elements:
 • Organization chart identifying key project personnel and contact information.

 • Master schedule, identifying key project milestones and activities in Microsoft Projects format.

 • Schedule for all project design and development elements that require Capital Metro approval.

 • Project meetings and schedule for recurring meetings.

 • Methodology to control project schedule, scope, cost, and risk.

 • Risk management plan and risk register, including identified project risks and actions required to mitigate them.

 • Transition and change management processes and procedures.

 • Quality assurance processes and procedures to confirm that the requirements of the contract are being met.

 • Subcontractor management and communications.

 • Document naming conventions and Action Items and Issues List (AIL) control processes and procedures, including 

version and traceability controls.
 • Change management plan and procedures for all deliverables and subsequent revisions.

 • Cost management.

 • Communication Plan.

4.0 Project Approach - Project Management: Design Review
4.1 The vendor shall provide a robust project management team and project management plan to support the implementation of 

the Access Request System. The vendor's plan for managing the project shall clearly demonstrate an appropriate allocation 
of project management resources with the ability and experience to ensure that system design and implementation will be 
coordinated appropriately and managed and completed on schedule and within budget. The vendor shall provide tools to 
manage tasks, schedule, risk, change, and the other items listed in this section that are required to manage the project.

5.0 Project Approach - Design and Development
5.1 The Installation and Transition Plan will describe detailed installation and configuration of all software systems, including the 

Access Request, interfaces, and web applications, and their respective schedules.
5.2 The vendor shall follow a defined quality change control and testing process (e.g. ITIL Service Management) with 

established baselines, testing and release standards which focus on system availability, confidentiality and integrity of 
systems and services.

5.3 The vendor shall provide a defined change control process and workflow for making configuration or other related changes 
after Go Live. This includes a process of promotion from Development, to Test, to Production environments.

6.0 Project Approach - Testing: General Requirements
6.1 The vendor shall provide all labor and materials required for system testing, including but not limited to unit testing, 

performance testing, security testing, system integration and end to end testing.
6.2 Before starting all formal testing activities that are to be witnessed and approved by Capital Metro, the vendor shall conduct 

“dry-run” testing to identify and resolve any issues and avoid unexpected results during the formal testing.

6.3 The vendor shall provide Capital Metro with scripts to test.
6.4 The vendor shall provide a methodology for uploading mass amounts of historical and transactional data for the purposes of 

testing. 
6.5 The vendor shall provide a testing tool, or set of testing tools, to support automated testing of test scripts as applicable, 

including documentation and resolution of defects. The contractor shall also create required test scripts for testing with the 
automated test tool. Automated test tool should be able to test complex test cases, dependencies, integration and link 
results to feed between test scenarios

7.0 Project Approach - Testing: Test Documentation
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EXHIBIT F -  SCOPE OF SERVICES AND COMPLIANCE MATRIX - Revised-1

General Requirements

# Compliance Term Comply Vendor Response Capital Metro Response
7.1  The vendor shall submit a draft Test Plan for Capital Metro review and approval during design review and shall submit a 

final inspection and test plan to be used in connection with all tests described in this specification before the start of any 
testing.	 

7.2 The Test Plan will include a testing timeline, objectives, entrance and exit criteria, and success criteria for functional, system 
integration, and end to end testing.  The Test Plan will also include resource assignments (Vendor and CapMetro) and 
defect resolution processes. 

7.3 Detailed test procedures will include mapping to the design documents and the requirements in the SOW that are related to 
the test.

8.0 Project Approach - Testing: Final System Acceptance
8.1 The vendor shall submit a request for Final System Acceptance upon successful completion of SAT and the determination 

that all work has been completed per this Scope of Work and final design.	 

8.2 Capital Metro may grant Final System Acceptance only when:

• The SAT has been successfully completed and approved by Capital Metro.

• All system modules, interfaces, and integrations are delivered, installed, and operational.

• All back-office applications and software, including all required reports, are installed and fully functional.

• All requisite contract deliverables have been delivered to Capital Metro and accepted.

• The Disaster Recovery Plan has been successfully demonstrated and approved by Capital Metro.

• All required training has been provided and accepted by Capital Metro.

• All required intellectual property has been delivered to Capital Metro or the escrow agent.

• Final resolutions to all identified critical issues (as classified by the Test Failure Log  Review Board) are fully implemented 

and accepted by Capital Metro.

Capital Metro will issue written certification upon approval of Vendor's request for Final System Acceptance.

9.0 System Design and Architecture - Master Data 
9.1 The vendor shall provide Capital Metro with its approach for the creation and maintenance of master data elements in the 

Access Request system. This includes, but is not limited to: 

1. System Name
2. System roles
3. User information

9.2 The vendor's approach shall include a process for the creation of master data and the review of the master data and 
organizational hierarchy of applicable data with Capital Metro personnel, this will include a Master Data Life Cycle 
Management Process. 

10.0 System Design & Architecture - Accessibility and ADA Compliance
10.1 Vendor shall design the System to be compliant with current accessibility standards, laws, and regulations to ensure that the 

System meets or exceeds the Americans with Disabilities Act (ADA) and accessibility requirements of federal, Texas State 
and Austin regional governments. 

Vendor shall ensure compliance of all equipment and system interfaces and create an Accessibility Compliance Plan to 
document compliance. This plan will be used throughout design and implementation to ascertain that all accessibility and 
ADA requirements will be met and to track compliance.

10.2 COMPLIES WITH WCAG 2.0 AA ACCESSIBILITY STANDARDS AND MEETS ALL FOUR SUCCESS CRITERIA.: 
- All screens are compatible with assistive technologies including screen readers and screen magnification
- Screens make proper use of forms mode, include alt tags on all data collection boxes and image fields, and metadata read 
back is strictly limited.
- Properly labelled images and  proper use of alt tags is required.
- The ability to navigate pages, utilize functionality and traverse layouts without a mouse is required.
- Users of assistive technology shall have ways to skip redundant navigation.
- Correct headings and labelling structures for pages, forms and data tables.  
- Readable content with sufficient contrast ratios and font sizing.
- Contractor shall provide information about user testing with people with disabilities and the results of such testing.
- Software solution shall be compatible will all applicable standards and/regulations regarding accessible information 
technology resources and (IRIT). In cases where there is conflict between standards the most stringent standard shall be 
applicable.  

11.0 System Design & Architecture - Code and Regulation Compliance
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EXHIBIT F -  SCOPE OF SERVICES AND COMPLIANCE MATRIX - Revised-1

General Requirements

# Compliance Term Comply Vendor Response Capital Metro Response
11.1 Vendor shall design the System to be compliant with relevant standards, laws, and regulations to ensure that the System:

• Presents no safety hazards for customers and Capital Metro employees.

• Will withstand the rigors of the environments in which the equipment will be installed, and the public use to which it will be 

subjected.
• Provides for the secure storage and transmittal of data.

• Is designed using state-of-the-art methods to maximize quality.

• Satisfies federal, state, and other requirements for ergonomics and usability.

Applicable codes, laws, ordinances, statutes, standards, rules, and regulations include, but are not be limited to the list 
below (in 3.1.4-2). The latest revisions in effect at the time of Final System Acceptance will apply.

11.2 • Americans with Disabilities Act (ADA)

• Americans with Disabilities Act Accessibility Guidelines (ADAAG)

• Advanced Encryption Standard

• ANSI X9.24, Financial Services Retail Key Management

• European Norm EN55022, Emissions standards for CE marking

• European Norm EN55024, Immunity standards for CE marking

• FCC Part 15 Class B – Radio Frequency Devices

• FIPS 140-2

• IEEE 802.11 a/b/g/n standard for wireless data communications

• IEEE 802.11 i standard for wireless data network security

• IEEE 802.11-2016

• International Electrotechnical Commission Standard 529 (IEC529)

• ISO 9001

• ISO/IEC 18092 / ECMA-340, Near Field Communication Interface and Protocol-1

• ISO/IEC 21481 / ECMA-352, Near Field Communication Interface and Protocol-2

• National Electrical Code (NFPA 70)

• National Electrical Manufacturers Association Publication 250-2003

• National Electrical Safety Code (ANSI C2)

• National Fire Protection Association (NFPA) 130

• NCITS 322-2002, American National Standard for Information Technology – Card Durability Test Methods

• Occupational Safety and Health Administration (OSHA)

• Society of Automotive Engineers SAE J1113-13 Electrostatic Discharge

• Society of Automotive Engineers SAE J1455 Vibration and Shock

• UL Standard 60950, “Information Technology Equipment – Safety”

• Web Content Accessibility Guidelines WCAG 2.0

 

11.3 In the case of conflict between the provisions of codes, laws, ordinances, statutes, standards, rules, and regulations, the 
more stringent requirement will apply.

12.0 System Design & Architecture - Information Security
12.1 Vendor develop a plan for the processes that will be used to resume operations in the event of a data loss due to a natural 

disaster or other emergency situation that puts operations at risk. The plan must describe how mission-critical functions will 
be resumed and how longer-term challenges created by an unexpected loss will be addressed.  The Disaster Recovery 
(DR) plan will conform to the required service level agreement and be consistent with the Business Continuity Plan and 
recovery time capabilities that will be provided by Capital Metro.

12.2 Vendor shall propose a physical and logical architecture (e.g. virtualized servers, spare load balancers, etc.) that meets all 
redundancy capabilities for Capital Metro review and approval at design review.

12.3 The System will be designed to include the appropriate elements and processes to manage, monitor, and quickly address 
security issues, consistent with the expectations outlined above, to support the operation of Capital Metro's Information 
Security Management System (ISMS).

12.4 Vendor shall prioritize identified application vulnerability/bug fixes. Security fixes must have higher priority than product 
enhancements.

12.5 Key Management - Policies and procedures shall be established, and supporting business processes and technical 
measures implemented, for the use of encryption protocols for protection of sensitive data in storage and data in 
transmission as per applicable legal, statutory, and regulatory compliance obligations.

12.6 Vendor shall provide secure coding training for developers.  Provide CapMetro with a description of the Vendor training 
program for developers, specifically around secure code development practices 

12.7 Code review - Vendor shall provide an overview of their software development lifecycle showing how security is a part of the 
lifecycle.  Specify security tests, how you determine if your code is vulnerable to the common threats facing applications 
today, such as cross-site scripting or SQL injection, in your quality assurance testing phase.  Describe how you track 
security flaws and flaw resolution.

12.8 Application security testing – Vendor shall provide an overview of their application testing including annual pen testing, 

testing by 3rd party, testing by security professional services, and testing that covers the common vulnerabilities as 
described by OWASP Top 10.  Describe the process for vulnerabilities identified and remediations. 

13.0 System Design & Architecture - System Integration Services and Interfaces
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General Requirements

# Compliance Term Comply Vendor Response Capital Metro Response
13.1 Appendix D of this Scope and Compliance Matrix provides a high level overview of desired integrations for the Access 

Request system. The vendor shall design a system to allow for multiple internal and external interfaces, including, but not 
limited to those described in Appendix D. 

13.2 In addition to those defined in Appendix D, Capital Metro desires and expects the new Access Request system to provide 
enhanced functionality. As a result, it is expected that the vendor's system design will allow for additional interfaces and 
integrations not defined in Appendix D. 

14 Operations and Maintenance Services - Performance Measurement
14.1 Update the Warranty and Maintenance Agreement with the following components:

back-office availability will be calculated based on the total out of service time for the associated system: 

Back-office application availability = 1 - (out of service time / total operating time)

Total Operating Time is defined as the number of minutes in a day (1440) multiplied by the number of days in the month of 
measurement, while Out of Service Time is defined as all time during which the System is not in a fully operational state, 
and includes all time necessary to respond and repair to issues. Scheduled maintenance time is excluded from the 
calculation.

The availability requirement for each System back-office application is as follows:  Application availability must meet or 
exceed 99.99% each calendar month

14.2 Back-office accuracy shall be based on the number of incidents where a device or Back-office generated transaction is 
recorded incorrectly within the associated system. Performance will only be measured for those applications for which 
Vendor is responsible. The accuracy requirements for the System Back-office applications are as follows:

15.0 System Support 
15.1 Provide Post Go Live Support for CapMetro staff by phone and email for the software system components.

Contractor agrees that onsite field engineering support and onsite presence may be required by Capital Metro at any time 
during the term of the contract. 

24x7x365 - Tech support within 15 minutes of contact 

Severity Level 1 - One or more Capital Metro department's ability to perform mission critical business functions is in 
jeopardy because the system is not available. All Severity Level 1 issues will be responded to within 15 minutes of contact 
and a Mean Time to Resolution (MTTR) of 4 hours or less. These outages will be escalated to the contractor's Account 
Manager if issues are not resolved within 4 hours, the Chief Technical Office if not resolved within 8 hours, and the 
President/CEO if not resolved within 12 hours of down time. 

Severity Level 2 - One or more Capital Metro department's ability to perform mission critical business functions is in 
jeopardy because the system is not available, but a workaround can be established within a reasonable time.  All Severity 
Level 2 issues will be responded to within 15 minutes and a Mean Time to Resolution (MTTR) of 8 hours or less. These 
outages will be escalated to the contractor's Account Manager if issues are not resolved within 8 hours, the Chief Technical 
Officer if not resolved within 16 hours, and the President/CEO if not resolved within 24 hours of down time.

16.0 Pre-installation
16.1 Contractor is required to provide a list of hardware and material with specifications that is part of their installation and 

integration work for CapMetro's review and approval.

16.2 Contractor and/or subcontractor shall perform an initial inspection of each vehicle type in preparation for the install 
(hardware and software) and for submitting the Installation Design Documentation.

16.3 Submit Installation Design Documentation (IDD) in accordance with the agreed to project schedule and will contain 
information on: equipment installations/mounting; routing, conductors, color-coding, labeling, and connectors for power, 
communications, and vehicle ground circuits; connections with, any required modifications to and restoration of existing 
infrastructure; work area and equipment storage requirements; methods and quality of standards; supervision and quality 
assurance procedures.

16.4 Installations will be authorized only after Capital Metro's approval of a pre-installation inspection document provided by the 
vendor. Note: Capital Metro has an existing template/form for this pre-installation inspection document.

16.5 All spare components must be delivered before Capital Metro will allow equipment installations.
16.6 Contractor is responsible for working with Capital Metro to develop an installation schedule on all vehicles. 
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EXHIBIT F -  SCOPE OF SERVICES AND COMPLIANCE MATRIX - Revised-1

General Requirements

# Compliance Term Comply Vendor Response Capital Metro Response
17.0 Installation and Testing
17.1 A pilot installation shall be completed with each vehicle type (i.e. model and year) for inspection and approval prior to 

proceeding with the remaining fleet of that type.
17.2 Contractor is responsible for providing all material, tools, and labor required to complete the installation and integration of the 

solution.
17.3 Contractor is responsible for working with Capital Metro to test the routers before deployment.
17.4 True positioning and locations of equipment/material shall be determined following the onsite inspections of each vehicle 

type, and as determined/approved by CapMetro.
17.5 Installations shall be scheduled overnight between the hours of 20:00 and 04:00 unless otherwise agreed to or modified by 

Capital Metro leading up to the install.
17.6 Capital Metro reserves the right to allow no more than 10% of its vehicle fleet to be out of service for installations within any 

given 24-hour period to accommodate vehicle installations and also to reduce this amount in order to avoid disruption to 
revenue service or maintenance requirements.

17.7 Vendor will be responsible for the storage and security of installation equipment, tools, and hardware. Capital Metro will 
provide space for their secure storage units.

17.8 Capital Metro will provide space for vehicle installations and light and electrical service at installation locations.
17.9 Capital Metro will provide sufficient staff to move vehicles as required for installations.
17.1 Contractor shall have their own spares available onsite or go through their Return Material Authorization (RMA) process to 

address any equipment or material that may break during installation without utilizing Capital Metro's spares inventory.
17.11 Contractor shall provide tracking information for all deliveries.
17.12 Contractor shall be responsible for inventorying of all devices, equipment, and material.
17.13 Installation will adhere to all Federal, State, and Local laws and regulations in addition to Capital Metro's policies.
18.0 Post-Installation/Deployment
18.1 After each completion of installation, vehicles shall be tested, inspected, and verified before going back into service. Note: 

MTM will be onsite to verify and sign off after each completion of installation.
18.2 Contractor shall ensure that all vehicles made available for installation are ready for revenue service by the end of the 

agreed upon installation period.
18.3 After installations, vendor will be responsible for restoring the condition of any affected systems to their pre-installation 

condition.
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Core Requirements

Sn./# Title/Requirement Vendor 
Response 

Vendor Notes Capital Metro Response

1 Funtional Requirements
1.01 Developer tools - Supports open standards and APIs to embed IAM controls into applications. Offers 

SDKs for multiple programming stacks. Supports low-code/no-code development of user journeys. 

Provides API interfaces and ready-to-use code.
1.02

External access administration - Provides tools for user registration, profile management, delegated 

administration, federation support to third-party identity providers (IdPs). Offers bring your own 

identity (BYOI) integration and consent management capabilities for external users.

1.03 Product usability - Provides easy to understand friendly interfaces with intuitive designs to facilitate 

user engagement.
1.04 API access control - Handles authentication and authorization to API targets. Offers an OAuth 2.0 

authorization server to issue customizable, self-contained JSON Web Tokens to web servers, mobile 

apps, and other services used for accessing API targets.

1.05
Authorization and adaptive access - Enables authorization decisions and enforcement. Supports 

policy creation. Uses stored and contextual data to evaluate risk and dynamically render access 

decisions. Includes online fraud detection, privacy and consent, security and UEBA capabilities.

1.06 Ease of deployment - Delivers out-of-the box integration options, configuration management and 

migration strategies to enable rapid deployment and user onboarding.
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1.07 Standard application enablement - Enables access, SSO, and authentication to standards-based 

SaaS, web, and mobile applications. Leverages modern identity protocols like SAML and OpenID 

Connect. Provides multiple key signing support for standard application enablement. Applications 

include: 

These are all cloud SaaS.                                                        

Oracle

Office 365

Hexagon EAM

PlanView

MetroMerits

LinkedIn (connected to Oracle)

Salesforce

Adobe

Proofpoint

Snowflake

AirTable

Ekos

Bytemark

Sitefinity CMS

ServiceNow

GRC

Everbridge
1.08 Directory services - Enables management of internal and external types of identities. Provides 

directory and identity synchronization services. Offers virtual directory or SCIM gateway capabilities. 

Manages access for workload machines and devices (mobile, desktop, IoT).
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1.09 Internal access administration - Provides basic life cycle management and user administration 

capabilities for internal identities. Supports synchronization services with AD. Offers outbound 

SCIM provisioning capabilities and user administration, including onboarding. Applications include:

Following is a list of applications that must be in the scope for automatic provisioning and lifecycle 

management:                   

These are all cloud SaaS.                                       

Oracle

Office 365

Hexagon EAM

PlanView

MetroMerits

LinkedIn (connected to Oracle)

Salesforce

Adobe

Proofpoint

Snowflake

AirTable

Ekos

Bytemark

Sitefinity CMS

ServiceNow

GRC

Everbridge

Luminator DMS
1.1 Nonstandard application enablement - Enables access, SSO and authentication to legacy web 

applications that do not support modern SSO protocols. Evaluates the AM extensibility and 

customizability options to integrate with nonstandard targets, third-party tools and user sources.

1.11 Reporting, exportable insights and analytics - Provides reports, logs and descriptive identity analytics 

information. Enables canned and customized reporting functions to identify entitlements, audit 

access and identify access risks. Offers reporting and APIs for exporting event data.

1.12
SSO and session management - Enables session state control for interactions with applications. Issues 

and refreshes time-limited access tokens. Terminates sessions. Provides session management and 

single logout global settings. Enables session control settings per application.

1.13
User authentication - Provides multifactor authentication (MFA). Supports OOB SMS, one-time 

password (OTP) apps, mobile push and OTP hardware tokens. Supports a broad range of MFA 

methods, including X.509 and FIDO tokens, plus device-native and third-party biometrics.

1.14 Support a user base of approximately 750 active users. 
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2 Technical requirements
2.01 Integration - Integrates with all relevant applications, data sources, and technologies.

2.02

Data management and storage - Provides required data storage capacity, file types, and locations, as 

well as processes such as disaster recovery, rollbacks, extraction or eradication.

2.03
Performance management - Provides proactive alerts on system events, as well as logging and 

resolution reporting on all issues.

2.04

Security - Offers configurable controls that extend data and transaction security and compliance to 

third-party platforms or hosting providers the solution uses. Documents security policies, audits, 

attestations or evaluations for compliance needs.

2.05
Data management - Enables monitoring, reporting, and management of data sharing, as well 

encryption and security for data at rest and in motion.

2.06
 Disaster recovery and backup - Enables processes such as disaster recovery, rollbacks, and version 

control.

2.07
Identity and access management - Capabilities such as user authentication, password policy 

management, two factor auth, single sign on, and role based access.
3 Support and Services

3.01
Customer support - Delivers required level of user and technical support e.g. 24x7, multi-language, 

global support. The required SLA and service window required for this contract is to responded 

within 4 hours and to resolve within 24 hours.

3.02 Implementation timeline - Provides implementation resources, including setup, testing, and training, 

to meet the desired go-live date.

3.03 Implementation, onboarding and setup - Provides clear implementation plan and resourcing, 

including setup, testing, and training, to meet the desired go-live date.

3.04 Support formats - Allows access to support across multiple formats including phone, email, chat, and 

online knowledgebase.

3.05 Service levels and SLAS - Meets relevant service level agreements related to system performance, 

concurrent users, uptime, and issue resolution.

3.06 Training and education - Supports best in class training and assistance for users using online and 

offline mediums.
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     1. Project organization chart

     2. Project schedule and Project Management Plan (Draft)

     3. Action Items and Issues log (AIL) 

     4. Project Decisions Log 

     5. Project Review Documents (PRDs) for project decisions 

    

6. Initial Risk Register

7. System Implementation Plan (Draft)

8. Scope and Compliance Matrix Review and Update

.    1. Configuration Management Document (“CMD” Draft)

     2. Solution Design Documents /  MVP Lists (If Hybrid Agile Approach)

     3. Application Landscape Design Document 

     4. Integration Design Plan 

     5. System Implementation Plan (Final) / Sprint Plan (If Hybrid Agile Approach)

     6. Data Migration Plan-NOT REQUIRED

     7. Disaster Recovery Plan (Draft)

     8. Quality Assurance Plan (Draft) 

     9. Risk Management Plan (Final) 

     10. Data dictionary and Entity Relationship Diagram (ERD)

11. Project Schedule (Baseline) with Resource Loading

12. Network architecture diagram (Draft)

13. Perform Preliminary Design Review (PDR) Design and System Implementation Plan with Stakeholders

14. Create Final Design based on review and perform Final Design Review (FDR)

15. Review and Acceptance of Final Design and Project Management Plan

16. Scope and Compliance Matrix Review and Update

   1. Quality Assurance Plan Including QA/QC Checklist (Final) 

   2. Development of modules, application and interfaces 

   3. Develop and Design Review Sessions per Sprint (If Hybrid Agile) 

   4. Retrospective sessions on prior development (If Hybrid Agile)

   5. Test Environment Installation that provides CapMetro full access throughout the project and the life of the system

   6. Supporting Infrastructure Implemented as applicable 

   7. Test Procedure/Plan including test Scripts, use cases, acceptance test criteria demonstrating each Compliance Matrix term is 

developed and meets requirement (Draft)

   8. Update Compliance Matrix with Test Number(s)

   9. High-level Training of CapMetro Staff to Prepare for Test Phase

  10. Vendor Warranty and Maintenance Plan Review

  11. Review and Feedback of CapMetro Support Responsibility Matrix

   12. Role-based, On-site Training Plan for all User Types (Draft): 

     •Training schedule and course outlines for review a minimum of three weeks prior to the scheduled classes

     •Separate training sessions based on functional and technical area

     •Provide all materials necessary to train participants (CapMetro will provide space and laptops)

     •Schedule the training staff to be on site timely to ensure equipment, materials, student accounts and classroom are fully ready for 

when class begins

     •Arrange for an instructor(s) with thorough knowledge of the material covered in the course(s) and the ability to effectively lead 

the knowledge transfer

     •Provide customized training manuals specific to CapMetro's environment in Microsoft Word and PDF. Vendor shall provide the 

agreed-to number of hard copies

4.0 Test. 20% Payment Milestone.

Vendor shall develop and implement a comprehensive program to test all components and applications that comprise the integrated APC solution. Testing is to be performed in three distinct and separate phases:

1. Functional Unit Test (FUT)

2. System Integration Test (SIT)

3. System Acceptance Test (SAT)

The testing phase shall not be deemed completed until all functional requirements have been fully tested and approved by Capital Metro. Vendor shall develop a Test Plan that includes the number and range of tests, detailed schedule indicating the sequence of 

each test, and when and where each test will take place. Vendor shall not perform any test until the corresponding test plan and procedures have been approved by Capital Metro.  Vendor shall develop Test Procedure documents with test scripts, all anticipated 

use cases and acceptance criteria for review and approval by Capital Metro for each phase of testing.  

Test deliverables:

3.0 Develop. 20% Payment Milestone.

Development, configuration and installation of the solution and integration as well as installation within a development and a test environment so configuration and testing of the required functionality can be started. This task will include setting the initial 

configuration values by Vendor so they can be tested and changed if needed. During this phase, the rollout of the system must be worked on to include training all IT and Operational staff who will use or have on-going support roles. 

Develop Deliverables:

Project Phase Tasks and Deliverables. Vendor shall perform the following phase tasks and provide the associated deliverables required to deploy all hardware, software, updates and configurations resulting in a fully functional and tested system. Vendor shall obtain CapMetro 

review of all deliverables and make changes and updates to deliverables per CapMetro review as needed. 

1.0 Plan. 5% Payment Milestone. 

Meet with CapMetro project manager and business area stakeholders for project planning, including review of proposed schedule, roles and responsibilities, as well as conduct a complete review of functionality to be delivered, and other project activities. Plan 

Deliverables:

2.0 Design. 20% Payment Milestone.

Vendor's configuration and implementation approach based on CapMetro's previously gathered requirements. This phase will determine how the system will be installed, product wireframe presentation to the customer, and how it will be managed in the back 

end. Vendor will work with CapMetro to develop materials that will provide a basis to help instruct CapMetro stakeholders in the easiest and most efficient way to use the system to their utmost advantage. 

Design Deliverables:
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1. Test Plan (including automated testing processes)

2. Test Procedures (including automated testing processes) 

3. System Acceptance Test Plan and Execution 

4. Execution of FUT, SIT, and System Acceptance Testing 

5. Security Penetration Test (performed as part of SAT)

6. Disaster Recovery Test - End-to-End 

7. Volume and Stress Tests

8. Regression Testing of the entire Test Plan for any Class 1 and Class 2 Failures

9. Test Results and Reports (including results for failed tests)

10. Agency Test Environment

11. Procedures for changing environments (dev, test, stage, prod)

12. Installation Plan

13. Test Failure Log & Remediation Plan. Vendor shall lead testing of the solution including integrations and resolve all Severe (Class 1) 

and Significant (Class 2) Test Failure Results (TFRs). Vendor shall endeavor to resolve Minor (Class 3) TFRs during this phase; however, 

the requirement for Class 3 resolution is during the Closeout phase. Definition for each class are as follows:

 •Severe - A Class 1 test failure is a severe defect that prevents, inhibits, or significantly impairs further testing or operation of the 

system.

•Significant - A Class 2 test failure is a significant defect that does not prevent further testing or has a minimal effect on normal 

operations of the system.  

•Minor – A Class 3 test failure is a minor or isolated defect that does not impact or invalidate the testing or normal operations of the 

system.

14. Compliance Matrix Review and Update

15. Training Plan (Final)

16. User, Admin., Maint., Installation, and Training Manuals

   1. Conduct Training for all User Types

   2. Document Procedures and Migrate Environment from Test to Production

   3. QA/QC checklist Sign off 

   5. Update to Disaster Recovery Plan

   6. Updates to Data Migration Plan and Actions-NOT REQUIRED

   7. Delivery of all Documentation including User, System Admin, Maintenance, Installation and Training Manuals, (Revise Draft) 

   8. Deployment, Implementation, Configuration and Integration of the Vendor solution with all environments

   8. System Acceptance Test (SAT)

   9. Resolution of SAT TFRs

   10. Go Live Schedule and Transition Plan

   11. System Go Live

   12. Technical Lead On-site During First Week of Go Live, or Longer if System Issues are Experienced

   13. Revised (final) Copies of all Required Documentation including User and Training Manuals

   14. Compliance Matrix Review and Update

   1. Follow-up training on areas identified during Go Live and Training Documentation (Final)

   2. Data dictionary and Entity Relationship Diagram (Final)

   3. Network architecture diagram (Final)

   4. All AIL items closed

   5. Resolution of all Minor (Class 3) TFRs

   6. Final Documentation for Environment Refresh (Develop-Test-Stage-Production)

   7. Disaster Recovery Plan (Final)

   8. Configuration Management Documents (CMD – Final)

   9. APIs and all documentation related to all integrations (Final)

   10. Warranty and Maintenance Procedure Review and Forms

   11. As-builts: updates to any documentation including design document changes

   12. Participation in Lessons Learned

7.0    1. Active Partnership with CapMetro in assuring Project Success

   2. Onsite as needed (May Be Performed by Technical Lead Depending Upon Scheduled Activities By Agreement with CapMetro); 

Technical Lead will be onsite during pilot testing and resolution of any TFRs 

   3. Separate Lead Project Manager and Technical Lead for All Communication Regarding Work Under This Contract

   4. Task Coordination with The Designated CapMetro project manager

   5. Regular Communication with The Project Manager and any other staff designated to discuss progress, critical risk factors, 

schedule, or unique issues that may surface. 

   6. Specification of CapMetro’s staff resources needed for project success with at least two weeks' notice in advance within the 

project schedule. 

   7. Support Responsibility Matrix Review and Updates as Needed

   8. Weekly Status Meetings with Updated Schedule and AIL

   9. Review and Feedback of Change Requests as Needed

   10. Monthly Risk Registry Updates

   11. Monthly Management Review Meetings

   12. Weekly Project Status Report 

   13. Monthly attendance and Status Presentation at Steering Committee Meetings

   14. Responsible for ensuring all project documentation, including meeting minutes, AIL updates, project schedule and plans are kept 

updated in the CapMetro SharePoint site

Project Management. Vendor shall manage the project continuously beginning with the Notice to Proceed through Close, and shall lead the project and is expected to drive and manage all aspects of the project. CapMetro shall manage and coordinate all its resources. A full-time 

Project manager or technical lead is required to be onsite at least two weeks per month during each phase of the project. A PMP is preferred and shall be approved by CapMetro. Project Management Tasks:

4.0

5.0 Deploy/Go Live. 30% Payment Milestone.

Deploy: once all the test failures have been corrected, the Vendor shall install and configure the software and incorporate it into the live environment. Go Live: the system shall go live and be monitored for the first 30 days of operation. If Severe (Class 1) or 

Significant (Class 2) issues arise, the Go-Live period may be cancelled, extended or restarted. The Vendor shall be required to participate in the monitoring of the system and respond to issues so they are quickly resolved. 

Deploy/Go Live Deliverables:

6.0 Close. 5% Payment Milestone.

Obtain acceptance by CapMetro to formally close the project. Apply appropriate updates to project documents. Close out all procurement activities ensuring termination of all relevant agreements. 

Close Deliverables:
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1 Hosted Environment - Answer the following questions in the "Answer" column: Answer

1.01 Is this application hosted via a public cloud such as Amazon, an infrastructure as a service (IaaS), or is it self-hosted?
1.02 Does the vendor manage this equipment or does a hosting provider manage it?  
1.03 Network security - firewalls, intrusion detection systems:  
1.04      •Do you have IDS/IPS? Who manages these devices?  
1.05      •Are these shared resources between the vendor and other hosted customers?  
1.06      •Are they shared between all of this vendor’s customers or are they specific to an individual customer?  

1.07 Data segregation - How do you ensure data security and prevent unauthorized access to data of one tenant by other tenant users?  

4

Manuals -  The manuals shall be customized specific to Capital Metro's environment, provided in Microsoft Word and PDF, and 

be updated when new releases are provided. include but are not limited to the list below. In the "Answer" column, indicate the 

manual to be provided and what it covers Answer
4.01 Design and Requirements Documentation  
4.02 Acceptance Test Criteria  
4.03 Systems Administration Manual  
4.04 Security User’s Manual  
4.05 User’s Manual  
4.06 Database Dictionary  
4.07 Database Entity Relationship Diagram  
4.08 Architecture Diagram  
4.09 Integration Manual  

4.1 Process Flows  
4.11 Systems Configuration Documentation  
4.12 Maintenance Procedures Manual   
4.13 Reporting Manual  
4.14 Software License Agreements  
4.15 System, Hardware, and Software Maintenance Agreement  

5

Reliability. The solution shall have a proven, low-maintenance reliability record on multiple existing similar transit systems for at 

least two (2) years; using the below criteria, specify in the "Answers" column the reliability rates of your solution: Answer
5.01 Uptime of hosted backend solution  

6 Accessibility - Answer the following questions in the "Answer" column:  

6.01 Is solution compliant with current WCAG (Web Content Accessibility Guideline) 2.0 AA and Title II Web Accessibility standards?  

6.02

Describe methodology for ensuring that all customer- and staff- facing screens are compatible with screen reader technology using 

text-to-speech and/or a refreshable Braille display. Are compatibility tests 100% automated or are power users (with disabilities, 

familiar with text-to-speech/refreshable Braille displays) brought in to consult and if so, at what stage(s)? How do you ensure that 

screens make proper use of forms mode, contextual labels, image field descriptions, and curbed read back of meta data?  

6.03

Can all screens be altered by high contrast settings either native to the solution or using those built into current windows operating 

systems?  
6.04 Can font size of all customer- and staff-facing screens be adjusted for visibility?  
6.05 If applicable, do all CAPTCHA (or similar) anti-bot checks include an alternative audio challenge?  
6.06 Are all customer-facing screens presented in English and Spanish?  
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Control 

Group

Control 

Heading

Original ID Control Specification Assessment Questions Answer Notes/Comment

AIS-01.2 Applications and programming interfaces (APIs) shall 

be designed, developed, deployed and tested in 

accordance with leading industry standards (e.g., 

OWASP for web applications) and adhere to 

applicable legal, statutory, or regulatory compliance 

obligations.

Do you use an automated source code analysis 
tool to detect security defects in code prior to 
production?

AIS-01.5 (SaaS only) Do you review your applications for 
security vulnerabilities and address any issues 
prior to deployment to production?

Customer 

Access 

Requirements

AIS-02.1 Prior to granting customers access to data, assets, 

and information systems, (removed all) identified 

security, contractual, and regulatory requirements 

for customer access shall be addressed.

Are all identified security, contractual, and 
regulatory requirements for customer access 
contractually addressed and remediated prior to 
granting customers access to data, assets, and 
information systems?

Does the application support role based data 
access control? 

Data Integrity AIS-03.1 Data input and output integrity routines (i.e., 

reconciliation and edit checks) shall be implemented 

for application interfaces and databases to prevent 

manual or systematic processing errors, corruption 

of data, or misuse.

Does your data management policies and 
procedures require audits to verify data input and 
output integrity routines?

Data Security / 

Integrity

AIS-04.1 Policies and procedures shall be established and 

maintained in support of data security to include 

(confidentiality, integrity and availability) across 

multiple system interfaces, jurisdictions and 

business functions to prevent improper disclosure, 

alternation, or destruction.

Is your Data Security Architecture designed using 
an industry standard (e.g., CDSA, MULITSAFE, 
CSA Trusted Cloud Architectural Standard, 
FedRAMP, CAESARS, PCI)? Specify the 
standards that you use. 

Is customer data ever shared with or is visible to 
3rd party vendors?
Does customer data ever leave the hosted 
environment?
Is the application PCI compliant?
Are credit card numbers masked to show only the 
last 4 digits?

AAC-02.1 Independent reviews and assessments shall be 

performed at least annually to ensure that the 

organization addresses nonconformities of 

established policies, standards, procedures and 

compliance obligations.

Do you allow tenants to view your SOC2/ISO 
27001 or similar third-party audit or certification 
reports?

Application 

& Interface 

Security

Application 

Security

Audit 

Assurance & 

Compliance

Independent 

Audits
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AAC-02.2 Do you conduct network penetration tests of your 
cloud service infrastructure at least annually?

AAC-02.3 Do you conduct application penetration tests of 
your cloud infrastructure regularly as prescribed 
by industry best practices and guidance?

Information 

System 

Regulatory 

Mapping

AAC-03.1 Organizations shall create and maintain a control 

framework which captures standards, regulatory, 

legal, and statutory requirements relevant for their 

business needs. The control framework shall be 

reviewed at least annually to ensure changes that 

could affect the business processes are reflected.

Do you have the ability to logically segment or 
encrypt customer data such that data may be 
produced for a single tenant only, without 
inadvertently accessing another tenant's data?

AAC-03.3 Do you have the capability to restrict the storage 
of customer data to specific countries or 
geographic locations?

AAC-03.4 Do you have a program in place that includes the 
ability to monitor changes to the regulatory 
requirements in relevant jurisdictions, adjust your 
security program for changes to legal 
requirements, and ensure compliance with 
relevant regulatory requirements?

Change 

Control & 

Configuratio

n 

Managemen

t

Outsourced 

Development

CCC-02.1 External business partners shall adhere to the same 

policies and procedures for change management, 

release, and testing as internal developers within the 

organization (e.g. ITIL service management 

processes).

Do you have controls in place to ensure that 
standards of quality are being met for all software 
development?

CCC-02.2 Do you have controls in place to detect source 
code security defects for any outsourced software 
development activities?

Management 

Quality Testing

CCC-03.3 Organization shall follow a defined quality change 

control and testing process (e.g. ITIL Service 

Management) with established baselines, testing 

and release standards which focus on system 

availability, confidentiality and integrity of systems 

and services

Are there policies and procedures in place to 
triage and remedy reported bugs and security 
vulnerabilities for product and service offerings?

CCC-03.4 Are mechanisms in place to ensure that all 
debugging and test code elements are removed 
from released software versions?

Audit 

Assurance & 

Compliance

Independent 

Audits
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Unauthorized 

Software 

Installations

CCC-04.1 Policies and procedures shall be established, and 

supporting business processes and technical 

measures implemented, to restrict the installation of 

unauthorized software on organizationally-owned or 

managed user end-point devices (e.g., issued 

workstations, laptops, and mobile devices) and IT 

infrastructure network and systems components.

Do you have controls in place to restrict and 
monitor the installation of unauthorized software 
onto your systems?

DSI-01.3 Data and objects containing data shall be assigned a 

classification by the data owner based on data type, 

value, sensitivity, and criticality to the organization.

Do you have a capability to use system 
geographic location as an authentication factor?

DSI-01.5 Can you provide the physical location/geography 
of storage of a tenant's data in advance?

DSI-02.1 Policies and procedures shall be established to 

inventory, document, and maintain data flows for 

data that is resident (permanently or temporarily) 

within the service's applications and infrastructure 

network and systems. In particular, providers shall 

ensure that data that is subject to geographic 

residency requirements not be migrated beyond its 

defined bounds.

Do you inventory, document, and maintain data 
flows for data that is resident (permanent or 
temporary) within the services' applications and 
infrastructure network and systems?

DSI-03.1 Data related to electronic commerce (e-commerce) 

that traverses public networks shall be appropriately 

classified and protected from fraudulent activity, 

unauthorized disclosure, or modification in such a 

manner to prevent contract dispute and 

compromise of data.

Do you provide standardized (e.g. ISO/IEC) non-
proprietary encryption algorithms (3DES, AES, 
etc.) to tenants in order for them to protect their 
data if it is required to move through public 
networks (e.g., the Internet)?

DSI-03.2 Do you utilize open encryption methodologies any 
time your infrastructure components need to 
communicate with each other via public networks 
(e.g., Internet-based replication of data from one 
environment to another)?

Nonproduction 

Data

DSI-05.1 Production data shall not be replicated or used in 

non-production environments.

Do you have procedures in place to ensure 
production data shall not be replicated or used in 
non-production environments?

DSI-07.1 Any use of customer data in non-production 

environments requires explicit, documented 

approval from all customers whose data is affected, 

and must comply with all legal and regulatory 

requirements for scrubbing of sensitive data 

elements.

Do you support the secure deletion (e.g., 
degaussing/cryptographic wiping) of archived and 
backed-up data?

Data 

Security & 

Information 

Lifecycle 

Managemen

t

Classifications,  

eCommerce 

Transactions, 

Data Inventory / 

Flows

Secure Disposal
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DSI-07.2 Can you provide a published procedure for exiting 
the service arrangement, including assurance to 
sanitize all computing resources of tenant data 
once a customer has exited your environment or 
has vacated a resource?

Asset 

Management

 DCS-01.1 Assets must be classified in terms of business 

criticality, service-level expectations, and 

operational continuity requirements. A complete 

inventory of business-critical assets located at all 

sites and/or geographical locations and their usage 

over time shall be maintained and updated regularly, 

and assigned ownership y defined roles and 

responsibilities.

Do you maintain a complete inventory of all of 
your critical assets located at all sites/ or 
geographical locations and their assigned 
ownership?

Controlled 

Access Points

DCS-02.1 Physical security perimeters (e.g., fences, walls, 

barriers, guards, gates, electronic surveillance, 

physical authentication mechanisms, reception 

desks, and security patrols) shall be implemented to 

safeguard sensitive data and information systems.

Are physical security perimeters (e.g., fences, 
walls, barriers, guards, gates, electronic 
surveillance, physical authentication mechanisms, 
reception desks, and security patrols) 
implemented for all areas housing sensitive data 
and information systems?

User Access DCS-09.1 Physical access to information assets and functions 

by users and support personnel shall be restricted.

Do you restrict physical access to information 
assets and functions by users and support 
personnel?

Does all remote access require 2 Factor 
authentication?
What is the encryption methodology and ciphers 
used to protect the data?

Key Generation EKM-02.1 Policies and procedures shall be established for the 

management of cryptographic keys in the service's 

cryptosystem (e.g., lifecycle management from key 

generation to revocation and replacement, public 

key infrastructure, cryptographic protocol design 

and algorithms used, access controls in place for 

secure key generation, and exchange and storage 

including segregation of keys used for encrypted 

data or sessions). Upon request, provider shall 

inform the customer (tenant) of changes within the 

cryptosystem, especially if the customer (tenant) 

data is used as part of the service, and/or the 

customer (tenant) has some shared responsibility 

over implementation of the control.

Do you have a capability to allow creation of 
unique encryption keys per tenant?

EKM-02.3 Do you maintain key management procedures?

Data 

Security & 

Information 

Lifecycle 

Managemen

t

Secure Disposal

Datacenter 

Security

Encryption 

& Key 

Managemen

t
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Encryption EKM-03.1 Policies and procedures shall be established, and 

supporting business processes and technical 

measures implemented, for the use of encryption 

protocols for protection of sensitive data in storage 

(e.g., file servers, databases, and end-user 

workstations) and data in transmission (e.g., system 

interfaces, over public networks, and electronic 

messaging) as per applicable legal, statutory, and 

regulatory compliance obligations.

Do you encrypt tenant data at rest (on 
disk/storage) within your environment?

EKM-03.4 Do you have documentation establishing and 
defining your encryption management policies, 
procedures and guidelines?

Baseline 

Requirements

GRM-01.1 Baseline security requirements shall be established 

for developed or acquired, organizationally-owned 

or managed, physical or virtual, applications and 

infrastructure system and network components that 

comply with applicable legal, statutory and 

regulatory compliance obligations. Deviations from 

standard baseline configurations must be authorized 

following change management policies and 

procedures prior to deployment, provisioning, or 

use. Compliance with security baseline requirements 

must be reassessed at least annually unless an 

alternate frequency has been established and  

established and authorized based on business need.

Do you have documented information security 
baselines for every component of your 
infrastructure (e.g., hypervisors, operating 
systems, routers, DNS servers, etc.)?
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GRM-04.1 An Information Security Management Program 

(ISMP) shall be developed, documented, approved, 

and implemented that includes administrative, 

technical, and physical safeguards to protect assets 

and data from loss, misuse, unauthorized access, 

disclosure, alteration, and destruction. The security 

program shall include, but not be limited to, the 

following areas insofar as they relate to the 

characteristics of the business:

 • Risk management

 • Security policy

 • Organization of information security

 • Asset management

 • Human resources security

 • Physical and environmental security

 • Communications and operations management

 • Access control

 • Information systems acquisition, development, 

and maintenance

Do you provide tenants with documentation 
describing your Information Security Management 
Program (ISMP)?

Policy GRM-06.1 Information security policies and procedures shall be 

established and made readily available for review by 

all impacted personnel and external business 

relationships. Information security policies must be 

authorized by the organization's business leadership 

(or other accountable business role or function) and 

supported by a strategic business plan and an 

information security management program inclusive 

of defined information security roles and 

responsibilities for business leadership.

Are your information security policies and 
procedures made available to all impacted 
personnel and business partners, authorized by 
accountable business role/function and supported 
by the information security management program 
as per industry best practices (e.g. ISO 27001, 
SOC 2)?

Policy 

Enforcement

GRM-07.1 A formal disciplinary or sanction policy shall be 

established for employees who have violated 

security policies and procedures. Employees shall be 

made aware of what action might be taken in the 

event of a violation, and disciplinary measures must 

be stated in the policies and procedures.

Is a formal disciplinary or sanction policy 
established for employees who have violated 
security policies and procedures?
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GRM-09.1 The organization's business leadership (or other 

accountable business role or function) shall review 

the information security policy at planned intervals 

or as a result of changes to the organization to 

ensure its continuing alignment with the security 

strategy, effectiveness, accuracy, relevance, and 

applicability to legal, statutory, or regulatory 

compliance obligations.

Do you notify your tenants when you make 
material changes to your information security 
and/or privacy policies?

GRM-09.2 Do you perform, at minimum, annual reviews to 
your privacy and security policies?

Asset Returns HRS-01.1 Upon termination of workforce personnel and/or 

expiration of external business relationships, all 

organizationally-owned assets shall be returned 

within an established period.

Upon termination of contract or business 
relationship, are employees and business 
partners adequately informed of their obligations 
for returning organizationally-owned assets?

Background 

Screening

HRS-02.1 Pursuant to local laws, regulations, ethics, and 

contractual constraints, all employment candidates, 

contractors, and third parties shall be subject to 

background verification proportional to the data 

classification to be accessed, the business 

requirements, and acceptable risk.

Pursuant to local laws, regulations, ethics, and 
contractual constraints, are all employment 
candidates, contractors, and involved third parties 
subject to background verification?

Employment 

Agreements

HRS-03.1 Employment agreements shall incorporate 

provisions and/or terms for adherence to 

established information governance and security 

policies and must be signed by newly hired or on-

boarded workforce personnel (e.g., full or part-time 

employee or contingent staff) prior to granting 

workforce personnel user access to corporate 

facilities, resources, and assets.

Do your employment agreements incorporate 
provisions and/or terms in adherence to 
established information governance and security 
policies?

Do you specifically train your employees 
regarding their specific role and the information 
security controls they must fulfill?

HRS-03.3 Are all personnel required to sign NDA or 
Confidentiality Agreements as a condition of 
employment to protect customer/tenant 
information?

Employment 

Termination

HRS-04.1 Roles and responsibilities for performing 

employment termination or change in employment 

procedures shall be assigned, documented, and 

communicated.

Are documented policies, procedures, and 
guidelines in place to govern change in 
employment and/or termination?
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Training / 

Awareness

HRS-09.5 A security awareness training program shall be 

established for all contractors, third-party users, and 

employees of the organization and mandated when 

appropriate. All individuals with access to 

organizational data shall receive appropriate 

awareness training and regular updates in 

organizational procedures, processes, and policies 

relating to their professional function relative to the 

organization.

Are personnel trained and provided with 
awareness programs at least once a year?

IAM-01.1 Access to, and use of, audit tools that interact with 

the organization's information systems shall be 

appropriately segmented and restricted to prevent 

compromise and misuse of log data.

Do you restrict, log, and monitor access to your 
information security management systems (e.g., 
hypervisors, firewalls, vulnerability scanners, 
network sniffers, APIs, etc.)?

IAM-01.2 Do you monitor and log privileged access (e.g., 
administrator level) to information security 
management systems?

User Access 

Policy

IAM-02.1 User access policies and procedures shall be 

established, and supporting business processes and 

technical measures implemented, for ensuring 

appropriate identity, entitlement, and access 

management for all internal corporate and customer 

(tenant) users with access to data and 

organizationally-owned or managed (physical and 

virtual) application interfaces and infrastructure 

network and systems components. These policies, 

procedures, processes, and measures must 

incorporate the following:

 • Procedures and supporting roles and 

responsibilities for provisioning and de-provisioning 

user account entitlements following the rule of least 

privilege based on job function (e.g., internal 

employee and contingent staff personnel changes, 

customer-controlled access, suppliers' business 

relationships, or other third-party business 

relationships)

 • Business case considerations for higher levels of 

assurance and multi-factor authentication secrets 

(e.g., management interfaces, key generation, 

remote access, segregation of duties, emergency 

access, large-scale provisioning or geographically-

distributed deployments, and personnel redundancy 

for critical systems)

 • Access segmentation to sessions and data in multi-

tenant architectures by any third party (e.g., 

Do you have controls in place ensuring timely 
removal of systems access that is no longer 
required for business purposes?
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Diagnostic / 

Configuration 

Ports Access

IAM-03.1 User access to diagnostic and configuration ports 

shall be restricted to authorized individuals and 

applications.

Do you use dedicated secure networks to provide 
management access to your cloud service 
infrastructure?

Policies and 

Procedures

IAM-04.1 Policies and procedures shall be established to store 

and manage identity information about every 

person who accesses IT infrastructure and to 

determine their level of access. Policies shall also be 

developed to control access to network resources 

based on user identity.

Do you manage and store the identity of all 
personnel who have access to the IT 
infrastructure, including their level of access?

IAM-06.1 Access to the organization's own developed 

applications, program, or object source code, or any 

other form of intellectual property (IP), and use of 

proprietary software shall be appropriately 

restricted following the rule of least privilege based 

on job function as per established user access 

policies and procedures.

Are controls in place to prevent unauthorized 
access to your application, program, or object 
source code, and assure it is restricted to 
authorized personnel only?

IAM-06.2 Are controls in place to prevent unauthorized 
access to tenant application, program, or object 
source code, and assure it is restricted to 
authorized personnel only?

IAM-07.7 The identification, assessment, and prioritization of 

risks posed by business processes requiring third-

party access to the organization's information 

systems and data shall be followed by coordinated 

application of resources to minimize, monitor, and 

measure likelihood and impact of unauthorized or 

inappropriate access. Compensating controls 

derived from the risk analysis shall be implemented 

prior to provisioning access.

Do you share your business continuity and 
redundancy plans with your tenants?

IAM-08.1 Policies and procedures are established for 

permissible storage and access of identities used for 

authentication to ensure identities are only 

accessible based on rules of least privilege and 

replication limitation only to users explicitly defined 

as business necessary.

Do you document how you grant, approve and 
enforce access restrictions to tenant/customer 
credentials following the rules of least privilege?
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User Access 

Reviews

IAM-10.1 User access shall be authorized and revalidated for 

entitlement appropriateness, at planned intervals, 

by the organization's business leadership or other 

accountable business role or function supported by 

evidence to demonstrate the organization is 

adhering to the rule of least privilege based on job 

function. For identified access violations, 

remediation must follow established user access 

policies and procedures.

Do you require a periodical authorization and 
validation (e.g. at least annually) of the 
entitlements for all system users and 
administrators (exclusive of users maintained by 
your tenants), based on the rule of least privilege, 
by business leadership or other accountable 
business role or function?

User Access 

Revocation

IAM-11.1 Timely de-provisioning (revocation or modification) 

of user access to data and organizationally-owned or 

managed (physical and virtual) applications, 

infrastructure systems, and network components, 

shall be implemented as per established policies and 

procedures and based on user's change in status 

(e.g., termination of employment or other business 

relationship, job change or transfer). Upon request, 

provider shall inform customer (tenant) of these 

changes, especially if customer (tenant) data is used 

as part the service and/or customer (tenant) has 

some shared responsibility over implementation of 

control.

Is timely deprovisioning, revocation, or 
modification of user access to the organizations 
systems, information assets, and data 
implemented upon any change in status of 
employees, contractors, customers, business 
partners, or involved third parties?
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User ID 

Credentials

IAM-12.1 Internal corporate or customer (tenant) user 

account credentials shall be restricted as per the 

following, ensuring appropriate identity, 

entitlement, and access management and in 

accordance with established policies and 

procedures:

 • Identity trust verification and service-to-service 

application (API) and information processing 

interoperability (e.g., SSO and Federation)

 • Account credential lifecycle management from 

instantiation through revocation

 • Account credential and/or identity store 

minimization or re-use when feasible

 • Adherence to industry acceptable and/or 

regulatory compliant authentication, authorization, 

and accounting (AAA) rules (e.g., strong/multi-factor, 

expirable, non-shared authentication secrets)

Do you support use of, or integration with, existing 
customer-based Single Sign On (SSO) solutions 
to your service?

IAM-12.3 Do you support identity federation standards 
(SAML, SPML, WS-Federation, etc.) as a means 
of authenticating/authorizing users?

IAM-12.8 Do you support password (minimum length, age, 
history, complexity) and account lockout (lockout 
threshold, lockout duration) policy enforcement?

IAM-12.11 Do you have mechanisms in place for unlocking 
accounts that have been locked out (e.g., self-
service via email, defined challenge questions, 
manual unlock)?

IVS-01.1 Higher levels of assurance are required for 

protection, retention, and lifecycle management of 

audit logs, adhering to applicable legal, statutory or 

regulatory compliance obligations and providing 

unique user access accountability to detect 

potentially suspicious network behaviors and/or file 

integrity anomalies, and to support forensic 

investigative capabilities in the event of a security 

breach.

Are file integrity (host) and network intrusion 
detection (IDS) tools implemented to help 
facilitate timely detection, investigation by root 
cause analysis, and response to incidents?

IVS-01.2 Is physical and logical user access to audit logs 
restricted to authorized personnel?

IVS-01.5 Are audit logs reviewed on a regular basis for 
security events (e.g., with automated tools)?
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Clock 

Synchronization

IVS-03.1 A reliable and mutually agreed upon external time 

source shall be used to synchronize the system 

clocks of all relevant information processing systems 

to facilitate tracing and reconstitution of activity 

timelines.

Do you use a synchronized time-service protocol 
(e.g., NTP) to ensure all systems have a common 
time reference?

OS Hardening 

and Base 

Controls

IVS-07.1 Each operating system shall be hardened to provide 

only necessary ports, protocols, and services to 

meet business needs and have in place supporting 

technical controls such as: antivirus, file integrity 

monitoring, and logging as part of their baseline 

operating build standard or template.

Are operating systems hardened to provide only 
the necessary ports, protocols, and services to 
meet business needs using technical controls 
(e.g., antivirus, file integrity monitoring, and 
logging) as part of their baseline build standard or 
template?

IVS-08.1 Production and non-production environments shall 

be separated to prevent unauthorized access or 

changes to information assets. Separation of the 

environments may include: stateful inspection 

firewalls, domain/realm authentication sources, and 

clear segregation of duties for personnel accessing 

these environments as part of their job duties.

For your SaaS or PaaS offering, do you provide 
tenants with separate environments for production 
and test processes?

IVS-08.3 Do you logically and physically segregate 
production and non-production environments?

Segmentation IVS-09.1 Multi-tenant organizationally-owned or managed 

(physical and virtual) applications, and infrastructure 

system and network components, shall be designed, 

developed, deployed and configured such that 

provider and customer (tenant) user access is 

appropriately segmented from other tenant users, 

based on the following considerations:

 • Established policies and procedures

 • Isolation of business critical assets and/or 

sensitive user data and sessions that mandate 

stronger internal controls and high levels of 

assurance

 • Compliance with legal, statutory and regulatory 

compliance obligations

Are system and network environments protected 
by a firewall or virtual firewall to ensure business 
and customer security requirements?
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VMM Security - 

Hypervisor 

Hardening

IVS-11.1 Access to all hypervisor management functions or 

administrative consoles for systems hosting 

virtualized systems shall be restricted to personnel 

based upon the principle of least privilege and 

supported through technical controls (e.g., two-

factor authentication, audit trails, IP address 

filtering, firewalls, and TLS encapsulated 

communications to the administrative consoles).

Do you restrict personnel access to all hypervisor 
management functions or administrative consoles 
for systems hosting virtualized systems based on 
the principle of least privilege and supported 
through technical controls (e.g., two-factor 
authentication, audit trails, IP address filtering, 
firewalls and TLS-encapsulated communications 
to the administrative consoles)?

IVS-12.1 Are policies and procedures established and 
mechanisms configured and implemented to 
protect the wireless network environment 
perimeter and to restrict unauthorized wireless 
traffic?

IVS-12.2 Are policies and procedures established and 
mechanisms implemented to ensure wireless 
security settings are enabled with strong 
encryption for authentication and transmission, 
replacing vendor default settings (e.g., encryption 
keys, passwords, SNMP community strings)?

IVS-12.3 Are policies and procedures established and 
mechanisms implemented to protect wireless 
network environments and detect the presence of 
unauthorized (rogue) network devices for a timely 
disconnect from the network?

Interoperabi

lity & 

Portability

APIs IPY-01.1 The provider shall use open and published APIs to 

ensure support for interoperability between 

components and to facilitate migrating applications.

Do you publish a list of all APIs available in the 
service and indicate which are standard and which 
are customized?

Standardized 

Network 

Protocols

IPY-04.1 The provider shall use secure (e.g., non-clear text 

and authenticated) standardized network protocols 

for the import and export of data and to manage the 

service, and shall make available a document to 

consumers (tenants) detailing the relevant 

interoperability and portability standards that are 

involved.

Can data import, data export and service 
management be conducted over secure (e.g., non-
clear text and authenticated), industry accepted 
standardized network protocols?

Mobile 

Security

Approved 

Applications

MOS-03.1 The company shall have a documented policy 

prohibiting the installation of non-approved 

applications or approved applications not obtained 

through a pre-identified application store.

Do you have a policy enforcement capability (e.g., 
XACML) to ensure that only approved applications 
and those from approved application stores can 
be loaded onto a mobile device?
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Awareness and 

Training

MOS-05 The provider shall have a documented mobile device 

policy that includes a documented definition for 

mobile devices and the acceptable usage and 

requirements for all mobile devices. The provider 

shall post and communicate the policy and 

requirements through the company's security 

awareness and training program.

Do you have a documented mobile device policy 
in your employee training that clearly defines 
mobile devices and the accepted usage and 
requirements for mobile devices?

SEF-02.1 Policies and procedures shall be established, and 

supporting business processes and technical 

measures implemented, to triage security-related 

events and ensure timely and thorough incident 

management, as per established IT service 

management policies and procedures.

Do you have a documented security incident 
response plan?

Do you have a dedicated security team?
SEF-02.4 Have you tested your security incident response 

plans in the last year?
SEF-03.1 Workforce personnel and external business 

relationships shall be informed of their responsibility 

and, if required, shall consent and/or contractually 

agree to report all information security events in a 

timely manner. Information security events shall be 

reported through predefined communications 

channels in a timely manner adhering to applicable 

legal, statutory, or regulatory compliance 

obligations.

Are workforce personnel and external business 
relationships adequately informed of their 
responsibility, and, if required, consent and/or 
contractually required to report all information 
security events in a timely manner?

What is your SLA for security incident 
notification?

SEF-03.2 Do you have predefined communication channels 
for workforce personnel and external business 
partners to report incidents in a timely manner 
adhering to applicable legal, statutory, or 
regulatory compliance obligations?

Does your logging and monitoring framework 
allow isolation of an incident to specific tenants?
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Incident 

Response Legal 

Preparation

SEF-04.2 Proper forensic procedures, including chain of 

custody, are required for the presentation of 

evidence to support potential legal action subject to 

the relevant jurisdiction after an information 

security incident.  Upon notification, customers 

and/or other external business partners impacted by 

a security breach shall be given the opportunity to 

participate as is legally permissible in the forensic 

investigation.

Does your incident response capability include the 
use of legally admissible forensic data collection 
and analysis techniques?

SEF-04.3 Are you capable of supporting litigation holds 
(freeze of data from a specific point in time) for a 
specific tenant without freezing other tenant data?

SEF-04.4 Do you enforce and attest to tenant data 
separation when producing data in response to 
legal subpoenas?
Are systems in place to monitor for privacy 
breaches and notify tenants expeditiously if a 
privacy event may have impacted their data?

Data Quality 

and Integrity

STA-01.2 Providers shall inspect, account for, and work with 

their cloud supply-chain partners to correct data 

quality errors and associated risks. Providers shall 

design and implement controls to mitigate and 

contain data security risks through proper 

separation of duties, role-based access, and least-

privilege access for all personnel within their supply 

chain.

Do you design and implement controls to mitigate 
and contain data security risks through proper 
separation of duties, role-based access, and least-
privileged access for all personnel within your 
supply chain?

Incident 

Reporting

STA-02.1 The provider shall make security incident 

information available to all affected customers and 

providers periodically through electronic methods 

(e.g. portals).

Do you make security incident information 
available to all affected customers and providers 
periodically through electronic methods (e.g., 
portals)?

Network / 

Infrastructure 

Services

STA-03.1 Business-critical or customer (tenant) impacting 

(physical and virtual) application and system-system 

interface (API) designs and configurations, and 

infrastructure network and systems components, 

shall be designed, developed, and deployed in 

accordance with mutually agreed-upon service and 

capacity-level expectations, as well as IT governance 

and service management policies and procedures.

Do you collect capacity and use data for all 
relevant components of your cloud service 
offering?
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STA-05.4 Supply chain agreements (e.g., SLAs) between 

providers and customers (tenants) shall incorporate 

at least the following mutually-agreed upon 

provisions and/or terms:

 • Scope of business relationship and services 

offered (e.g., customer (tenant) data acquisition, 

exchange and usage, feature sets and functionality, 

personnel and infrastructure network and systems 

components for service delivery and support, roles 

and responsibilities of provider and customer 

(tenant) and any subcontracted or outsourced 

business relationships, physical geographical 

location of hosted services, and any known 

regulatory compliance considerations)

 • Information security requirements, provider and 

customer (tenant) primary points of contact for the 

duration of the business relationship, and references 

to detailed supporting and relevant business 

processes and technical measures implemented to 

enable effectively governance, risk management, 

assurance and legal, statutory and regulatory 

compliance obligations by all impacted business 

relationships

 • Notification and/or pre-authorization of any 

changes controlled by the provider with customer 

(tenant) impacts

 • Timely notification of a security incident (or 

confirmed breach) to all customers (tenants) and 

Do third-party agreements include provision for 
the security and protection of information and 
assets?

STA-05.5 Do you have the capability to recover data for a 
specific customer in the case of a failure or data 
loss?

Supply Chain 

Metrics

STA-07.4 Policies and procedures shall be implemented to 

ensure the consistent review of service agreements 

(e.g., SLAs) between providers and customers 

(tenants) across the relevant supply chain 

(upstream/downstream).

Reviews shall performed at least annually and 

identity non-conformance to established 

agreements.  The reviews should result in actions to 

address service-level conflicts or inconsistencies 

resulting from disparate supplier relationships.

Do you provide tenants with ongoing visibility and 
reporting of your operational Service Level 
Agreement (SLA) performance?
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Third Party 

Audits

STA-09.1 Third-party service providers shall demonstrate 

compliance with information security and 

confidentiality, access control, service definitions, 

and delivery level agreements included in third-party 

contracts. Third-party reports, records, and services 

shall undergo audit and review at least annually to 

govern and maintain compliance with the service 

delivery agreements.

Do you mandate annual information security 
reviews and audits of your third party providers to 
ensure that all agreed upon security requirements 
are met?

STA-09.2 Do you have external third party services conduct 
vulnerability scans and periodic penetration tests 
on your applications and networks?

Antivirus / 

Malicious 

Software

TVM-01.1 Policies and procedures shall be established, and 

supporting business processes and technical 

measures implemented, to prevent the execution of 

malware on organizationally-owned or managed 

user end-point devices (i.e., issued workstations, 

laptops, and mobile devices) and IT infrastructure 

network and systems components.

Do you have anti-malware programs that support 
or connect to your cloud service offerings installed 
on all of your IT infrastructure network and 
systems components?

Vulnerability / 

Patch 

Management

TVM-02.1 Policies and procedures shall be established, and 

supporting processes and technical measures 

implemented, for timely detection of vulnerabilities 

within organizationally-owned or managed 

applications, infrastructure network and system 

components (e.g. network vulnerability assessment, 

penetration testing) to ensure the efficiency of 

implemented security controls. A risk-based model 

for prioritizing remediation of identified 

vulnerabilities shall be used. Changes shall be 

managed through a change management process for 

all vendor-supplied patches, configuration changes, 

or changes to the organization's internally 

developed software. Upon request, the provider 

informs customer (tenant) of policies and 

procedures and identified weaknesses especially if 

customer (tenant) data is used as part the service 

and/or customer (tenant) has some shared 

responsibility over implementation of control.

Do you conduct network-layer vulnerability scans 
regularly as prescribed by industry best practices?  
How often do you perform vulnerability scans?
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What is your security patch process and how 
often do you push updates?
Will the customers be impacted during updates 
and maintenance windows?
Do you have a process for notifying customers of 
updates and maintenance? 

TVM-02.2 Do you conduct application-layer vulnerability 
scans regularly as prescribed by industry best 
practices?

TVM-02.3 Do you conduct local operating system-layer 
vulnerability scans regularly as prescribed by 
industry best practices?

TVM-02.5 Do you have a capability to patch vulnerabilities 
across all of your computing devices, applications, 
and systems?

Mobile Code TVM-03.1 Policies and procedures shall be established, and 

supporting business processes and technical 

measures implemented, to prevent the execution of 

unauthorized mobile code, defined as software 

transferred between systems over a trusted or 

untrusted network and executed on a local system 

without explicit installation or execution by the 

recipient, on organizationally-owned or managed 

user end-point devices (e.g., issued workstations, 

laptops, and mobile devices) and IT infrastructure 

network and systems components.

Is mobile code authorized before its installation 
and use, and the code configuration checked, to 
ensure that the authorized mobile code operates 
according to a clearly defined security policy?

Threat and 

Vulnerability 

Managemen

t
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Integrations

Name of System / Application to be 
integrated

Direction of integration (From where to 
where)

Known details of integration - what is to be 
integrated.

Azure AD Azure AD to IDM Syncing from local AD
AD AD to IDM AD syncing to Azure

Fastpath IDM to Fastpath
Fastpath is currently SOD software connected to 
Oracle HSM

Oracle HSM Oracle to IDM using third party connector
Oracle SOD IDM to Oracle Future possibility

Azure
Fastpath
Oracle Onboarding
Oracle SOD

The following is a preliminary list of required integrations. This list is not exhaustive and integrations and/or interfaces may be added or removed 
throughout the course of the project.
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Definitions

1.01 Project Management Plan - Outlines vendor's approach to day to day project management, including risk management, budget 

and schedule management, communication management and change management 
1.02 System Implementation Plan - Outlines the vendor's approach to implementing (via Traditional or Hybrid Agile) the required 

system components and modules
1.03 Disaster Recovery Plan - Outlines the vendor's approach to recovering lost data due to external or internal system failure, including 

archived data
1.04 Quality Assurance Plan  - Outlines the vendor's approach to reviewing work product, including configurations, to ensure they meet 

Capital Metro requirements and specifications 
1.05 Integration Design Plan  - Outlines the vendor's approach to successfully fulfilling the requirements for internal and external 

integrations 
1.06 Risk Management Plan  - Outlines the vendor's approach to identifying and mitigating risk throughout the project
1.07 Test Plan  - Outlines the vendor's approach to all testing throughout the lifecycle of the project, including development of test 

processes, scripts and approach to execution

Definitions
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