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Dell Customer Communication - Confide@APITAL METROPOLITAN TRANSPORTATION AUTHORITY

EXHIBIT A
PRICING SCHEDULE
RFP 307649

THE OFFEROR IS REQUIRED TO SIGN AND DATE EACH PAGE OF THIS SCHEDULE

1. IDENTIFICATION OF OFFEROR AND SIGNATURE OF AUTHORIZED AGENT

Company Name (Printed) |Dell Marketing, L.P.

Address One Dell Way
City, State, Zip Round Rock, TX 78682
Phone, Fax, Email (512) 720-4661 Heather_Jones1@Dell.com

The undersigned agrees, if this offer is accepted within the period specified, to furnish any or all supplies and/or services specified in the
Schedule at the prices offered therein.

Authorized Agent Name | [oather Jones, Proposal Manager
and Title (Printed)

Signature and Date

//M(Z/ / 3/22/2022

2. ACKNOWLEDGEMENT OF AMENDMENTS

The offeror acknowledges receipt of the following amendment(s) to this solicitation (give number and date of each).

Amendment # Date Amendment # Date

None at time of submission

3. PROMPT PAYMENT DISCOUNT

| # of Days | N/A | Percentage N/A %

Note, payment terms are specified in Exhibit E, Contractual Terms and Conditions.

4. SBE OR DBE (choose one) GOAL (TO BE COMPLETED UPON AWARD BY CAPITAL METRO)

The SBE OR DBE (choose one) participation commitment for this contract is the following percentage of the total contract:

| N/A %

5. AUTHORITY’S ACCEPTANCE (TO BE COMPLETED UPON AWARD BY CAPITAL METRO)

The Authority hereby accepts this offer.

Muhammad Abdullah, CTCM, C.P.M.

Authorized Agent Name and Title (Printed) Chief Contracting Officer

Signature and Date E-SIGNED by Muhammad Abdullah April 29, 2022
on 2022-04-29 17:23-11 GMT

Exhibit A, Pricing Schedule, Dated March 22, 2022, Section 7, Pricing,
Accepted as to: Base Items 1 Through 4, for a Total Not to Exceed Amount of
$491,415.80
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The remainder of Exhibit A
— Pricing Schedule has
been redacted.

For further information regarding Exhibit A, you may:

o Reach out to the Contractor directly via the Contractor contact
details provided on the cover page of this contract.

OR

e Submit a public information request directly to PIR@capmetro.org.

For more information regarding the Public Information Act and submitting public information requests,
follow this link to our website: https://www.capmetro.org/legal/



https://www.capmetro.org/legal/
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

EXHIBIT B
REPRESENTATIONS AND CERTIFICATIONS
(LOCALLY FUNDED SUPPLY/SERVICE/CONSTRUCTION CONTRACTS)

MUST BE RETURNED WITH THE OFFER

1. TYPE OF BUSINESS

(@) The offeror operates as (mark one):

] An individual

(W] A partnership

[] A sole proprietor
] A corporation

[] Another entity

(b) Ifincorporated, under the laws of the State of:

Delaware.

2, PARENT COMPANY AND IDENTIFYING DATA

(@) The offeror (mark one):

W is
[1is not

owned or controlled by a parent company. A parent company is one that owns or controls the activities and basic
business policies of the offeror. To own the offering company means that the parent company must own more than
fifty percent (50%) of the voting rights in that company.

(b) A company may control an offeror as a parent even though not meeting the requirements for such ownership
if the company is able to formulate, determine, or veto basic policy decisions of the offeror through the use of dominant
minority voting rights, use of proxy voting, or otherwise.

(c) If not owned or controlled by a parent company, the offeror shall insert its own EIN (Employer’s Identification
Number) below:

(d) If the offeror is owned or controlled by a parent company, it shall enter the name, main office and EIN number
of the parent company, below:

Dell Technologies Inc.
One Dell Way Round Rock, TX
78682.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

3. CERTIFICATION OF INDEPENDENT PRICE DETERMINATION

(a) The offeror (and all joint venture members, if the offer is submitted by a joint venture) certifies that in connection
with this solicitation:

(1)  the prices offered have been arrived at independently, without consultation, communication, or agree-
ment for the purpose of restricting competition, with any other offeror or with any other competitor;

(2) unless otherwise required by law, the prices offered have not been knowingly disclosed by the offeror
and will not knowingly be disclosed by the offeror prior to opening of bids in the case of an invitation for bids, or prior
to contract award in the case of a request for proposals, directly or indirectly to any other offeror or to any competitor;
and

(3) no attempt has been made or will be made by the offeror to induce any other person or firm to submit or
not to submit an offer for the purpose of restricting competition.

(b) Each signature on the offer is considered to be a certification by the signatory that the signatory:

(1) is the person in the offeror’s organization responsible for determining the prices being offered in this bid
or proposal, and that the signatory has not participated and will not participate in any action contrary to paragraphs
(a)(1) through (a)(3) of this provision; or

(i) has been authorized, in writing, to act as agent for the following principals in certifying that those
principals have not participated, and will not participate in any action contrary to paragraphs (a)(1) through (a)(3) of
this provision [insert full name of person(s) in the offeror’'s organization responsible for determining the
prices offered in this bid or proposal, and the title of his or her position in the offeror’s organization];

(i)  as an authorized agent, does certify that the principals named in subdivision (b)(2)(i) of this pro-
vision have not participated, and will not participate, in any action contrary to paragraphs (a)(1) through (a)(3) of
this provision; and

(i)  as an agent, has not personally participated, and will not participate, in any action contrary to
paragraphs (a)(1) through (a)(3) of this provision.

(c) Ifthe offeror deletes or modifies paragraph (a)(2) of this provision, the offeror must furnish with its offer a signed
statement setting forth in detail the circumstances of the disclosure.

4, DEBARMENT, SUSPENSION, INELIGIBILITY AND VOLUNTARY EXCLUSION

(a) In accordance with the provisions of 2 C.F.R. (Code of Federal Regulations), part 180, the offeror certifies to
the best of the offeror’'s knowledge and belief, that it and its principals:

(1) are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily ex-
cluded from covered transactions by any Federal department or agency;

(2) have not within a three (3) year period preceding this offer been convicted of or had a civil judgment
rendered against them for the commission of fraud or a criminal offense in connection with obtaining, attempting to
obtain, or performing a public (Federal, State, or local) transaction or contract under a public transaction; violation of
Federal or State antitrust statutes, or commission of embezzlement, theft, forgery, bribery, falsification or destruction
of records, making false statements, or receiving stolen property;

(3) are not presently indicted for or otherwise criminally or civilly charged by a governmental entity (Federal,
State, or local) with commission of any of the offenses enumerated in (a)(2) above; and

(4) have not within a three (3) year period preceding this offer had one or more public transactions (Federal,
State, or local) terminated for cause or default.

RFP 307649 (01/06/2022) Page 2 of 13 Exhibit B



CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(b)  Where the offeror is unable to certify to any of the statements above, the offeror shall attach a full explanation
to this offer.

(c)  For any subcontract at any tier expected to equal or exceed $25,000:

(1) In accordance with the provisions of 2 C.F.R. part 180, the prospective lower tier subcontractor certifies,
by submission of this offer, that neither it nor its principals are presently debarred, suspended, proposed for debar-
ment, declared ineligible, or voluntarily excluded from participation in this transaction by any Federal department or
agency.

(2) Where the prospective lower tier participant is unable to certify to the statement, above, an explanation
shall be attached to the offer.

(3) This certification (specified in paragraphs (c)(1) and (c)(2), above) shall be included in all applicable
subcontracts and a copy kept on file by the prime contractor. The prime contractor shall be required to furnish copies
of the certifications to the Authority upon request.

5. COMMUNICATIONS

(a)  All oral and written communications with the Authority regarding this solicitation shall be exclusively with, or on
the subjects and with the persons approved by, the persons identified in this solicitation. Discussions with any other
person not specified could result in disclosure of proprietary or other competitive sensitive information or otherwise
create the appearance of impropriety or unfair competition and thereby compromise the integrity of the Authority’s
procurement system. If competition cannot be resolved through normal communication channels, the Authority’s
protest procedures shall be used for actual or prospective competitors claiming any impropriety in connection with
this solicitation.

(b) By submission of this offer, the offeror certifies that it has not, and will not prior to contract award, communicate
orally or in writing with any Authority employee or other representative of the Authority (including Board Members,
Capital Metro contractors or consultants), except as described below:

Individual’'s Name Date/Subject of Communication

(Attach continuation form, if necessary.)

6. CONTINGENT FEE

(a) Except for full-time, bona fide employees working solely for the offeror, the offeror represents as part of its offer
that it (mark one):

] has
(W] has not

employed or retained any company or persons to solicit or obtain this contract, and (mark one):

] has
(W] has not

paid or agreed to pay any person or company employed or retained to solicit or obtain this contract any commission,
percentage, brokerage, or other fee contingent upon or resulting from the award of this contract.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(b)  The offeror agrees to provide information relating to (a) above, when any item is answered affirmatively.

*** Dell adheres to its own internal Code of Conduct that we believe meets or exceeds the intent of the
7. CODE OF ETHICS Customer's Code of Conduct. Further details on Dell's Code of Conduct can be found online at
https://www.delltechnologies.com/content/dam/delltechnologies/assets/whoweare/resources/Dell%
20Technologies%20Code%200f%20Conduct%20-%20English.pdf ***

(a) Statement of Purpose

The brand and reputation of Capital Metro is determined in large part by the actions or ethics of representatives of
the agency. Capital Metro is committed to a strong ethical culture and to ethical behavior by all individuals serving
Capital Metro as employees, members of the Board of Directors or volunteers. Individuals serving Capital Metro will
conduct business with honesty and integrity. We will make decisions and take actions that are in the best interest of
the people we serve and that are consistent with our mission, vision and this policy. The Code of Ethics (the “Code”)
documents Capital Metro’s Standards of Ethical Conduct and policies for Ethical Business Transactions. Compliance
with the Code will help protect Capital Metro’s reputation for honesty and integrity. The Code attempts to provide
clear principles for Capital Metro’s expectations for behavior in conducting Capital Metro business. We have a duty
to read, understand and comply with the letter and spirit of the Code and Capital Metro policies. You are encouraged
to inquire if any aspect of the Code needs clarification.

(b)  Applicability
The Code applies to Capital Metro employees, contractors, potential contractors, Board Members and citizen advi-
sory committee members. Violation of the Code of Ethics may result in discipline up to and including termination or
removal from the Board of Directors.
(c) Standards of Ethical Conduct
The public must have confidence in our integrity as a public agency and we will act at all times to preserve the trust
of the community and protect Capital Metro’s reputation. To demonstrate our integrity and commitment to ethical
conduct we will:

(1)  Continuously exhibit a desire to serve the public and display a helpful, respectful manner.

(2)  Exhibit and embody a culture of safety in our operations.

(3) Understand, respect and obey all applicable laws, regulations and Capital Metro policies and procedures
both in letter and spirit.

(4) Exercise sound judgment to determine when to seek advice from legal counsel, the Ethics Officer or
others.

(5) Treat each other with honesty, dignity and respect and will not discriminate in our actions toward others.
(6)  Continuously strive for improvement in our work and be accountable for our actions.

(7)  Transact Capital Metro business effectively and efficiently and act in good faith to protect the Authority’s
assets from waste, abuse, theft or damage.

(8) Be good stewards of Capital Metro’s reputation and will not make any representation in public or private,
orally or in writing, that states, or appears to state, an official position of Capital Metro unless authorized to do so.

(9)  Report all material facts known when reporting on work projects, which if not revealed, could either con-
ceal unlawful or improper practices or prevent informed decisions from being made.

(10) Be fair, impartial and ethical in our business dealings and will not use our authority to unfairly or illegally
influence the decisions of other employees or Board members.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(11) Ensure that our personal or business activities, relationships and other interests do not conflict or appear
to conflict with the interests of Capital Metro and disclose any potential conflicts.

(12) Encourage ethical behavior and report all known unethical or wrongful conduct to the Capital Metro Eth-
ics Officer or the Board Ethics Officer.

(d) Roles and Responsibilities

It is everyone’s responsibility to understand and comply with the Code of Ethics and the law. Lack of knowledge or
understanding of the Code will not be considered. If you have a question about the Code of Ethics, ask.

It is the responsibility of Capital Metro management to model appropriate conduct at all times and promote an ethical
culture. Seek guidance if you are uncertain what to do.

It is Capital Metro’s responsibility to provide a system of reporting and access to guidance when an employee wishes
to report a suspected violation and to seek counseling, and the normal chain of command cannot, for whatever
reason, be utilized. If you need to report something or seek guidance outside the normal chain of command, Capital
Metro provides the following resources:

(1) Anonymous Fraud Hotline — Internal Audit
(2)  Anonymous Online Ethics Reporting System

(3) Contact the Capital Metro Ethics Officer, Vice-President of Internal Audit, the EEO Officer or Director of
Human Resources

(4)  Safety Hotline

The Capital Metro Ethics Officer is the Chief Counsel. The Ethics Officer is responsible for the interpretation and
implementation of the Code and any questions about the interpretation of the Code should be directed to the Ethics
Officer.

(e) Ethical Business Transactions
Section 1. Impartiality and Official Position

(1) A Substantial Interest is defined by Tex. Loc. Govt. Code, § 171.002. An official or a person related to
the official in the first degree by consanguinity or affinity has a Substantial Interest in:

(i)  Abusiness entity if the person owns ten percent (10%) or more of the voting stock or shares
of the business entity or owns either 10% or more or $15,000 or more of the fair market value of the business entity
OR funds received by the person from the business entity exceed 10% of the person’s gross income for the previous
year; or

(i)  Real property if the interest is an equitable or legal ownership with a fair market value of
$2,500 or more.

Capital Metro will not enter into a contract with a business in which a Board Member or employee or a Family Member
of a Board Member or employee as defined in Section 8 has a Substantial Interest except in case of emergency as
defined in the Acquisition Policy PRC-100 or the business is the only available source for essential goods and ser-
vices or property.

(2) No Board Member or employee shall:

(i) Act as a surety for a business that has work, business or a contract with Capital Metro or
act as a surety on any official bond required of an officer of Capital Metro.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(i) Represent for compensation, advise or appear on behalf of any person or firm concerning
any contract or transaction or in any proceeding involving Capital Metro’s interests.

(i)  Use his or her official position or employment, or Capital Metro’s facilities, equipment or
supplies to obtain or attempt to obtain private gain or advantage.

(iv)  Use his or her official position or employment to unfairly influence other Board members or
employees to perform illegal, immoral, or discreditable acts or do anything that would violate Capital Metro policies.

(v)  Use Capital Metro’s resources, including employees, facilities, equipment, and supplies in
political campaign activities.

(vi)  Participate in a contract for a contractor or first-tier subcontractor with Capital Metro for a
period of one (1) year after leaving employment on any contract with Capital Metro.

(vii)  Participate for a period of two (2) years in a contract for a contractor or first-tier subcontractor
with Capital Metro if the Board Member or employee participated in the recommendation, bid, proposal or solicitation
of the Capital Metro contract or procurement.

Section 2. Employment and Representation

A Board Member or employee must disclose to his or her supervisor, appropriate Capital Metro staff or the Board
Chair any discussions of future employment with any business which has, or the Board Member or employee should
reasonably foresee is likely to have, any interest in a transaction upon which the Board Member or employee may or
must act or make a recommendation subsequent to such discussion. The Board Member or employee shall take no
further action on matters regarding the potential future employer.

A Board Member or employee shall not solicit or accept other employment to be performed or compensation to be
received while still a Board Member or employee, if the employment or compensation could reasonably be expected
to impair independence in judgment or performance of their duties.

A Board Member or employee with authority to appoint or hire employees shall not exercise such authority in favor
of an individual who is related within the first degree, within the second degree by affinity or within the third degree
by consanguinity as defined by the Capital Metro Nepotism Policy in accordance with Tex. Govt. Code, Ch. 573.

Section 3. Gifts

It is critical to keep an arms-length relationship with the entities and vendors Capital Metro does business with in
order to prevent the appearance of impropriety, undue influence or favoritism.

No Board Member or employee shall:

(1)  Solicit, accept or agree to accept any benefit or item of monetary value as consideration for the Board
Member’s or employee’s decision, vote, opinion, recommendation or other exercise of discretion as a public servant.
[Tex. Penal Code §36.02(c)]

(2) Solicit, accept or agree to accept any benefit or item of monetary value as consideration for a violation
of any law or duty. [Tex. Penal Code §36.02(a)(1)]

(3) Solicit, accept or agree to accept any benefit or item of monetary value from a person the Board Member
or employee knows is interested in or likely to become interested in any Capital Metro contract or transaction if the
benefit or item of monetary value could reasonably be inferred as intended to influence the Board Member or em-
ployee. [Tex. Penal Code §36.08(d)]
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(4) Receive or accept any gift, favor or item of monetary value from a contractor or potential contractor of
Capital Metro or from any individual or entity that could reasonably be inferred as intended to influence the Board
Member or employee.

Exception: Consistent with state law governing public servants, a gift does not include a benefit or item of monetary
value with a value of less than $50, excluding cash or negotiable instruments, unless it can reasonably be inferred
that the item was intended to influence the Board Member or employee. A department may adopt more restrictive
provisions if there is a demonstrated and documented business need. [Tex. Penal Code § 36.10(a)(6)]

Exception: A gift or other benefit conferred, independent of the Board Member’'s or employee’s relationship with
Capital Metro, that is not given or received with the intent to influence the Board Member or employee in the perfor-
mance of his or her official duties is not a violation of this policy. The Capital Metro Ethics Officer or Board Ethics
Officer must be consulted for a determination as to whether a potential gift falls within this exception.

Exception: Food, lodging, or transportation that is provided as consideration for legitimate services rendered by the
Board Member or employee related to his or her official duties is not a violation of this policy.

If you are uncertain about a gift, seek guidance from the Ethics Officer.
Section 4. Business Meals and Functions

Board Members and employees may accept invitations for free, reasonable meals in the course of conducting Capital
Metro’s business or while attending a seminar or conference in connection with Capital Metro business as long as
there is not an active or impending solicitation in which the inviting contractor or party may participate and attendance
at the event or meal does not create an appearance that the invitation was intended to influence the Board Member
or employee.

When attending such events, it is important to remember that you are representing Capital Metro and if you chose to
drink alcohol, you must do so responsibly. Drinking irresponsibly may lead to poor judgment and actions that may
violate the Code or other Capital Metro policies and may damage the reputation of Capital Metro in the community
and the industry.

Section 5. Confidential Information
It is everyone’s responsibility to safeguard Capital Metro’s nonpublic and confidential information.
No Board Member or employee shall:

(1) Disclose, use or allow others to use nonpublic or confidential information that Capital Metro has not made
public unless it is necessary and part of their job duties and then only pursuant to a nondisclosure agreement ap-
proved by legal counsel or with consultation and permission of legal counsel.

(2) Communicate details of any active Capital Metro procurement or solicitation or other contract opportunity
to any contractor, potential contractor or individual not authorized to receive information regarding the active procure-
ment or contract opportunity.

Section 6. Financial Accountability and Record Keeping
Capital Metro’s financial records and reports should be accurate, timely, and in accordance with applicable laws and

accounting rules and principles. Our records must reflect all components of a transaction in an honest and forthright
manner. These records reflect the results of Capital Metro’s operations and our stewardship of public funds.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

A Board Member or employee shall:

(1)  Not falsify a document or distort the true nature of a transaction.

(2) Properly disclose risks and potential liabilities to appropriate Capital Metro staff.

(3) Cooperate with audits of financial records.

(4) Ensure that all transactions are supported by accurate documentation.

(5) Ensure that all reports made to government authorities are full, fair, accurate and timely.

(6) Ensure all accruals and estimates are based on documentation and good faith judgment.
Section 7. Conflict of Interest
Employees and Board Members are expected to deal at arms-length in any transaction on behalf of Capital Metro
and avoid and disclose actual conflicts of interest under the law and the Code and any circumstance which could
impart the appearance of a conflict of interest. A conflict of interest exists when a Board Member or employee is in a
position in which any official act or action taken by them is, may be, or appears to be influenced by considerations of
personal gain rather than the general public trust.
Conflict of Interest [Tex. Loc. Govt. Code, Ch. 171 & 176, § 2252.908]
No Board Member or employee shall participate in a matter involving a business, contract or real property transaction
in which the Board Member or employee has a Substantial Interest if it is reasonably foreseeable that an action on
the matter would confer a special economic benefit on the business, contract or real property that is distinguishable
from its effect on the public. [Tex. Loc. Govt. Code, § 171.004]
Disclosure
A Board Member or employee must disclose a Substantial Interest in a business, contract, or real property that would
confer a benefit by their vote or decision. The Board Member or employee may not participate in the consideration of
the matter subject to the vote or decision. Prior to the vote or decision, a Board Member shall file an affidavit citing
the nature and extent of his or her interest with the Board Vice Chair or Ethics Officer. [Tex. Loc. Govt. Code, §

171.004]

A Board Member or employee may choose not to participate in a vote or decision based on an appearance of a
conflict of interest and may file an affidavit documenting their recusal.

Section 8. Disclosure of Certain Relationships [Tex. Loc. Govt. Code, Ch. 176]

Definitions

o (1) A Local Government Officer is defined by Tex. Loc. Govt. Code § 176.001(4). A Local Government Of-
floers: (i) A member of the Board of Directors;

(i)  The President/CEO; or

(i) A third party agent of Capital Metro, including an employee, who exercises discretion in the
planning, recommending, selecting or contracting of a vendor.

(2) A Family Member is a person related within the first degree by consanguinity or the second degree by
affinity as defined by Tex. Govt. Code, Ch. 573.
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(3) A Family Relationship is a relationship between a person and another person within the third degree by
consanguinity or the second degree by affinity as defined by Tex. Govt. Code, Ch. 573.

(4) A Local Government Officer must file a Conflicts Disclosure Statement (FORM CIS) if:
(i) The person or certain Family Members received at least $2,500 in taxable income (other
than investment income) from a vendor or potential vendor in the last twelve (12) months through an employment or
other business relationship;

(i)  The person or certain Family Members received gifts from a vendor or potential vendor with
an aggregate value greater than $100 in the last 12 months; or

(i)  The vendor (or an employee of the vendor) has a Family Relationship with the Local Gov-
ernment Officer.

(5) A vendor doing business with Capital Metro or seeking to do business with Capital Metro is required to
file a completed questionnaire (FORM CIQ) disclosing the vendor’s affiliations or business relationship
with any Board Member or local government officer or his or her Family Member.

Section 9. Duty to Report and Prohibition on Retaliation

Board Members and employees have a duty to promptly report any violation or possible violation of this Code of
Ethics, as well as any actual or potential violation of laws, regulations, or policies and procedures to the hotline, the
Capital Metro Ethics Officer or the Board Ethics Officer.

Any employee who reports a violation will be treated with dignity and respect and will not be subjected to any form of
retaliation for reporting truthfully and in good faith. Any retaliation is a violation of the Code of Ethics and may also be
a violation of the law, and as such, could subject both the individual offender and Capital Metro to legal liability.

Section 10. Penalties for Violation of the Code of Ethics

In addition to turning over evidence of misconduct to the proper law enforcement agency when
appropriate, the following penalties may be enforced:

(1) If a Board Member does not comply with the requirements of this policy, the Board member may be
subject to censure or removal from the Board in accordance with Section 451.511 of the Texas Transportation Code.

(2) If an employee does not comply with the requirements of this policy, the employee shall be subject to
appropriate disciplinary action up to and including termination.

(3) Any individual or business entity contracting or attempting to contract with Capital Metro which offers,
confers or agrees to confer any benefit as consideration for a Board Member’s or employee’s decision, opinion,
recommendation, vote or other exercise of discretion as a public servant in exchange for the Board Member’s or
employee’s having exercised his official powers or performed his official duties, or which attempts to communicate
with a Board Member or Capital Metro employee regarding details of a procurement or other contract opportunity in
violation of Section 5, or which participates in the violation of any provision of this Policy may have its existing Capital
Metro contracts terminated and may be excluded from future business with Capital Metro for a period of time as
determined appropriate by the President/CEO.

(4) Any individual who makes a false statement in a complaint or during an investigation of a complaint with
regard to a matter that is a subject of this policy is in violation of this Code of Ethics and is subject to its penalties. In
addition, Capital Metro may pursue any and all available legal and equitable remedies against the person making the
false statement or complaint.

Section 11. Miscellaneous Provisions
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CAPITAL METROPOLITAN TRANSPORTATION AUTHORITY

(1)  This Policy shall be construed liberally to effectuate its purposes and policies and to supplement such
existing laws as they may relate to the conduct of Board Members and employees.

(2)  Within sixty (60) days of the effective date for the adoption of this Code each Board Member and em-
ployee of Capital Metro will receive a copy of the Code and sign a statement acknowledging that they have read,
understand and will comply with Capital Metro’s Code of Ethics. New Board Members and employees will receive a
copy of the Code and are required to sign this statement when they begin office or at the time of initial employment.

(3) Board Members and employees shall participate in regular training related to ethical conduct, this Code
of Ethics and related laws and policies.

8. RESERVED

9. TEXAS ETHICS COMMISSION CERTIFICATION

In accordance with Section 2252.908, Texas Government Code, upon request of the Authority, the selected contrac-
tor may be required to electronically submit a “Certificate of Interested Parties” with the Texas Ethics Commission in
the form required by the Texas Ethics Commission, and furnish the Authority with the original signed and notarized
document prior to the time the Authority signs the contract. The form can be found at www.ethics.state.tx.us. Ques-
tions regarding the form should be directed to the Texas Ethics Commission.

10. TEXAS LABOR CODE CERTIFICATION (CONSTRUCTION ONLY)

Contractor certifies that Contractor will provide workers’ compensation insurance coverage on every employee of the
Contractor employed on the Project. Contractor shall require that each Subcontractor employed on the Project pro-
vide workers’ compensation insurance coverage on every employee of the Subcontractor employed on the Project
and certify coverage to Contractor as required by Section 406.96 of the Texas Labor Code, and submit the Subcon-
tractor's certificate to the Authority prior to the time the Subcontractor performs any work on the Project.

11. CERTIFICATION REGARDING ISRAEL

As applicable and in accordance with Section 2270.002 of the Texas Government Code, the Contractor certifies that
it does not boycott Israel and will not boycott Israel during the term of this Contract.

12. CERTIFICATION REGARDING FOREIGN TERRORIST ORGANIZATIONS

Contractor certifies and warrants that it is not engaged in business with Iran, Sudan, or a foreign terrorist organiza-
tion, as prohibited by Section 2252.152 of the Texas Government Code.

13. VERIFICATION REGARDING FIREARM ENTITIES AND FIREARM TRADE ASSOCIATIONS

As applicable and in accordance with Section 2274.002 of the Texas Government Code, Contractor verifies that it
does not have a practice, policy, guidance, or directive that discriminates against a firearm entity or firearm trade
association and will not discriminate during the term of the Contract against a firearm entity or firearm trade associ-
ation.

14. BOYCOTT OF ENERGY COMPANIES PROHIBITED

Pursuant to Chapter 2274 of Texas Government Code, Contractor verifies that:

(a) it does not, and will not for the duration of the Contract, boycott energy companies, as defined in Section
2274.002 of the Texas Government Code, or
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(b) the verification required by Section 2274.002 of the Texas Government Code does not apply to Contractor and
this Contract. If circumstances relevant to this provision change during the course of the Contract, Contractor shall
promptly notify the Authority.

15. CRITICAL INFRASTRUCTURE PROHIBITION

Pursuant to Chapter 2274 of Texas Government Code, Contractor certifies that, if this Contract or any contract be-
tween Contractor and Capital Metro relates to critical infrastructure, as defined in Chapter 2274 of the Texas Gov-
ernment Code, Contractor is not owned by or the majority of stock or other ownership interest of its firm is not held
or controlled by:

(a) individuals who are citizens of China, Iran, North Korea, Russia, or a Governor-designated country; or

(b) acompany or other entity, including a governmental entity, that is owned or controlled by citizens of or is directly
controlled by the government of China, Iran, North Korea, Russia, or a Governor-designated country; or

(c) headquartered in China, Iran, North Korea, Russia, or a Governor-designated country.

16. CERTIFICATION OF PRIME CONTRACTOR PARTICIPATION

(@) The Prime Contractor certifies that it shall perform no less than thirty percent (30%) of the work with his own
organization. The on-site production of materials produced by other than the Prime Contractor’s forces shall be
considered as being subcontracted.

(b)  The organization of the specifications into divisions, sections, articles, and the arrangement and titles of the
project drawings shall not control the Prime Contractor in dividing the work among subcontractors or in establishing
the extent of the work to be performed by any trade.

(c)  The offeror further certifies that no more than seventy percent (70%) of the work will be done by subcontrac-
tors.

17. REPRESENTATION REGARDING CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE
SERVICES OR EQUIPMENT

(@)  Prohibition. This Contract is subject to the Public Law 115-232, Section 889, and 2 Code of Federal Regulations
(CFR) Part 200, including §200.216 and §200.471 related to the prohibition of certain “covered telecommunications
equipment and services”, which includes:

(1)  Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or
any subsidiary or affiliate of such entities)

(2)  Forthe purpose of public safety, security of government facilities, physical security surveillance of critical
infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced
by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology
Company (or any subsidiary or affiliate of such entities).

(3) Telecommunications or video surveillance services provided by such entities or using such equipment.

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that
the Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal
Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the
government of a covered foreign country.

(b)  Procedures. The Offeror shall review the list of excluded parties in the System for Award Management (SAM)
(https://www.sam.gov) for entities excluded from receiving federal awards for "covered telecommunications equip-
ment or services".
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(c)  Representation. The Offeror represents that—

1) It

[ ] will
(] will not

provide covered telecommunications equipment or services to the Authority in the performance of any contract, sub-
contract or other contractual instrument resulting from this solicitation. The Offeror shall provide the additional disclo-
sure information required at paragraph (e)(1) of this section if the Offeror responds "will" in paragraph (d)(1) of this
section; and

(2) After conducting a reasonable inquiry, for purposes of this representation, the Offeror represents that—

[] does
(W] does not

use covered telecommunications equipment or services, or use any equipment, system, or service that uses covered
telecommunications equipment or services. The Offeror shall provide the additional disclosure information required
at paragraph (e)(2) of this section if the Offeror responds "does" in paragraph (d)(2) of this section.

(d) Disclosures.

(1) Disclosure for the representation in paragraph (d)(1) of this provision. If the Offeror has responded "will"
in the representation in paragraph (d)(1) of this provision, the Offeror shall provide the following information as part
of the offer:

(i) For covered equipment—

(A) The entity that produced the covered telecommunications equipment (include entity name,
unique entity identifier, CAGE code, and whether the entity was the original equipment manufacturer (OEM) or a
distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applica-
ble); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(i)  For covered services—

(A) Ifthe service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer
part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the Product Service Code (PSC) of the service being
provided; and explanation of the proposed use of covered telecommunications services and any factors relevant to
determining if such use would be permissible under the prohibition in paragraph (b)(1) of this provision.

(2) Disclosure for the representation in paragraph (d)(2) of this provision. If the Offeror has responded "does"
in the representation in paragraph (d)(2) of this provision, the Offeror shall provide the following information as part
of the offer:

(i) For covered equipment—
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(A)  The entity that produced the covered telecommunications equipment (include entity name,
unique entity identifier, CAGE code, and whether the entity was the OEM or a distributor, if known);

(B) A description of all covered telecommunications equipment offered (include brand; model
number, such as OEM number, manufacturer part number, or wholesaler number; and item description, as applica-
ble); and

(C) Explanation of the proposed use of covered telecommunications equipment and any factors
relevant to determining if such use would be permissible under the prohibition in paragraph (b)(2) of this provision.

(i)  For covered services—

(A) Ifthe service is related to item maintenance: A description of all covered telecommunications
services offered (include on the item being maintained: Brand; model number, such as OEM number, manufacturer
part number, or wholesaler number; and item description, as applicable); or

(B) If not associated with maintenance, the PSC of the service being provided; and explanation
of the proposed use of covered telecommunications services and any factors relevant to determining if such use
would be permissible under the prohibition in paragraph (b)(2) of this provision.

18. SIGNATURE BLOCK FOR ALL REPRESENTATIONS AND CERTIFICATIONS

(@) These representations and certifications concern a material representation of fact upon which reliance will be
placed in awarding a contract. If it is later determined that the offeror knowingly rendered an erroneous or false
certification, in addition to all other remedies the Authority may have, the Authority may terminate the contract for
default and/or recommend that the offeror be debarred or suspended from doing business with the Authority in the
future.

(b)  The offeror shall previde-immediate-written—notice-to-the-Autherity if, at any time prior to contract award, the
offeror learns that the offeror’s certification was, or a subsequent communication makes, the certification erroneous.
*Dell will notify SAM of any changes in status. Dell cannot notify all customers individually.

(c) Offerors must set forth full, accurate and complete information as required by this solicitation (including this
attachment). Failure of an offeror to do so may render the offer nonresponsive.

(d)  Afalse statement in any offer submitted to the Authority may be a criminal offense in violation of Section 37.10
of the Texas Penal Code.

(e) lunderstand that a false statement on this certification may be grounds for rejection of this submittal or termi-
nation of the awarded contract.

Name of Offeror:
Dell Marketing L.P.

Type/Print Name of Signatory:
Heather Jones, Proposal Manager

Signature:

Il

Date:

2/28/22
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RFP 307649
Exhibit F - Project Portfolio Management System Scope and Compliance Tracebility Matrix

A The Contractor is required to indicate the compliance status relative to each individual requirement listed in the Compliance Matrix by marking C-can comply; N-cannot comply, A-will comply with an alternative Responses of “C” or “N” do not require any
further elaboration A response of "A" requires an explanation

B The Comments section shall be used for "A-will comply with an alternative" for explaining the alternative Do not add comments for "C" or "N" Questions on the Compliance Matrix should be directed to the Contracts Administrator prior to submitting

C The Contractor must deliver a system encompassing all requirements including delivery of third-party products to make the solution fully functional

D Sections 1 through 4 contain clauses from Exhibit F sections 1 through 3, and are presented for the Contractor to respond with compliance

E The Final Column entitled "Test #" will be used during the Develop Phase when the Contractor will update the Compliance Matrix with the test number that responds with each line

# Compliance Matrix Compliance | Proposer Questions | Capital Metro Response | Proposer Comments | Test #
1.0 Introduction. Capital Metropolitan Transportation Authority (“Capital Metro”) is requesting proposals for services to provide, and integrate a

Changed in |commercial off-the-shelf (COTS) Enterprise Project Portfolio Management system (hereinafter "PPM System") to replace its current Enterprise
Amendment 1 [Project Portfolio Management (hereinafter "EPPM") Tool. This project will procure and implement a PPM system to replace the current EPPM tool
and provide a two-way, real-time integration with the Oracle ERP system that is being implemented while we continue to use MS Project or
approved equivalent as our enterprise-wide scheduling tool. The system will provide predictive analytics to help ensure enterprise-wide strategy-to-
execution alighment and adaptation.

1.1 Implementation Approach. The implementation approach will incorporate the agency’s Enterprise Project Portfolio Management framework,
Changed in |program and maturity path. The selected Contractor (hereinafter the “Contractor") shall supply any required software and all proper and necessary|
Amendment 1 [licenses and services to fully configure, and integrate the PPM System into the existing environment. The approach must maximize the out of the box
functionality of a PPM system to minimize development of customizations and complexity for future supportability and upgradability.
CapMetro expects the proposal to include an implementation schedule, and that the contractor will provide the resources needed for a successful
transition to the software solution.

1.2 Background. Capital Metro connects people, jobs and communities by providing Central Texans with safe, high-quality and sustainable
transportation alternatives. The agency provides 30 million rides annually on its buses, trains, paratransit and vanpool vehicles and serves a
population of more than 1.2 million in its 543-square-mile service area. The region’s transportation leader, Capital Metro has invested in transit
services like its High-Frequency Network, which move more people, more reliably, as well as its innovative on-demand service Pickup. Capital Metro
is committed to increasing regional mobility and, through Project Connect, will transform how people travel throughout Central Texas. Visit
capmetro.org for more information.

1.3 Current Project Portfolio Management Environment: The current EPPM tool uses Microsoft Project Portfolio Management Software - Project Online
integrated with four other Microsoft products: Project Web App (PWA), Power BI, SharePoint, and Dynamics AX to provide a centralized repository
for conducting capital project portfolio management activities and project management delivery.

Capital Metro implemented an EPPM framework with processes based on the Project Management Institute (PMI) Project Management Body of
Knowledge (“PMBOK”). The EPPM framework defines the business processes and governance based on types and thresholds. The financial system of
record for Capital Metro and for project accounting is currently Microsoft Dynamics AX (“AX”) supported by Tyler Technologies, which is currently
being replaced with Oracle using integration services of Application Software Technology, ("AST") . If there is any configuration change,
customization or code development within Oracle, contractor needs to identify & provide full technical, functional, Ul/prototype, security,
segregation of duties, reports and other details along with comprehensive test scripts for specific tasks and deliverables that will implement.
Contractor needs to work closely with the AST team to ensure that the integration works as required and to obtain all documentation that would be
included with Contractors own system documentation. Project managers also use Office 365 Microsoft SharePoint (“SharePoint”) to store project
documents as its record keeping system of record.

1.4 Key System Benefits. The key benefits envisioned for the EPPM tool and to be realized with the replacement of the EPPM tool with the PPM System
include:

eIncreasing project visibility across the organization, resulting in better cross-department planning and execution,

*Providing enterprise portfolio data and reports to facilitate prioritization, rebalancing and management of the portfolio,

eAutomating project management processes to improve team collaboration and project execution,

eStreamlining and standardizing project proposals to support annual board funding and planning processes, and

eImproving project planning, execution and closing process with defined Workflow, Change Request process etc. to optimize our investments

The EPPM tool (now) and the PPM system (to be) provide a required component of the EPPM program of people, processes, technology, financial
management, and relationships (project and resource dependencies).
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# Compliance Matrix Compliance | Proposer Questions | Capital Metro Response | Proposer Comments | Test #
1.5 EPPM Program Governance: The Capital Metro EPPM program governance includes an Advisory Committee (AC) and a Steering Committee (SC). The
Changed in |Capital Metro Project Manager for this project will ensure the engagement of these committees as needed in the success of this project and

Amendment 1

alignment of the PPM system with the EPPM program.

2.0 PPM System Functional Requirements

21 Functional requirements. The requirements in this Exhibit F Scope of Services and Compliance Matrix are functional in nature and do not encompass
all requirements. The selected Contractor shall supply all services to fully configure, integrate, and implement the PPM system. The Contractor shall
determine, through the Plan and Design phases, the impacts to the rest of the system and specific technical modifications needed to carry out the
intent herein. The Contractor shall document and discuss said needs with Capital Metro and implement the final agreed-upon solution accordingly.

2.2 Saas$ Solution. Capital Metro prefers a Software-as-a-Service software solution. The solution will be subject to the requirements as defined herein

Changed in |and other sections of the contract. Fhe PPM System will be subjeet to Exhibit 1T {Hosted Selutiens} - Additional Ferms and Cenditions for the
Amendment 1 [Perfermanece-oftnformationFechnology-(HH-Preductsand-Services—

23 Integrations. This project aims to integrate the new PPM System with other Capital Metro software. APIs are included as deliverables. See section
8.12 for additional information.

2.4 Systems Environment. Capital Metro uses several systems that provide project management data e.g. estimated budgets, actual, task tracking,
change management and project/portfolio health statuses. Capital Metro has limited documentation on APIs for 3rd party products. Contractor is
responsible for coordinating with these vendors to obtain any information and assistance needed. All costs associated with integration between the
EPPM software and Capital Metro systems shall be borne by the Contractor. Capital Metro's systems that contain fare information to include but not
limited to:

24.1 Client computers: Microsoft Windows 10 64bit (and above) with Microsoft Office 2016 (and above), Microsoft 365 applications including Word,

Excel, PowerPoint, Outlook, MS Project

24.2 Browser: MS Edge, Google Chrome

2.4.3 Servers: Microsoft Server 2016, 64bit (and above); Server 2019 preferred

2.4.4 Databases: Microsoft SQL Server 2016, 64bit (and above); SQL Server 2019 preferred

2.4.5 VMware ESXi, 6.7 (and above) for server virtualization

2.4.6 Antivirus: McAfee Endpoint Security Platform and McAfee Security Threat Protection Version 10.7 (and above)

24.7 Citrix XenApp LTSR 1912 (and above)

24.8 Oracle Fusion Cloud Enterprise Resource Planning (ERP)

2.4.9 MS Dynamics AX (2012 R3) is currently being replaced by Oracle Financials. The Project Development Approach will be to schedule the Oracle and
PPM System integrations so that no double entry, parallel system maintenance, and/or financial system data workarounds' will be required. It is
listed here as a possible, low probability temporary integration contingency for the Contractor to acknowledge that may be discussed as a change
request in the future.

2.4.10 Power Bl Professional and Microsoft Azure Services; additionally CapMetro also has a ITS2009 Data Warehouse and Business Intelligence project
being implemented that may require future integration development approach that may be discussed as a change request in the future.

2.6 Data Migration.

2.6.1 All EPPM tool data will be migrated by the Contractor into the PPM system, but not the data from completed projects. Data migrated to include:

Changed in |MS Project, Project scope, Strategic business alignment, Basic project information (Project number/name, Department, PM, Business Owner, Project

Amendment 1

Champion, Senior Executive), and Operating / Replacement Costs. Sharepoint Enterprise Site documents such as Project Charter, Contracts, and
many others will stay in Sharepoint for both active and closed projects. The Contractor must provide the labor for migration activities with limited
support from CapMetro due to resource constraints in this area

2.7 Data Archiving/Disaster Recovery/System Availability. The solution shall meet or exceed Capital Metro's required availability and recovery,
requirements:
2.7.1 System meet uptime requirement of 99.9%
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# Compliance Matrix Compliance | Proposer Questions | Capital Metro Response | Proposer Comments | Test #
2.7.2 Downtime procedures for scheduled maintenance windows or outages with option for after regular office hours as needed.
2.7.3 Disaster recovery plan and data archiving processes
274 Security Plan to include but not limited to: Data breach process, Auditing schedule, Standards used, Data Privacy process
2.7.5 System must provide a process to archive data into Microsoft SharePoint which is our legal archiving system of record.
3.0-7.0 EPPM Phase Tasks and Deliverables - Reference Appendix A
8.0 Functional Requirements.
8.1 General System Functionality
Deleted in
Amendment 1
8.1.3 Intuitive modern interface
8.1.4 System is fully documented and in-context web based help is available for all functions
8.1.5 Powerful search capability and ability to search for user defined fields
8.1.6 Centralized administration function allowing administrative users to easily perform advanced system configuration
8.1.7 Provide for the migration of all project data that resides in current systems including financial information / transactions and to link Authority
SharePoint associated documentation to the system
8.1.8 Provide tools to support consistent PMBOK-based EPPM management of projects
8.1.9 System workflows must show date and time of decisions made and allow for notes to be included with workflow; All workflow stages and notes
should be viewable including the current stage and approval status
8.2 Project Proposal/Initiation/Plan
8.2.1 Create standardized, automated project proposals with corresponding data, content and business rules that can be approved converted into active
projects through auditable workflow processes throughout the project management / lifecycle
8.2.2 Create and manage project proposals across fiscal years supporting a variety of project types such as capital, operating and work-orders (non-capital
expenditures)
8.2.3 Create project proposals that can be assign multiple projects to a grant and multiple grants to a project
8.2.4 Rank and provide portfolio project prioritization for projects, programs and proposals on one or more sets of user-defined criteria for selection
criteria
8.2.5 Rank and provide portfolio project prioritization for projects, programs and proposals on one or more sets of criteria for program or portfolio
optimization on demand throughout the year
8.2.6 Provide analysis and prioritization activities that includes user-defined drivers, prioritization of drivers, and analyzation by drivers
8.2.7 Analyze selected or the entire portfolio of projects by budget constraints (e.g. by current fiscal year, five-year CIP, funding resource
8.2.8 Define dependencies among projects and programs, for example, project X may only be selected if project Y is selected
8.2.9 Adjust project processes based on the size and/or type of the project (e.g., total project amount, project length
8.2.10 Support the development of a project management plan that includes: a scope management plan, a project team / resource management plan, a
schedule management plan that includes creation of a work breakdown structure (WBS), a budget / financial management plan that references the
detailed schedule and milestone payment plan, a communications management plan, a risk management plan, a procurement plan, a document
control plan, a quality management plan that includes establishment of system components and integration test plan, system metrics and metric
checklists, and an operations maintenance plan
8.2.11 Include workflow for the development of project artifacts including but not limited to: Strategic Impact/Alignment, Project Charter, Roles and
Responsibilities, Backlog, Change Log, Issue Log (aka Action Items and Issues Log / AlL), Risk Factors, Risk Register, Stakeholder Register, and Project
Management Plan (see above)
8.2.12 Create and maintain an organizational hierarchy within the PPM System or through integration to external directories
8.2.13 Stage gate approval process for project requests / proposals
8.2.14 Ability to estimate resource labor costs and revenue potential at the project request/proposal stage
8.2.15 Ability to expose or hide configurable fields in the project request form
8.2.16 Ability to enable and automate project request and change request workdflow approval order and notifications
8.2.17 Support "proposed" projects not yet approved: for reporting on what-if scenarios and projections
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# Compliance Matrix Compliance | Proposer Questions | Capital Metro Response | Proposer Comments | Test #
8.2.18 Support multiple configurable request types (e.g., new project request, change request, etc.)
8.2.19 Attach documents to requests
8.3 Project Portfolio Management
8.3.1 Create user definable portfolios
8.3.2 Categorize Portfolios as a separate entity type
8.3.3 Many-to-Many relationships between Projects and Portfolios
8.34 Many-to-Many relationships between Portfolios and other entities such as vendors, assets, and projects to facilitate portfolio analysis and strategy
8.3.5 Track and manage project dependencies to other projects, programs and portfolios
8.3.6 Provide portfolio balancing, project and program benefit maps, prioritization/ranking and optimizing the portfolio as needed throughout the year,
what-if analysis with associated reports and dashboards. The system has the ability to accommodate project prioritization and balancing against
available funds and resources. System must accomodate business processes for capturing all the project previous years expenditures, current year
budget and expenditures, 5-year Capital Improvement Fund budget years 1 to 5 summary years and total of year 1 to 5, and the Long Range
Financial Plan which includes years 6 through 20 as part of the budgeting process.
8.3.7 Monitor project quality, document inspections and testing results, resolve test failures and manage punch lists
8.3.8 Maintain and update an actions / issues log, risk registry, and documentation for project team meetings and steering committee meetings and
8.3.9 Group related projects by any project type, program, portfolio attribute
8.3.10 Associate projects to the organizational structure (business unit, division, etc.)
8.3.11 Roll up budgets and costs from projects to portfolios and departments, etc.
8.3.12 Map projects to corporate objectives
8.3.13 Automate a project closeout checklist and store closeout data within the system; ability to provide access to users to view and edit the closeout
checklists during the closeout process
8.3.14 Track the project closeout process and document the activities and approvals with a dynamic workflow system
8.3.15 Generate Project Manager notifications when project is undergoing closeout and provide users a historical overview of the project in closeout
8.3.16 Support historical database for searches and reports to allow for continuous improvement of project and portfolio for future projects
8.3.17 Allow for project classification, filtering, and sorting by type and other characteristics - please describe these capabilities
8.4 Application Portfolio Management
8.4.1 Supports Application Portfolio Management
8.4.2 Ability to capture custom attributes for applications such as Architecture Attributes, Maintenance Renewal Date, etc.
8.4.3 Ability to create many-to-many relationships between applications and other entities such as projects, assets, business capabilities, etc.
8.4.4 Application level dashboards to facilitate application level reporting
8.4.5 Ability to roll-up costs and resource utilization from projects
8.4.6 Ability to track time directly to applications
8.4.7 Ability to upload and categorize attachments to applications (contracts, architecture diagrams, etc.)
8.4.8 Supports Gartner's TIME methodology
8.4.9 Ability to capture application costs such as maintenance costs, etc.
8.4.10 Ability to calculate total cost of ownership for each application (including vendor costs and internal maintenance and support cost
8.5 Resource Management
8.5.1 Allow resource managers the ability to add, remove resources available in the resource pools and manage hours available to work on projects
8.5.2 Track resource rates
8.5.3 Allocate resources to a project (top-down) by hours or FTE
8.5.4 Schedule resources to tasks, then roll estimates up to the project
8.5.5 View resource allocations and schedules across projects
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# Compliance Matrix Compliance | Proposer Questions | Capital Metro Response | Proposer Comments | Test #
8.5.6 Instantaneous what-if analysis on resource supply and demand
8.5.7 Automated resource utilization calculations for individuals and roles
8.5.8 Automated labor costing and roll-ups by project, business unit, portfolio, etc.
8.5.9 Capture contact and other HR information in resource profile
8.5.10 Resource skill inventory and tracking
8.5.11 Resource capacity vs. demand reporting
8.5.12 Corporate level calendaring to track corporate holidays and standard time off
8.5.13 Individual resource level calendaring to reflect events such as vacation, PTO, sick leave, etc. and reduce individual resource availability
8.5.14 Utilization tracking (planned vs. actual), (planned vs. scheduled) & (scheduled vs. actual)
8.6 Predictive Planning and Forecasting
8.6.1 Automated resource scheduling based on configurable optimization criteria (such as score, NPV, ROI, etc.)
8.6.2 Analyze project scheduling to include cost load / Estimates At Completion, actual costs, remaining costs, encumbrances, fiscal month, fiscal quarter,
fiscal year, % complete, start, finish, actual start, actual finish, predecessors, successors resource loading, resource leveling, critical path, Gantt
8.6.3 Leverage user-configured project checklists, capture and track previous task orders, capture unspent budget from the previous fiscal year and allow
for an automatic roll over to the next fiscal year that can be turned on or off (automatic rollover is currently disallowed as a business process, but we
need capability for future allowance)
8.6.4 Scenario builder that takes into account resource and budget constraints
8.6.5 Ability to make iterative adjustments to scenarios and to understand the impact of those adjustments to support changing business priorities
8.6.6 Ability to compare scenarios
8.6.7 Scenarios visually display included and excluded projects in an easy to consume format
8.6.8 Scenarios include exclusion reasons for excluded projects
8.6.9 Scenarios include heatmap view of resource capacity by role or named resource
8.6.10 Scenarios include schedule view displaying originally scheduled dates and recommended scheduled dates for projects
8.7 Time and Expense
8.7.1 Pull time and expense data from the Oracle Fusion Cloud to provide actual time recorded on time sheets that has been charged to the project.
8.8 Project Management
8.8.1 Planned vs. actual summaries for hours and costs
8.8.2 Milestone Summaries - Payment, Deliverable, Task, Key
8.8.3 Configurable reportable user defined fields on projects or tasks
8.8.4 Dynamic Project Gantt charts
8.8.5 Four types of task dependencies (F2S, S2S, F2F, S2F)
8.8.6 Ability to take baseline snapshots of project information and compare baselines vs. other baselines and baselines vs. current state
8.8.7 Summary tasks automatically roll up subtask data
8.8.8 Ability to add notes to workflow actions for reviewers before approval and response if item is returned
8.8.9 Interface with MS Project or approved equivalent
8.8.10 Facilitate the use of external Contractors by allowing external users to provide data including task and status updates to schedule, risks, action items
and issues list
8.8.11 Ability to copy/move/paste tasks within projects and/or between projects
8.8.12 Provide hierarchical task plan/WBS with target and actual delivery dates
8.8.13 Permit any project plan to become a template
8.8.14 Ability to define project templates that include standard sets of tasks, standard role based resource estimates, standard documentation, and
standard calendars
8.8.15 Create new projects from templates
8.8.16 Assign multiple resources to a task with estimated hours for each role and resource
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# Compliance Matrix Compliance | Proposer Questions | Capital Metro Response | Proposer Comments | Test #
8.8.17 Provide security permissions for tasks
8.8.18 Provide collaboration tools to include but not be limited to notify resources via email when assigned to a task; provide ability for team members
including external contractors to updates to task dates, percent complete, resources, notes; provide a desciption of system collaboration tools
8.8.19 Allow permissions to distinguish project members by role to manage (create, edit, delete, view, update) projects, tasks, issues, documents
8.8.20 Provide budget request in PPM System with ability to integrate into Oracle budget request; the APPROVED budget will be created, approved and
flow from Oracle and must flow into the PPM system project. The PPM system wil track the budget vs. actuals from the inception date, create a
project forecast along fiscal year or other than fiscal year basis; reflect Oracle data for assignment of grants to multiple projects and multiple grants
to a project; support capital contribution from a private or public partner and contribution to a project (e.g. asset gifted to a local government)
8.8.21 Ability to add attachments to a task
8.9 Issue/Risk Management
8.9.1 Associate issues, risks or action items to projects or tasks
8.9.2 View, report, and track issues across projects/programs
8.9.3 Assign issues to individuals to include external vendor team members
8.9.4 Notify assignee and/or PM by email when issues are created, assigned or completed
8.9.5 Include link to the issue in an automated email
8.9.6 Permit some issues to be private for team members only
8.9.7 Drill up from the issue to the project or task
8.9.8 Drill down from the project or task to the issue
8.9.9 Categorize issues (i.e.: issue "types")
8.9.10 Permit user-defined probability and impact levels
8.9.11 Report a single project's issues and risks
8.9.12 Support issue and risk reporting across a portfolio or group of projects
8.9.13 Allows configurable user defined fields in both issues and risks
8.9.14 Capture project action items with due dates and ownership
8.9.15 Support project risk assessment and risk mitigation planning, including the quantification of project risk
8.10 Financial & Budget Management
8.10.1 Provide ability to capture estimates of hours, costs and revenue
8.10.2 Report actuals for hours, costs and revenue
8.10.3 Report project finances by task, phase, milestone, project, program, account, etc.
8.10.4 Provide project-to-date reporting
8.10.5 Distinguish between capital and non-capital costs on a project; system must distinguish between gran t and non-grant funding included on a project
and for multiple types of grants (e.g. state grant vs. federal grant)
8.10.6 Permit capital and operating expenses on the same project
8.10.7 Rollup sums, min, max, averages, differences in real time within views and/or reports
8.10.8 Track budget planned and actual spend over a period of time
8.11 Reporting/Dashboards
8.11.1 Provide user-specific, configurable, real-time dashboards: Users should be able to apply filter parameters and save them into their profiles to be
reused by default. All calculations and formulas should be documented and viewable by users in order to better check any report issues.
8.11.2 Allow users the abilty to create reports and save report parameters to users profile so that it can be reused.
8.11.3 Provide system calculations for reports and dashboards so that users can troubleshoot reporting issues.
8.11.4 Provide intuitive report builder with drag and drop report writing functionality
8.11.5 Capability to report on user defined fields
8.11.6 Support calculated fields with advanced logic such as nested "if statements"
8.11.7 Ability to perform calculations in reports such as min, max, sum, and average

RFP 307649 (1/7/2022)

Page 6 of 28



RFP 307649

Exhibit F - Project Portfolio Management System Scope and Compliance Tracebility Matrix

# Compliance Matrix Compliance | Proposer Questions | Capital Metro Response | Proposer Comments | Test #

8.11.8 Summarize financial information for organization, department, account, program, etc.

8.11.9 Drill down from reports and dashboards to sub or related/supporting dashboards, reports

8.11.10 Track and report status of portfolios, projects, or tasks

8.11.11 Track and report project health with project status reports

8.11.12 Reporting outputs include List reports, cross tab reports, Gantt charts, pie charts, bar charts, and bubble charts

8.11.13 Provide Red, Yellow, Green (RYG, AKA Red, Amber, Green RAG) project health indicators or similar on dashboards

8.11.14 Track and report project pipeline, backlog, completed projects, etc.

8.11.15 Report financial forecast and actuals by date range

8.11.16 Report resource forecast and actuals by date range

8.11.17 Report spending patterns across different types of projects

8.11.18 Enable permissions to allow any user to create their own reports or views

8.11.19 Capability to publish dashboards to be viewed by non-users of the system

8.11.20 Automatically schedule the emailing of links to reports to non-users of the system on a daily, weekly, or monthly basis

8.11.21 Filter data on user-definable criteria

8.11.22 Produce ad hoc queries and reporting capability on-demand to include a view multi-year targets and a long range (21 year) financial plan derived
from the strategic plan and provide a “roll up view” for annual reporting purposes. System must accomodate business processes for capturing all the
project previous years expenditures, current year budget and expenditures, 5-year Capital Improvement Fund budget years 1 to 5 summary years
and total of year 1 to 5, and the Long Range Financial Plan which includes years 6 through 20 as part of the budgeting process.

8.11.23 Track project related key performance indicators (KPIs) and metrics such as Earned Value Analysis (EVA) to facilitate the tracking of project progress

8.11.24 Generate, print, attach and forward compliance reporting templates and provide access to detailed report information through on screen report
interactive drill-down from within reports

8.11.25 Export all reports to Excel, PDF, PowerPoint and CSV format

8.11.24 Option to develop up to five (5) custom reports/dashboards

8.12 Integrations
8.12.1 Web Services Application Program Interface (API)
8.12.2 Custom integrations developed, hosted, and continually managed by vendor
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# Compliance Matrix Compliance | Proposer Questions | Capital Metro Response | Proposer Comments | Test #

8.12.3 Provides and supports integration with Oracle Fusion Cloud Financials/HR test and production systems. As this PPM System goes live in October,
Changed in |2022, the PPM System is expected to integrate with Oracle test systems and continue into user acceptance test as an integrated system with Oracle
Amendment 1 |Cloud ERP. This PPM System is expected to go live in two phases with a probable update following the second go-live.
I. The initial phase go-live by 3uly-3,2822 October 3, 2022 will allow the system to perform the project proposal (Project Initiating) activities:
(1) Project Proposals
(2) Dependency Management
(3) Portfolio Prioritization
(4) Budget Requests and Review - in PPM System only, Oracle integration in (7) below
Il. The subsequent go-live in Seteber, 2022 January 2023 will provide:
(5) Integrations with Oracle
(6) Migration of EPPM Tool data to PPM System
(7) Budget Requests and Review (Oracle Integration)
(8) Project Planning Management
(9) Project Executing Management
(10) Project Monitoring & Controlling Management including Budget Change Requests
(11) Project Closeout
(12) Archiving
The following are the integrations that are envisioned starting Seteber,2022January 2023:
(1) Ability to send Oracle Budgeting (EPM) new project requests along with EAC for budget planning and budget change requests.
(2) Ability to send project meta data to Oracle PPM.
(3) Ability to receive project resources from Oracle HR.
(4) Ability to receive Oracle chart of accounts segments from Oracle GL.
(5) Ability to receive budgets, (includes transfers, revised budgets) encumbrances, (commitments & obligations) actual expenditures, includes time
and expenses from Oracle.
The PPM System must integrate with Oracle (vendor) published rest APIs for the inbound and outbound integrations.
Ill. Probable update for Oracle integration for HR data. It is assumed that the base resource data will already be included for the 1st Go-Live for the
project proposal process, October 2022. An update may be needed for resource data when the Oracle HR module is fully live after March 2023.

O — = =

8.124 Import / export from MS Excel

8.12.5 SAML 2.0 based Single Sign on capability

8.12.6 MS Project or approved equivalent

8.12.7 The first go-live date of October 3, 2022 was selected to support the Capital Metro business process of beginning entry of project proposals for the
Changed in |following fiscal year in October because PMs need extended time to collaborate with stakeholders in developing the full-spectrum of project
Amendment 1 |proposal requirements. This start date gives them about two full fiscal quarters to build the proposal which is needed because of our commitment to
collaboration across the agency to reduce risks of exceeding capacity to deliver projects.

8.13 Security

8.13.1 Vendor shall secure all databases according to industry best practices and shall ensure that databases are not directly accessible to the internet.

8.13.2 Vendor shall ensure that the hosted solution is segmented from their corporate network so that malware affecting the corporate network cannot
affect the hosted environment and application.

8.13.3 Vendor shall utilize application layer firewalls in addition to network layer firewall to protect the application and customer data.

8.13.4 Vendor shall have detective controls to monitor and log database activity and shall have data loss prevention tools.

8.13.5 ALL data such as passwords and credit card numbers shall be encrypted at rest and in transit.

8.13.6 Vendor shall secure all databases according to industry best practices and shall ensure that databases are not directly accessible to the internet.

8.13.7 Vendor shall ensure that the hosted solution is segmented from their corporate network so that malware affecting the corporate network cannot
affect the hosted environment and application.

8.13.8 Vendor shall utilize application layer firewalls in addition to network layer firewall to protect the application and customer data.

8.13.9 Vendor shall have detective controls to monitor and log database activity and shall have data loss prevention tools.

Page 8 of 28
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# Compliance Matrix Compliance Proposer Questions Capital Metro Response Proposer Comments
Phase Tasks and Deliverables. The Contractor shall perform the following phase tasks
and provide the associated deliverables required to deploy all software, updates and
configurations resulting in a fully functional and tested system. Contractor shall obtain

3.0 Capital Metro review of all deliverables and make changes and updates to deliverables
per Capital Metro review as needed. Capital Metro acceptance of all deliverables for
each phase as evidenced by a signed phase acceptance certificate is required prior to
invoicing.

Plan. Meet with Capital Metro project manager and business area stakeholders for

3.1 project planning, including review of proposed schedule, roles and responsibilities, as
well as conduct a complete review of functionality to be delivered, and other project
activities. Plan Deliverables:

3.1.1. [Project organization chart

3.1.2 |Project schedule (draft)

3.1.3 |Action Items and Issues log (AlL)

3.1.4 |Review and comment on Capital Metro Project Management Plan

3.1.5 |Infrastructure and Integration Audit

3.1.6 [Initiate Risk Register

3.1.7 |System Implementation Plan (draft)

3.1.8 [Compliance Matrix Review and Update
Kick-off meeting and base product demo with stakeholders to review and clarify

3.1.9 [requirements including confirmation of any required updates to Capital Metro’s
environment regarding licensing, network infrastructure etc., identified in the proposal

3.1.10 |Notification of plan phase completion with proof of deliverables

3.1.11 |Sign off on plan phase acceptance certificate

3.1.12 |Phase invoice upon receipt of Capital Metro authorization to invoice
Design. Contractor's technical requirements gathering and detailed design, beginning
with an assessment and discussion with affected Capital Metro departments. This
phase will determine how the system will be configured, product Wireframes/GUI

3.2 presentation to the customer, and how it will be managed in the back end. The
Contractor will work with Capital Metro to develop materials that will provide a basis
to help instruct Capital Metro stakeholders in the easiest and most efficient way to
use the system to their utmost advantage. Design Deliverables:

3.2.1 |Assessment; Documentation of Findings

3.2.2 |Configuration Management Document (“CMD” - Draft)

3.2.3 |Wireframes/GUI diagrams (Draft)

3.2.4 |System Implementation Plan (Final)

3.2.5 |Disaster Recovery Plan (Draft)

3.2.6 |Quality Assurance Plan (Draft)

3.2.7 |Risk Management Plan participation (Final)

3.2.8 |Installation Plan (Draft)

3.2.9 |[Deinstallation Plan (Draft)

3.2.10 |Review of Design and System Implementation Plan with Stakeholders
3.2.11 Change Recommendations for Capital Metro Business Process Flowcharts for PPM

System Effectiveness
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# Compliance Matrix Compliance Proposer Questions Capital Metro Response Proposer Comments
3.2.12 |Update of Design based on review
3.2.13 |Project Schedule (Baseline) with Resource Loading
3.2.14 |Review and Acceptance of Capital Metro Project Management Plan
3.2.15 |Compliance Matrix Review and Update
3.2.16 |Notification of Design Phase Completion with Proof of Deliverables
3.2.17 |[Sign off on Design Phase Acceptance Certificate
3.2.18 |Phase Invoice upon Receipt of Capital Metro Authorization to Invoice
Develop. Development, configuration and installation of the solution and integration as
well as installation within a development and a test environment so configuration and
testing of the required functionality can be started. This task will include setting the
3.3 initial configuration values by the Contractor so they can be tested and changed if
needed. During this phase, the rollout of the system must be worked on to include
training all IT and Operational staff who will use or have on-going support roles. Develop
Deliverables:
3.3.1 |Quality Assurance Plan Including QA/QC Checklist (Final)
3.3.2 |Development Environment Installation
3.3.3 |Test Environment Installation
3.3.4 |Supporting Infrastructure Implemented
3.3.5 |Application and Functionality Development
Test Procedure/Plan including Test Scripts, Use Cases, Acceptance Test Criteria
3.3.6 |Demonstrating that Each Component of the Compliance Matrix is Developed and Meets
Requirement (Draft)
3.3.7 |Update Compliance Matrix with Test Number(s)
3.3.8 |CMD Values Test and Update
3.3.9 |Review of Capital Metro Changes to Business Process Flowcharts
3.3.10 |[High-level Training of Capital Metro Staff to Prepare for Test Phase
3.3.11 |Role-based Training Plan for all User Types (Draft)
3.3.11.1 Submit a training plan including the training schedule and course outlines for review a
minimum of three weeks prior to the scheduled classes
The training shall be based on roles so that there are separate training sessions for
3.3.11.2 |project managers, resource managers, SMEs, and steering committee comprised of
executive staff or those with other oversight responsibilities
3.3.11.3 Arrange for an instructor(s) with thorough knowledge of the material covered in the
course(s) and the ability to effectively lead the knowledge transfer
Provide customized training manuals specific to Capital Metro's environment in
3.3.11.4 |Microsoft Word and PDF. Contractor shall provide hard copies in the number of agreed-
to number of training participants as well as the Instructor versions
3.3.12 |Warranty and Maintenance Plan Review
3.3.13 |Review and Feedback of Capital Metro Support Responsibility Matrix
3.3.14 |Notification of Develop Phase Completion with Proof of Deliverables
3.3.15 |Sign off on Develop Phase Acceptance Certificate
3.3.16 |Phase Invoice upon Receipt of Capital Metro Authorization to Invoice
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# Compliance Matrix Compliance Proposer Questions Capital Metro Response Proposer Comments
Test. Integration and testing by Contractor and Capital Metro to determine that all
functionality required of the installed PPM System, software, hand-held validators, off|
board validators and integrations into the existing environment is in place and working.
The testing phase shall not be deemed complete until all functional requirements of the

3.4 newly implemented system have been fully tested and approved by the project team.
The Contractor shall provide a Test Procedure document with test scripts, use cases and
acceptance test criteria for review and acceptance by Capital Metro for all phases. Only
Capital Metro data is to be used for testing. Before Capital Metro performs any testing,
the Contractor shall provide the written test results of the full test procedure/plan
demonstrating no Class 1 or Class 2 failures. Test Deliverables:

3.4.1 |Activation of any required licenses
3.4.2 |[Training Plan (Final)
3.4.3 |Document Procedures and Migrate Environment from Development to Test
3.4.4 |Contractor’s Successfully Test Procedure/Plan Results
3.4.5 |Documentation including User and Training Manuals (Draft)
3.4.6 Test Procedure/Plan including Test Scripts, Use Cases and Acceptance Test Criteria
(Final)
3.4.7 System Acceptance Test (SAT) Plan Developed (Subset to Use to Determine Go, No-Go
before Go Live)
3.4.8 |Security Penetration Test
3.4.9 |Disaster Recovery Test — End-to-End
Test Failure Log & Remediation Plan. Contractor shall lead testing of the solution
including integrations and resolve all Significant (Class 1) and Severe (Class 2) Test
3.4.10 |Failure Results (TFRs). Contractor shall endeavor to resolve Minor (Class 3) TFRs during
this phase; however, the requirement for Class 3 resolution is during the Closeout
phase. Definition for each class are as follows:
Severe - A Class 1 test failure is a severe defect that prevents, inhibits, or
significantly impairs further testing or operation of the system
Significant - A Class 2 test failure is a significant defect that does not prevent
further testing or has a minimal effect on normal operations of the system
Minor — A Class 3 test failure is a minor or isolated defect that does not impact or
invalidate the testing or normal operations of the system
3.4.11 |Regression Testing of the Entire Test Plan for any Class 1 and Class 2 Failures
3.4.12 [Introduction to Contractor’s Support Manager and Team
3.4.13 |Detailed Processes and Contact Information for Post Go Live Support
3.4.14 |Compliance Matrix Review and Update
3.4.15 |Notification of Test Phase Completion with Proof of Deliverables
3.4.16 |Sign off on Test Phase Acceptance Certificate
3.4.17 |Phase Invoice upon Receipt of Capital Metro Authorization to Invoice
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# Compliance Matrix Compliance Proposer Questions Capital Metro Response Proposer Comments
Deploy/Go Live. Deploy: once all the test failures have been corrected, the Contractor
shall install and configure the software and incorporate it into the live environment. Go
Live: the system shall go live and be monitored for the first 30 days of operation. If

3.5 Severe (Class 1) or Significant (Class 2) issues arise, the Go-Live period may be cancelled,
extended or restarted. The Contractor shall be required to participate in the monitoring
of the system and respond to issues so they are quickly resolved. Deploy/Go Live
Deliverables:

3.5.1 |Conduct Training for all User Types

3.5.2 |Document Procedures and Migrate Environment from Test to Production

3.5.3 |QA/QC checklist Sign off

3.5.4 |Delivery and Inventory of Spares (e.g. optional hand-held devices)

3.5.5 |Update to Disaster Recovery Plan

3.5.6 |Delivery of all Documentation including User and Training Manuals (Revise Draft)

3.5.7 Deployment, Implementation, Configuration and Integration the PPM System with all
environments

3.5.8 |Migration of Capital Metro historical data

3.5.9 During contract period, Contractor shall provide a storage container for equipment
storage and Capital Metro will provide space for container

3.5.10 |[System Acceptance Test (SAT)

3.5.11 |Resolution of SAT TFRs

3.5.12 |Go Live Schedule and Transition Plan

3.5.13 |System Go Live

3.5.14 Technical Lead on-site During First Week of Go Live, or Longer if System Issues are
Experienced

3.5.15 Review and coordinate with Capital Metro to update Capital Metro Business Process
Flowcharts for PPM System effectiveness

3.5.16 Revised (final) Copies of all Required Documentation including User and Training
Manuals

3.5.17 |Compliance Matrix Review and Update

3.5.18 |Notification of Plan Phase Completion with Proof of Deliverables

3.5.19 |[Sign off on Go Live Phase Acceptance Certificate

3.5.20 |[Phase Invoice upon Receipt of Capital Metro Authorization to Invoice
Close. Obtain acceptance by Capital Metro to formally close the project. Apply

3.6 appropriate updates to project documents. Close out all procurement activities ensuring
termination of all relevant agreements. Close Deliverables:

3.6.1 |[Follow-up training on areas identified during Go Live and Training Documentation (Final)
3.6.2 |Final recommendations for Capital Metro-updated Process Flowcharts

3.6.3 |All AlL items closed

3.6.4 |Resolution of all Minor (Class 3) TFRs

3.6.5 |[Final Documentation for Environment Refresh (Develop-Test-Production)

3.6.6 |Disaster Recovery Plan (Final)

3.6.7 |[Configuration Management Documents (CMD — Final)

3.6.8 |APIs and All Documentation Related to All Integrations (Final)

3.6.9 |Warranty and Maintenance Procedure Review and Forms

3.6.10 |As-builts: updates to any documentation including design document changes
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# Compliance Matrix Compliance Proposer Questions Capital Metro Response Proposer Comments
3.6.11 |[Participation in Lessons Learned
3.6.12 |Notification of Closeout Phase Completion with Proof of Deliverables
3.6.13 |Sign off on Closeout Acceptance Certificate
3.6.14 [Final Invoice upon Receipt of Capital Metro Authorization to Invoice
Project Management. The Contractor shall manage the project continuously beginning
with the Notice to Proceed through Close, and shall lead the project and is expected to
4.0 drive and manage all aspects of the project including the management of any
subcontractors. Capital Metro shall manage and coordinate all its resources. A PMP is
preferred and shall be approved by Capital Metro. Project Management Deliverables:
4.1 Active Partnership with Capital Metro in assuring Project Success
4.2 Single Point of Contact for All Communication Regarding Work Under This Contract
4.3 Task Coordination with The Designated Capital Metro project manager
44 Regular Communication with The Project Manager and any other staff designated to
discuss progress, critical risk factors, schedule, or unique issues that may surface
45 Specification of Capital Metro’s staff resources needed for project success with at least
two weeks notice in advance within the project schedule
4.6 Support Responsibility Matrix Review and Updates as Needed
4.7 Semi-monthly Status Meetings with Updated Schedule and AIL
4.8 Review and Feedback of Change Requests as Needed
4.9 Monthly Risk Registry Updates
4.10 |Monthly Management Review Meetings
4.11 |Monthly Project Status Report
4.12 |Quarterly attendance and Status Presentation at Steering Committee Meetings
Responsible for ensuring all project documentation, including meeting minutes, AlL
4.13 |updates, project schedule and plans are kept updated in the Capital Metro SharePoint
site
Payment Milestones. Payment for each of the above described project phases shall be
5.0 paid in the following percentages of total Project Costs. Should Contractor propose
different or additional milestones, Capital Metro will review as submitted.
5.1 Plan: 10%
5.2 Design: 15%
5.3 Develop: 15%
5.4 Test: 15%
5.5 Deploy/Go Live: 30%
5.6 Closeout: 15%
6.0 Payment Method. Payment will be governed based on:
6.1 Notification of Phase Completion with Proof of Deliverables
6.2 Sign off on Capital Metro's Phase Acceptance Certificate by Contractor's representatives
) and Capital Metro project team and/or project Executive Stakeholders
Phase Invoice upon Receipt of Capital Metro Authorization to Invoice which must
6.3 contain the Capital Metro signed Acceptance Certificate and the Capital Metro Purchase

Order number
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# Compliance Matrix

Compliance

Proposer Questions

Capital Metro Response

Proposer Comments

Contract Completion/Termination. Within five (5) days of the expiration or termination
of a final agreement for any reason, or upon Capital Metro’s request, Contractor will
provide Capital Metro with a copy of all relevant portions of Capital Metro data, without
7.0 limitation, from the PPM System and associated servers or other storage means and
assist with and accommodate transition/transfer of such data to Capital Metro or
another provider. The format of the data transition shall be determined by Capital
Metro.
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Control Specification

Assessment Questions

Application Security AlS-01.2 Applications and programming interfaces (APls) shall be Do you use an automated source code analysis tool to detect security defects
designed, developed, deployed and tested in accordance with  |in code prior to production?
leading industry standards (e.g., OWASP for web applications)
and adhere to applicable legal, statutory, or regulatory
compliance obligations.
AIS-01.5 (SaaS only) Do you review your applications for security vulnerabilities and
address any issues prior to deployment to production?
Customer Access AlS-02.1 Prior to granting customers access to data, assets, and Are all identified security, contractual, and regulatory requirements for
Requirements information systems, (removed all) identified security, customer access contractually addressed and remediated prior to granting
contractual, and regulatory requirements for customer access |customers access to data, assets, and information systems?
shall be addressed.
Does the application support role based data access control?
Data Integrity AlS-03.1 Data input and output integrity routines (i.e., reconciliation and [Does your data management policies and procedures require audits to verify
edit checks) shall be implemented for application interfaces and |data input and output integrity routines?
databases to prevent manual or systematic processing errors,
corruption of data, or misuse.
Data Security / AlS-04.1 Policies and procedures shall be established and maintained in |Is your Data Security Architecture designed using an industry standard (e.g.,
Integrity support of data security to include (confidentiality, integrity and |CDSA, MULITSAFE, CSA Trusted Cloud Architectural Standard, FedRAMP,
availability) across multiple system interfaces, jurisdictions and |CAESARS, PCl)? Specify the standards that you use.
business functions to prevent improper disclosure, alternation,
or destruction.
Is customer data ever shared with or is visible to 3rd party vendors?
Does customer data ever leave the hosted environment?
Is the application PCl compliant?
Are credit card numbers masked to show only the last 4 digits?
Independent Audits AAC-02.1 Independent reviews and assessments shall be performed at Do you allow tenants to view your SOC2/1SO 27001 or similar third-party audit
least annually to ensure that the organization addresses or certification reports?
nonconformities of established policies, standards, procedures
and compliance obligations.
AAC-02.2 Do you conduct network penetration tests of your cloud service infrastructure
at least annually?
AAC-02.3 Do you conduct application penetration tests of your cloud infrastructure
regularly as prescribed by industry best practices and guidance?
Information System AAC-03.1 Organizations shall create and maintain a control framework Do you have the ability to logically segment or encrypt customer data such that
Regulatory Mapping which captures standards, regulatory, legal, and statutory data may be produced for a single tenant only, without inadvertently accessing
requirements relevant for their business needs. The control another tenant's data?
framework shall be reviewed at least annually to ensure changes
that could affect the business processes are reflected.
AAC-03.3 Do you have the capability to restrict the storage of customer data to specific
countries or geographic locations?
AAC-03.4 Do you have a program in place that includes the ability to monitor changes to

the regulatory requirements in relevant jurisdictions, adjust your security
program for changes to legal requirements, and ensure compliance with
relevant regulatory requirements?

RFP 307649 (1/7/2022)
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Control Specification

Assessment Questions

Notes/Comment

Business Business Continuity
Continuity Testing
Management &

Operational

Resilience

BCR-02.1

Business continuity and security incident response plans shall be
subject to testing at planned intervals or upon significant
organizational or environmental changes. Incident response
plans shall involve impacted customers (tenant) and other
business relationships that represent critical intra-supply chain
business process dependencies.

Are business continuity plans subject to testing at planned intervals or upon
significant organizational or environmental changes to ensure continuing
effectiveness?

Impact Analysis

BCR-9.3

There shall be a defined and documented method for
determining the impact of any disruption to the organization
(cloud provider, cloud consumer) that must incorporate the
following:

e |dentify critical products and services

¢ |dentify all dependencies, including processes, applications,
business partners, and third party service providers

¢ Understand threats to critical products and services

* Determine impacts resulting from planned or unplanned
disruptions and how these vary over time

e Establish the maximum tolerable period for disruption

e Establish priorities for recovery

e Establish recovery time objectives for resumption of critical
products and services within their maximum tolerable period of
disruption

e Estimate the resources required for resumption

Do you provide customers with ongoing visibility and reporting of your SLA
performance?

Policy

BCR-10.1

Policies and procedures shall be established, and supporting
business processes and technical measures implemented, for
appropriate IT governance and service management to ensure
appropriate planning, delivery and support of the organization's
IT capabilities supporting business functions, workforce, and/or
customers based on industry acceptable standards (i.e., ITIL v4
and COBIT 5). Additionally, policies and procedures shall include
defined roles and responsibilities supported by regular
workforce training.

Are policies and procedures established and made available for all personnel to
adequately support services operations’ roles?

Retention Policy

BCR-11.1

Policies and procedures shall be established, and supporting
business processes and technical measures implemented, for
defining and adhering to the retention period of any critical
asset as per established policies and procedures, as well as
applicable legal, statutory, or regulatory compliance obligations.
Backup and recovery measures shall be incorporated as part of
business continuity planning and tested accordingly for
effectiveness.

Do you have technical capabilities to enforce tenant data retention policies?

BCR-11.3

Have you implemented backup or recovery mechanisms to ensure compliance
with regulatory, statutory, contractual or business requirements?

BCR-11.7

Do you test your backup or redundancy mechanisms at least annually?

Change Control &  [elti&T {1}
Configuration Development
Management

CCC-02.1

External business partners shall adhere to the same policies and
procedures for change management, release, and testing as
internal developers within the organization (e.g. ITIL service
management processes).

Do you have controls in place to ensure that standards of quality are being met
for all software development?
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Assessment Questions

Do you have controls in place to detect source code security defects for any
outsourced software development activities?

Answer Notes/Comment

Management Quality |CCC-03.3 Organization shall follow a defined qualty change control and Are there policies and procedures in place to triage and remedy reported bugs
Testing testing process (e.g. ITIL Service Management) with established |and security vulnerabilities for product and service offerings?
baselines, testing and release standards which focus on system
availability, confidentiality and integrity of systems and services
CCC-03.4 Are mechanisms in place to ensure that all debugging and test code elements

are removed from released software versions?

Unauthorized Software
Installations

CCC-04.1

Policies and procedures shall be established, and supporting
business processes and technical measures implemented, to
restrict the installation of unauthorized software on
organizationally-owned or managed user end-point devices
(e.g., issued workstations, laptops, and mobile devices) and IT
infrastructure network and systems components.

Do you have controls in place to restrict and monitor the installation of
unauthorized software onto your systems?

Data Security &
Information
Lifecycle
Management

Classifications, DSI-01.3 Data and objects containing data shall be assigned a Do you have a capability to use system geographic location as an

eCommerce classification by the data owner based on data type, value, authentication factor?

Transactions, Data sensitivity, and criticality to the organization.

Inventory / Flows DSI-01.5 Can you provide the physical location/geography of storage of a tenant's data
in advance?

DSI-02.1 Policies and procedures shall be established to inventory, Do you inventory, document, and maintain data flows for data that is resident
document, and maintain data flows for data that is resident (permanent or temporary) within the services' applications and infrastructure
(permanently or temporarily) within the service's applications  |network and systems?
and infrastructure network and systems. In particular, providers
shall ensure that data that is subject to geographic residency
requirements not be migrated beyond its defined bounds.

DSI-03.1 Data related to electronic commerce (e-commerce) that Do you provide standardized (e.g. ISO/IEC) non-proprietary encryption
traverses public networks shall be appropriately classified and  |algorithms (3DES, AES, etc.) to tenants in order for them to protect their data if
protected from fraudulent activity, unauthorized disclosure, or |it is required to move through public networks (e.g., the Internet)?
modification in such a manner to prevent contract dispute and
compromise of data.

DSI-03.2 Do you utilize open encryption methodologies any time your infrastructure

components need to communicate with each other via public networks (e.g.,
Internet-based replication of data from one environment to another)?
Nonproduction Data DSI-05.1 Production data shall not be replicated or used in non- Do you have procedures in place to ensure production data shall not be
production environments. replicated or used in non-production environments?
Secure Disposal DSI-07.1 Any use of customer data in non-production environments Do you support the secure deletion (e.g., degaussing/cryptographic wiping) of
requires explicit, documented approval from all customers archived and backed-up data?
whose data is affected, and must comply with all legal and
regulatory requirements for scrubbing of sensitive data
elements.
DSI-07.2 Can you provide a published procedure for exiting the service arrangement,

including assurance to sanitize all computing resources of tenant data once a
customer has exited your environment or has vacated a resource?
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Control Specification

Assessment Questions

Notes/Comment

Datacenter Asset Management DCS-01.1 Assets must be classified in terms of business criticality, service- |Do you maintain a complete inventory of all of your critical assets located at all
Security level expectations, and operational continuity requirements. A |sites/ or geographical locations and their assigned ownership?
complete inventory of business-critical assets located at all sites
and/or geographical locations and their usage over time shall be
maintained and updated regularly, and assigned ownership y
defined roles and responsibilities.
Controlled Access DCS-02.1 Physical security perimeters (e.g., fences, walls, barriers, guards, |Are physical security perimeters (e.g., fences, walls, barriers, guards, gates,
Points gates, electronic surveillance, physical authentication electronic surveillance, physical authentication mechanisms, reception desks,
mechanisms, reception desks, and security patrols) shall be and security patrols) implemented for all areas housing sensitive data and
implemented to safeguard sensitive data and information information systems?
systems.
User Access DCS-09.1 Physical access to information assets and functions by users and [Do you restrict physical access to information assets and functions by users and
support personnel shall be restricted. support personnel?
Does all remote access require 2 Factor authentication?
Encryption & Key What is the encryption methodology and ciphers used to protect the data?
Management Key Generation EKM-02.1 Policies and procedures shall be established for the Do you have a capability to allow creation of unique encryption keys per
management of cryptographic keys in the service's cryptosystem[tenant?
(e.g., lifecycle management from key generation to revocation
and replacement, public key infrastructure, cryptographic
protocol design and algorithms used, access controls in place for
secure key generation, and exchange and storage including
segregation of keys used for encrypted data or sessions). Upon
request, provider shall inform the customer (tenant) of changes
within the cryptosystem, especially if the customer (tenant) data
is used as part of the service, and/or the customer (tenant) has
some shared responsibility over implementation of the control.
EKM-02.3 Do you maintain key management procedures?
Encryption EKM-03.1 Policies and procedures shall be established, and supporting Do you encrypt tenant data at rest (on disk/storage) within your environment?
business processes and technical measures implemented, for
the use of encryption protocols for protection of sensitive data
in storage (e.g., file servers, databases, and end-user
workstations) and data in transmission (e.g., system interfaces,
over public networks, and electronic messaging) as per
applicable legal, statutory, and regulatory compliance
obligations.
EKM-03.4 Do you have documentation establishing and defining your encryption

management policies, procedures and guidelines?
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Assessment Questions

Answer Notes/Comment

Governance and Baseline Requirements

Risk Management

GRM-01.1

Baseline security requirements shall be established for
developed or acquired, organizationally-owned or managed,
physical or virtual, applications and infrastructure system and
network components that comply with applicable legal,
statutory and regulatory compliance obligations. Deviations
from standard baseline configurations must be authorized
following change management policies and procedures prior to
deployment, provisioning, or use. Compliance with security
baseline requirements must be reassessed at least annually
unless an alternate frequency has been established and
established and authorized based on business need.

Do you have documented information security baselines for every component
of your infrastructure (e.g., hypervisors, operating systems, routers, DNS
servers, etc.)?

GRM-04.1

An Information Security Management Program (ISMP) shall be
developed, documented, approved, and implemented that
includes administrative, technical, and physical safeguards to
protect assets and data from loss, misuse, unauthorized access,
disclosure, alteration, and destruction. The security program
shall include, but not be limited to, the following areas insofar as
they relate to the characteristics of the business:

* Risk management

e Security policy

¢ Organization of information security

¢ Asset management

e Human resources security

* Physical and environmental security

e Communications and operations management

e Access control

¢ Information systems acquisition, development, and
maintenance

Do you provide tenants with documentation describing your Information
Security Management Program (ISMP)?

Policy

GRM-06.1

Information security policies and procedures shall be established
and made readily available for review by all impacted personnel
and external business relationships. Information security policies
must be authorized by the organization's business leadership (or
other accountable business role or function) and supported by a
strategic business plan and an information security management
program inclusive of defined information security roles and
responsibilities for business leadership.

Are your information security policies and procedures made available to all
impacted personnel and business partners, authorized by accountable business
role/function and supported by the information security management program
as per industry best practices (e.g. 1ISO 27001, SOC 2)?

Policy Enforcement

GRM-07.1

A formal disciplinary or sanction policy shall be established for
employees who have violated security policies and procedures.
Employees shall be made aware of what action might be taken
in the event of a violation, and disciplinary measures must be
stated in the policies and procedures.

Is a formal disciplinary or sanction policy established for employees who have
violated security policies and procedures?
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Control Specification

Assessment Questions

Notes/Comment

Policy Reviews GRM-09.1 The organization's business leadership (or other accountable Do you notify your tenants when you make material changes to your
business role or function) shall review the information security |information security and/or privacy policies?
policy at planned intervals or as a result of changes to the
organization to ensure its continuing alignment with the security
strategy, effectiveness, accuracy, relevance, and applicability to
legal, statutory, or regulatory compliance obligations.

GRM-09.2 Do you perform, at minimum, annual reviews to your privacy and security
policies?

S e 1o =5 | Asset Returns HRS-01.1 Upon termination of workforce personnel and/or expiration of |Upon termination of contract or business relationship, are employees and
external business relationships, all organizationally-owned business partners adequately informed of their obligations for returning
assets shall be returned within an established period. organizationally-owned assets?

Background Screening |HRS-02.1 Pursuant to local laws, regulations, ethics, and contractual Pursuant to local laws, regulations, ethics, and contractual constraints, are all
constraints, all employment candidates, contractors, and third |employment candidates, contractors, and involved third parties subject to
parties shall be subject to background verification proportional [background verification?
to the data classification to be accessed, the business
requirements, and acceptable risk.

Employment HRS-03.1 Employment agreements shall incorporate provisions and/or Do your employment agreements incorporate provisions and/or terms in

Agreements terms for adherence to established information governance and |adherence to established information governance and security policies?
security policies and must be signed by newly hired or on-
boarded workforce personnel (e.g., full or part-time employee
or contingent staff) prior to granting workforce personnel user
access to corporate facilities, resources, and assets.

Do you specifically train your employees regarding their specific role and the
information security controls they must fulfill?

HRS-03.3 Are all personnel required to sign NDA or Confidentiality Agreements as a
condition of employment to protect customer/tenant information?

Employment HRS-04.1 Roles and responsibilities for performing employment Are documented policies, procedures, and guidelines in place to govern change

Termination termination or change in employment procedures shall be in employment and/or termination?
assigned, documented, and communicated.

Training / Awareness |HRS-09.5 A security awareness training program shall be established for |Are personnel trained and provided with awareness programs at least once a
all contractors, third-party users, and employees of the year?
organization and mandated when appropriate. All individuals
with access to organizational data shall receive appropriate
awareness training and regular updates in organizational
procedures, processes, and policies relating to their professional
function relative to the organization.

o (=131 4T3 Audlit Tools Access IAM-01.1 Access to, and use of, audit tools that interact with the Do you restrict, log, and monitor access to your information security

Management organization's information systems shall be appropriately management systems (e.g., hypervisors, firewalls, vulnerability scanners,
segmented and restricted to prevent compromise and misuse of |network sniffers, APls, etc.)?
log data.

I1AM-01.2 Do you monitor and log privileged access (e.g., administrator level) to

information security management systems?
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User Access Policy IAM-02.1 User access policies and procedures shall be established, and Do you have controls in place ensuring timely removal of systems access that is
supporting business processes and technical measures no longer required for business purposes?

implemented, for ensuring appropriate identity, entitlement,
and access management for all internal corporate and customer
(tenant) users with access to data and organizationally-owned or
managed (physical and virtual) application interfaces and
infrastructure network and systems components. These policies,
procedures, processes, and measures must incorporate the
following:

* Procedures and supporting roles and responsibilities for
provisioning and de-provisioning user account entitlements
following the rule of least privilege based on job function (e.g.,
internal employee and contingent staff personnel changes,
customer-controlled access, suppliers' business relationships, or
other third-party business relationships)

¢ Business case considerations for higher levels of assurance
and multi-factor authentication secrets (e.g., management
interfaces, key generation, remote access, segregation of duties,
emergency access, large-scale provisioning or geographically-
distributed deployments, and personnel redundancy for critical
systems)

¢ Access segmentation to sessions and data in multi-tenant
architectures by any third party (e.g., provider and/or other
customer (tenant))

e |dentity trust verification and service-to-service application
(API) and information processing interoperability (e.g., SSO and
federation)

¢ Account credential lifecycle management from instantiation
through revocation

 Account credential and/or identity store minimization or re-
use when feasible

Diagnostic / IAM-03.1 User access to diagnostic and configuration ports shall be Do you use dedicated secure networks to provide management access to your
Configuration Ports restricted to authorized individuals and applications. cloud service infrastructure?
Access
Policies and Procedures|IAM-04.1 Policies and procedures shall be established to store and Do you manage and store the identity of all personnel who have access to the
manage identity information about every person who accesses |[IT infrastructure, including their level of access?
IT infrastructure and to determine their level of access. Policies
shall also be developed to control access to network resources
based on user identity.
Source Code Access IAM-06.1 Access to the organization's own developed applications, Are controls in place to prevent unauthorized access to your application,
Restriction program, or object source code, or any other form of intellectual|program, or object source code, and assure it is restricted to authorized

property (IP), and use of proprietary software shall be personnel only?
appropriately restricted following the rule of least privilege
based on job function as per established user access policies and
procedures.

I1AM-06.2 Are controls in place to prevent unauthorized access to tenant application,
program, or object source code, and assure it is restricted to authorized
personnel only?
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The identification, assessment, and prioritization of risks posed
by business processes requiring third-party access to the
organization's information systems and data shall be followed
by coordinated application of resources to minimize, monitor,
and measure likelihood and impact of unauthorized or
inappropriate access. Compensating controls derived from the
risk analysis shall be implemented prior to provisioning access.

Assessment Questions

Do you share your business continuity and redundancy plans with your
tenants?

Answer

Notes/Comment

IAM-08.1

Policies and procedures are established for permissible storage
and access of identities used for authentication to ensure
identities are only accessible based on rules of least privilege
and replication limitation only to users explicitly defined as
business necessary.

Do you document how you grant, approve and enforce access restrictions to
tenant/customer credentials following the rules of least privilege?

User Access Reviews

IAM-10.1

User access shall be authorized and revalidated for entitlement
appropriateness, at planned intervals, by the organization's
business leadership or other accountable business role or
function supported by evidence to demonstrate the
organization is adhering to the rule of least privilege based on
job function. For identified access violations, remediation must
follow established user access policies and procedures.

Do you require a periodical authorization and validation (e.g. at least annually)
of the entitlements for all system users and administrators (exclusive of users
maintained by your tenants), based on the rule of least privilege, by business
leadership or other accountable business role or function?

User Access Revocation

IAM-11.1

Timely de-provisioning (revocation or modification) of user
access to data and organizationally-owned or managed (physical
and virtual) applications, infrastructure systems, and network
components, shall be implemented as per established policies
and procedures and based on user's change in status (e.g.,
termination of employment or other business relationship, job
change or transfer). Upon request, provider shall inform
customer (tenant) of these changes, especially if customer
(tenant) data is used as part the service and/or customer
(tenant) has some shared responsibility over implementation of
control.

Is timely deprovisioning, revocation, or modification of user access to the
organizations systems, information assets, and data implemented upon any
change in status of employees, contractors, customers, business partners, or
involved third parties?

User ID Credentials

IAM-12.1

Internal corporate or customer (tenant) user account credentials
shall be restricted as per the following, ensuring appropriate
identity, entitlement, and access management and in
accordance with established policies and procedures:

e |dentity trust verification and service-to-service application
(API1) and information processing interoperability (e.g., SSO and
Federation)

¢ Account credential lifecycle management from instantiation
through revocation

¢ Account credential and/or identity store minimization or re-
use when feasible

¢ Adherence to industry acceptable and/or regulatory
compliant authentication, authorization, and accounting (AAA)
rules (e.g., strong/multi-factor, expireable, non-shared
authentication secrets)

Do you support use of, or integration with, existing customer-based Single Sign
On (SSO) solutions to your service?

IAM-12.3

Do you support identity federation standards (SAML, SPML, WS-Federation,
etc.) as a means of authenticating/authorizing users?
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I1AM-12.8 Do you support password (minimum length, age, history, complexity) and
account lockout (lockout threshold, lockout duration) policy enforcement?
IAM-12.11 Do you have mechanisms in place for unlocking accounts that have been
locked out (e.g., self-service via email, defined challenge questions, manual
unlock)?
Infrastructure & Audit Logging / IVS-01.1 Higher levels of assurance are required for protection, retention,|Are file integrity (host) and network intrusion detection (IDS) tools
Virtualization Intrusion Detection and lifecyle management of audit logs, adhering to applicable  |implemented to help facilitate timely detection, investigation by root cause
Security legal, statutory or regulatory compliance obligations and analysis, and response to incidents?
providing unique user access accountability to detect potentially
suspicious network behaviors and/or file integrity anomalies,
and to support forensic investigative capabilities in the event of
a security breach.
1IVS-01.2 Is physical and logical user access to audit logs restricted to authorized
personnel?
IVS-01.5 Are audit logs reviewed on a regular basis for security events (e.g., with
automated tools)?
Clock Synchronization |IVS-03.1 A reliable and mutually agreed upon external time source shall |Do you use a synchronized time-service protocol (e.g., NTP) to ensure all
be used to synchronize the system clocks of all relevant systems have a common time reference?
information processing systems to facilitate tracing and
reconstitution of activity timelines.
OS Hardening and Base |IVS-07.1 Each operating system shall be hardened to provide only Are operating systems hardened to provide only the necessary ports,
Controls necessary ports, protocols, and services to meet business needs [protocols, and services to meet business needs using technical controls (e.g.,
and have in place supporting technical controls such as: antivirus, file integrity monitoring, and logging) as part of their baseline build
antivirus, file integrity monitoring, and logging as part of their  |standard or template?
baseline operating build standard or template.
Production / Non- 1VS-08.1 Production and non-production environments shall be For your SaaS$ or PaaS$ offering, do you provide tenants with separate
Production separated to prevent unauthorized access or changes to environments for production and test processes?
Environments information assets. Separation of the environments may include:
stateful inspection firewalls, domain/realm authentication
sources, and clear segregation of duties for personnel accessing
these environments as part of their job duties.
IVS-08.3 Do you logically and physically segregate production and non-production
environments?
Segmentation 1VS-09.1 Multi-tenant organizationally-owned or managed (physical and [Are system and network environments protected by a firewall or virtual

virtual) applications, and infrastructure system and network
components, shall be designed, developed, deployed and
configured such that provider and customer (tenant) user access
is appropriately segmented from other tenant users, based on
the following considerations:

e Established policies and procedures

e |solation of business critical assets and/or sensitive user data
and sessions that mandate stronger internal controls and high
levels of assurance

¢ Compliance with legal, statutory and regulatory compliance
obligations

firewall to ensure business and customer security requirements?
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Control Specification

Assessment Questions

Answer Notes/Comment

Interoperability &
Portability

Mobile Security

VMM Security - IVS-11.1 Access to all hypervisor management functions or administrative|Do you restrict personnel access to all hypervisor management functions or

Hypervisor Hardening consoles for systems hosting virtualized systems shall be administrative consoles for systems hosting virtualized systems based on the
restricted to personnel based upon the principle of least principle of least privilege and supported through technical controls (e.g., two-
privilege and supported through technical controls (e.g., two- factor authentication, audit trails, IP address filtering, firewalls and TLS-
factor authentication, audit trails, IP address filtering, firewalls, |encapsulated communications to the administrative consoles)?
and TLS encapsulated communications to the administrative
consoles).

Wireless Security IVS-12.1 Are policies and procedures established and mechanisms configured and
implemented to protect the wireless network environment perimeter and to
restrict unauthorized wireless traffic?

IVS-12.2 Are policies and procedures established and mechanisms implemented to
ensure wireless security settings are enabled with strong encryption for
authentication and transmission, replacing vendor default settings (e.g.,
encryption keys, passwords, SNMP community strings)?

IVS-12.3 Are policies and procedures established and mechanisms implemented to
protect wireless network environments and detect the presence of
unauthorized (rogue) network devices for a timely disconnect from the
network?

APIs IPY-01.1 The provider shall use open and published APIs to ensure Do you publish a list of all APIs available in the service and indicate which are
support for interoperability between components and to standard and which are customized?
facilitate migrating applications.

Standardized Network |IPY-04.1 The provider shall use secure (e.g., non-clear text and Can data import, data export and service management be conducted over

Protocols authenticated) standardized network protocols for the import  |secure (e.g., non-clear text and authenticated), industry accepted standardized
and export of data and to manage the service, and shall make  |network protocols?
available a document to consumers (tenants) detailing the
relevant interoperability and portability standards that are
involved.

Approved Applications |M0S-03.1 The company shall have a documented policy prohibiting the Do you have a policy enforcement capability (e.g., XACML) to ensure that only
installation of non-approved applications or approved approved applications and those from approved application stores can be
applications not obtained through a pre-identified application |loaded onto a mobile device?
store.

Awareness and Training| MOS-05 The provider shall have a documented mobile device policy that |Do you have a documented mobile device policy in your employee training that
includes a documented definition for mobile devices and the clearly defines mobile devices and the accepted usage and requirements for
acceptable usage and requirements for all mobile devices. The |mobile devices?
provider shall post and communicate the policy and
requirements through the company's security awareness and
training program.

Incident Management |SEF-02.1 Policies and procedures shall be established, and supporting Do you have a documented security incident response plan?
business processes and technical measures implemented, to
triage security-related events and ensure timely and thorough
incident management, as per established IT service management
policies and procedures.

Do you have a dedicated security team?
SEF-02.4 Have you tested your security incident response plans in the last year?

RFP 307649 (1/7/2022)

Page 24 of 28



Control Group Control Heading Original ID

RFP 307649

Exhibit F - Project Portfolio Management System Scope and Compliance Tracebility Matrix

Control Specification

Assessment Questions

Notes/Comment

Incident Reporting SEF-03.1 Workforce personnel and external business relationships shall  |Are workforce personnel and external business relationships adequately
be informed of their responsibility and, if required, shall consent |informed of their responsibility, and, if required, consent and/or contractually
and/or contractually agree to report all information security required to report all information security events in a timely manner?
events in a timely manner. Information security events shall be
reported through predefined communications channels in a
timely manner adhering to applicable legal, statutory, or
regulatory compliance obligations.

What is your SLA for security incident notification?

SEF-03.2 Do you have predefined communication channels for workforce personnel and
external business partners to report incidents in a timely manner adhering to
applicable legal, statutory, or regulatory compliance obligations?

Does your logging and monitoring framework allow isolation of an incident to
specific tenants?

Incident Response SEF-04.2 Proper forensic procedures, including chain of custody, are Does your incident response capability include the use of legally admissible

Legal Preparation required for the presentation of evidence to support potential |forensic data collection and analysis techniques?
legal action subject to the relevant jurisdiction after an
information security incident. Upon notification, customers
and/or other external business partners impacted by a security
breach shall be given the opportunity to participate as is legally
permissible in the forensic investigation.

SEF-04.3 Are you capable of supporting litigation holds (freeze of data from a specific
point in time) for a specific tenant without freezing other tenant data?

SEF-04.4 Do you enforce and attest to tenant data separation when producing data in
response to legal subpoenas?

Are systems in place to monitor for privacy breaches and notify tenants
expeditiously if a privacy event may have impacted their data?
Supply Chain Data Quality and STA-01.2 Providers shall inspect, account for, and work with their cloud [Do you design and implement controls to mitigate and contain data security
Management, Integrity supply-chain partners to correct data quality errors and risks through proper separation of duties, role-based access, and least-
Transparency, and associated risks. Providers shall design and implement controls |privileged access for all personnel within your supply chain?
Accountability to mitigate and contain data security risks through proper
separation of duties, role-based access, and least-privilege
access for all personnel within their supply chain.

Incident Reporting STA-02.1 The provider shall make security incident information available |Do you make security incident information available to all affected customers
to all affected customers and providers periodically through and providers periodically through electronic methods (e.g., portals)?
electronic methods (e.g. portals).

Network / STA-03.1 Business-critical or customer (tenant) impacting (physical and Do you collect capacity and use data for all relevant components of your cloud

Infrastructure Services

virtual) application and system-system interface (API) designs
and configurations, and infrastructure network and systems
components, shall be designed, developed, and deployed in
accordance with mutually agreed-upon service and capacity-
level expectations, as well as IT governance and service
management policies and procedures.

service offering?
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Assessment Questions

Notes/Comment

Third Party Agreements

STA-05.4

Supply chain agreements (e.g., SLAs) between providers and
customers (tenants) shall incorporate at least the following
mutually-agreed upon provisions and/or terms:

* Scope of business relationship and services offered (e.g.,
customer (tenant) data acquisition, exchange and usage, feature
sets and functionality, personnel and infrastructure network and
systems components for service delivery and support, roles and
responsibilities of provider and customer (tenant) and any
subcontracted or outsourced business relationships, physical
geographical location of hosted services, and any known
regulatory compliance considerations)

¢ Information security requirements, provider and customer
(tenant) primary points of contact for the duration of the
business relationship, and references to detailed supporting and
relevant business processes and technical measures
implemented to enable effectively governance, risk
management, assurance and legal, statutory and regulatory
compliance obligations by all impacted business relationships

* Notification and/or pre-authorization of any changes
controlled by the provider with customer (tenant) impacts

» Timely notification of a security incident (or confirmed
breach) to all customers (tenants) and other business
relationships impacted (i.e., up- and down-stream impacted
supply chain)

* Assessment and independent verification of compliance with
agreement provisions and/or terms (e.g., industry-acceptable
certification, attestation audit report, or equivalent forms of
assurance) without posing an unacceptable business risk of
exposure to the organization being assessed
¢ Expiration of the business relationship and treatment of
customer (tenant) data impacted

Do third-party agreements include provision for the security and protection of
information and assets?

STA-05.5 Do you have the capability to recover data for a specific customer in the case of
a failure or data loss?
Supply Chain Metrics |STA-07.4 Policies and procedures shall be implemented to ensure the Do you provide tenants with ongoing visibility and reporting of your

consistent review of service agreements (e.g., SLAs) between
providers and customers (tenants) across the relevant supply
chain (upstream/downstream).

Reviews shall performed at least annually and identity non-
conformance to established agreements. The reviews should
result in actions to address service-level conflicts or
inconsistencies resulting from disparate supplier relationships.

operational Service Level Agreement (SLA) performance?
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Third-party service providers shall demonstrate compliance with
information security and confidentiality, access control, service
definitions, and delivery level agreements included in third-party
contracts. Third-party reports, records, and services shall
undergo audit and review at least annually to govern and
maintain compliance with the service delivery agreements.

Assessment Questions

Do you mandate annual information security reviews and audits of your third
party providers to ensure that all agreed upon security requirements are met?

Answer Notes/Comment

Threat and
Vulnerability
Management

STA-09.2 Do you have external third party services conduct vulnerability scans and
periodic penetration tests on your applications and networks?
Antivirus / Malicious [TVM-01.1 Policies and procedures shall be established, and supporting Do you have anti-malware programs that support or connect to your cloud
Software business processes and technical measures implemented, to service offerings installed on all of your IT infrastructure network and systems
prevent the execution of malware on organizationally-owned or [components?
managed user end-point devices (i.e., issued workstations,
laptops, and mobile devices) and IT infrastructure network and
systems components.
Vulnerability / Patch  [TVM-02.1 Policies and procedures shall be established, and supporting Do you conduct network-layer vulnerability scans regularly as prescribed by
Management processes and technical measures implemented, for timely industry best practices? How often do you perfom vulnerability scans?
detection of vulnerabilities within organizationally-owned or
managed applications, infrastructure network and system
components (e.g. network vulnerability assessment, penetration
testing) to ensure the efficiency of implemented security
controls. A risk-based model for prioritizing remediation of
identified vulnerabilities shall be used. Changes shall be
managed through a change management process for all vendor-
supplied patches, configuration changes, or changes to the
organization's internally developed software. Upon request, the
provider informs customer (tenant) of policies and procedures
and identified weaknesses especially if customer (tenant) data is
used as part the service and/or customer (tenant) has some
shared responsibility over implementation of control.
What is your security patch process and how often do you push updates?
Will the customers be impacted during updates and maintenace windows?
Do you have a process for notifying customers of updates and maintenance?
TVM-02.2 Do you conduct application-layer vulnerability scans regularly as prescribed by
industry best practices?
TVM-02.3 Do you conduct local operating system-layer vulnerability scans regularly as
prescribed by industry best practices?
TVM-02.5 Do you have a capability to patch vulnerabilities across all of your computing

devices, applications, and systems?
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Control Group Control Heading Original ID Control Specification Assessment Questions Answer Notes/Comment
Mobile Code TVM-03.1 Policies and procedures shall be established, and supporting Is mobile code authorized before its installation and use, and the code
business processes and technical measures implemented, to configuration checked, to ensure that the authorized mobile code operates

prevent the execution of unauthorized mobile code, defined as |according to a clearly defined security policy?
software transferred between systems over a trusted or
untrusted network and executed on a local system without
explicit installation or execution by the recipient, on
organizationally-owned or managed user end-point devices
(e.g., issued workstations, laptops, and mobile devices) and IT
infrastructure network and systems components.
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	The following terms and conditions shall govern the conduct of DIR and Vendor during the term of the Contract.  
	1. Contract ScopeContract Scope  
	The Vendor shall provide the products and related services and cloud services specified in Section 3 of the Contract for purchase by Customers.  In addition, DIR and Vendor may agree to provisions that allow Vendor and/or Order Fulfiller to lease the products offered under the Contract. Terms used in this document shall have the meanings set forth below in Section 3. 
	2. No Quantity Guarantees  
	The Contract is not exclusive to the Vendor.  Customers may obtain products and related services and cloud services from other sources during the term of the Contract.  DIR makes no express or implied warranties whatsoever that any particular quantity or dollar amount of products and related services or cloud services will be procured through the Contract. 
	3. Definitions 
	A. Customer - any Texas state agency, unit of local government, institution of higher education as defined in Section 2054.003, Texas Government Code, the Electric Reliability Council of Texas, the Lower Colorado River Authority, a private school, as defined by Section 5.001,  Education Code, a private or independent institution of higher education, as defined by Section 61.003, Education Code, a volunteer fire department, as defined by Section 152.001, Tax Code, and those state agencies purchasing from a D
	A. Customer - any Texas state agency, unit of local government, institution of higher education as defined in Section 2054.003, Texas Government Code, the Electric Reliability Council of Texas, the Lower Colorado River Authority, a private school, as defined by Section 5.001,  Education Code, a private or independent institution of higher education, as defined by Section 61.003, Education Code, a volunteer fire department, as defined by Section 152.001, Tax Code, and those state agencies purchasing from a D
	A. Customer - any Texas state agency, unit of local government, institution of higher education as defined in Section 2054.003, Texas Government Code, the Electric Reliability Council of Texas, the Lower Colorado River Authority, a private school, as defined by Section 5.001,  Education Code, a private or independent institution of higher education, as defined by Section 61.003, Education Code, a volunteer fire department, as defined by Section 152.001, Tax Code, and those state agencies purchasing from a D
	A. Customer - any Texas state agency, unit of local government, institution of higher education as defined in Section 2054.003, Texas Government Code, the Electric Reliability Council of Texas, the Lower Colorado River Authority, a private school, as defined by Section 5.001,  Education Code, a private or independent institution of higher education, as defined by Section 61.003, Education Code, a volunteer fire department, as defined by Section 152.001, Tax Code, and those state agencies purchasing from a D
	1) A non-profit organization that provides educational, health or human services or assistance to homeless individuals; 
	1) A non-profit organization that provides educational, health or human services or assistance to homeless individuals; 
	1) A non-profit organization that provides educational, health or human services or assistance to homeless individuals; 

	2) A nonprofit food bank that solicits, warehouses, and redistributes edible but unmarketable food to an agency that feeds needy families and individuals; 
	2) A nonprofit food bank that solicits, warehouses, and redistributes edible but unmarketable food to an agency that feeds needy families and individuals; 

	3) Texas Partners of the Americas, a registered agency with the Advisory Committee on Voluntary Foreign Aid, with the approval of the Partners of the Alliance Office of the Agency for International Development; 
	3) Texas Partners of the Americas, a registered agency with the Advisory Committee on Voluntary Foreign Aid, with the approval of the Partners of the Alliance Office of the Agency for International Development; 

	4) A group, including a faith-based group, that enters into a financial or non-financial agreement with a health or human services agency to provide services to that agency’s clients; 
	4) A group, including a faith-based group, that enters into a financial or non-financial agreement with a health or human services agency to provide services to that agency’s clients; 

	5) A local workforce development board created under Section 2308.253; 
	5) A local workforce development board created under Section 2308.253; 

	6) A nonprofit organization approved by the Supreme Court of Texas that provides free legal services for low-income households in civil matters; 
	6) A nonprofit organization approved by the Supreme Court of Texas that provides free legal services for low-income households in civil matters; 

	7) The Texas Boll Weevil Eradication Foundation, Inc., or an entity 
	7) The Texas Boll Weevil Eradication Foundation, Inc., or an entity 
	7) The Texas Boll Weevil Eradication Foundation, Inc., or an entity 
	designated by the commissioner of agriculture as the foundation’s successor entity under Section 74.1011, Texas Agriculture Code; 
	designated by the commissioner of agriculture as the foundation’s successor entity under Section 74.1011, Texas Agriculture Code; 
	designated by the commissioner of agriculture as the foundation’s successor entity under Section 74.1011, Texas Agriculture Code; 

	8) A nonprofit computer bank that solicits, stores, refurbishes and redistributes used computer equipment to public school students and their families; and  
	8) A nonprofit computer bank that solicits, stores, refurbishes and redistributes used computer equipment to public school students and their families; and  

	9) A nonprofit organization that provides affordable housing. 
	9) A nonprofit organization that provides affordable housing. 








	B. Compliance Check – an audit of Vendor’s compliance with the Contract may be performed by, but not limited to, a third party auditor, DIR Internal Audit department, or DIR contract management staff or their designees. 
	B. Compliance Check – an audit of Vendor’s compliance with the Contract may be performed by, but not limited to, a third party auditor, DIR Internal Audit department, or DIR contract management staff or their designees. 
	B. Compliance Check – an audit of Vendor’s compliance with the Contract may be performed by, but not limited to, a third party auditor, DIR Internal Audit department, or DIR contract management staff or their designees. 

	C. Contract – the document executed between DIR and Vendor into which this Appendix A is incorporated. 
	C. Contract – the document executed between DIR and Vendor into which this Appendix A is incorporated. 

	D. CPA – refers to the Texas Comptroller of Public Accounts. 
	D. CPA – refers to the Texas Comptroller of Public Accounts. 

	E. Day - shall mean business days, Monday through Friday, except for State and Federal holidays, unless otherwise specified as calendar days.  If the Contract calls for performance on a day that is not a business day, then performance is intended to occur on the next business day. 
	E. Day - shall mean business days, Monday through Friday, except for State and Federal holidays, unless otherwise specified as calendar days.  If the Contract calls for performance on a day that is not a business day, then performance is intended to occur on the next business day. 

	F. Order Fulfiller – the party, either Vendor or a party that may be designated by Vendor, who is fulfilling a Purchase Order pursuant to the Contract. 
	F. Order Fulfiller – the party, either Vendor or a party that may be designated by Vendor, who is fulfilling a Purchase Order pursuant to the Contract. 

	G. Purchase Order - the Customer’s fiscal form or format, which is used when making a purchase (e.g., formal written Purchase Order, Procurement Card, Electronic Purchase Order, or other authorized instrument). 
	G. Purchase Order - the Customer’s fiscal form or format, which is used when making a purchase (e.g., formal written Purchase Order, Procurement Card, Electronic Purchase Order, or other authorized instrument). 

	H. State – refers to the State of Texas. 
	H. State – refers to the State of Texas. 


	4. General Provisions 
	A. Entire Agreement 
	The Contract, Appendices, and Exhibits constitute the entire agreement between DIR and the Vendor. No statement, promise, condition, understanding, inducement or representation, oral or written, expressed or implied, which is not contained in the Contract, Appendices, or its Exhibits shall be binding or valid.  
	B. Modification of Contract Terms and/or Amendments 
	1) The terms and conditions of the Contract shall govern all transactions by Customers under the Contract.  The Contract may only be modified or amended upon mutual written agreement of DIR and Vendor. 
	1) The terms and conditions of the Contract shall govern all transactions by Customers under the Contract.  The Contract may only be modified or amended upon mutual written agreement of DIR and Vendor. 
	1) The terms and conditions of the Contract shall govern all transactions by Customers under the Contract.  The Contract may only be modified or amended upon mutual written agreement of DIR and Vendor. 

	2) Customers shall not have the authority to modify the terms of the Contract; however, additional Customer terms and conditions that do not conflict with the Contract and are acceptable to Vendor or Order Fulfiller may be added in a Purchase Order and given effect. No additional term or condition added in a Purchase Order issued by a Customer can conflict with or diminish a term or condition of the Contract. Pre-printed terms and conditions on any Purchase Order issued by Customer hereunder will have no fo
	2) Customers shall not have the authority to modify the terms of the Contract; however, additional Customer terms and conditions that do not conflict with the Contract and are acceptable to Vendor or Order Fulfiller may be added in a Purchase Order and given effect. No additional term or condition added in a Purchase Order issued by a Customer can conflict with or diminish a term or condition of the Contract. Pre-printed terms and conditions on any Purchase Order issued by Customer hereunder will have no fo


	 
	3)  Customers and Vendor will negotiate and enter into written agreements regarding statements of work, service level agreements, remedies, acceptance criteria, information confidentiality and security requirements, and other terms specific to their Purchase Orders under the Contract with Vendors.  
	C. Invalid Term or Condition 
	1) To the extent any term or condition in the Contract conflicts with the applicable State and/or United States law or regulation, such Contract term or condition is void and unenforceable. By executing a contract which contains the conflicting term or condition, DIR makes no representations or warranties regarding the enforceability of such term or condition and DIR does not waive the applicable State and/or United States law or regulation which conflicts with the Contract term or condition. 
	2) If one or more terms or conditions in the Contract, or the application of any term or condition to any party or circumstance, is held invalid, unenforceable, or illegal in any respect by a final judgment or order of the State Office of Administrative Hearings or a court of competent jurisdiction, the remainder of the Contract and the application of the term or condition to other parties or circumstances shall remain valid and in full force and effect. 
	D. Assignment 
	DIR or Vendor may assign the Contract without prior written approval to: i) a successor in interest (for DIR, another state agency as designated by the Texas Legislature), or ii) a subsidiary, parent company or affiliate, or iii) as necessary to satisfy a regulatory requirement imposed upon a party by a governing body with the appropriate authority. Assignment of the Contract under the above terms shall require written notification by the assigning party and, for Vendor, a mutually agreed written Contract a
	E. Survival 
	All applicable software license agreements, warranties or service agreements that were entered into between Vendor and a Customer under the terms and conditions of the Contract shall survive the expiration or termination of the Contract All Purchase Orders issued and accepted by Vendor or Order Fulfiller shall survive expiration or termination of the Contract for the term of the Purchase Order, unless the Customer terminates the Purchase Order sooner.  However, regardless of the term of the Purchase Order, 
	F. Choice of Law  
	The laws of the State shall govern the construction and interpretation of the Contract. Exclusive venue for all actions will be in state court, Travis County, Texas. Nothing in the Contract or its Appendices shall be construed to waive the State’s sovereign immunity. 
	G. Limitation of Authority  
	Vendor shall have no authority to act for or on behalf of the Texas Department of Information Resources or the State except as expressly provided for in this Contract; no other authority, power or use is granted or implied. Vendor may not incur any debts, obligations, expenses, or liabilities of any kind on behalf of the State or DIR. 
	H. Proof of Financial Stability 
	Either DIR or Customer may require Vendor to provide proof of financial stability prior to or at any time during the contract term. 
	5. Intellectual Property Matters 
	A. Definitions 
	1)“ Work Product” means any and all deliverables produced by Vendor for Customer under a Statement of Work issued pursuant to this Contract, including any and all tangible or intangible items or things that have been or will be prepared, created, developed, invented or conceived at any time following the effective date of the Contract, including but not limited to any (i) works of authorship (such as manuals, instructions, printed material, graphics, artwork, images, illustrations, photographs, computer pro
	 
	2) “Intellectual Property Rights” means the worldwide legal rights or interests evidenced by or embodied in: (i) any idea, design, concept, personality right, method, process, technique, apparatus, invention, discovery, or improvement, including any patents, trade secrets, and know-how; (ii) any work of authorship, including any copyrights, moral rights or neighboring rights; (iii) any trademark, service mark, trade dress, trade name, or other indicia of source or origin; (iv) domain name registrations; and
	 
	3) “Statement of Work” means a document signed by Customer and Vendor describing a specific set of activities and/or deliverables, which may include Work Product and Intellectual Property Rights,  that Vendor is to provide Customer, issued pursuant to the Contract. 
	 
	4) “Third Party IP” means the Intellectual Property Rights of any third party that is not a party to this Contract, and that is not directly or indirectly providing any goods or services to Customer under this Contract. 
	 
	5) “Vendor IP” shall mean all tangible or intangible items or things, including the Intellectual Property Rights therein, created or developed by Vendor (a) prior to providing any Services or Work Product to Customer and prior to receiving any documents, materials, information or funding from or on behalf of Customer relating to the Services or Work Product, or (b) after the Effective Date of the Contract if such tangible or intangible items or things were independently developed by Vendor outside Vendor’s 
	B. Ownership.   
	As between Vendor and Customer, the Work Product and Intellectual Property Rights therein are and shall be owned exclusively by Customer, and not Vendor.  Vendor specifically agrees that the Work Product shall be considered “works made for hire” and that the Work Product shall, upon creation, be owned exclusively by Customer.  To the extent that the Work Product, under applicable law, may not be considered works made for hire, Vendor hereby agrees that the Contract effectively transfers, grants, conveys, as
	Work Product within the meaning of the Copyright Act of 1976.   Customer shall have access, during normal business hours (Monday through Friday, 8AM to 5PM) and upon reasonable prior notice to Vendor, to all Vendor materials, premises and computer files containing the Work Product.  Vendor and Customer, as appropriate, will cooperate with one another and execute such other documents as may be reasonably appropriate to achieve the objectives herein. No license or other right is granted hereunder to any Third
	C. Further Actions. 
	Vendor, upon request and without further consideration, shall perform any acts that may be deemed reasonably necessary or desirable by Customer to evidence more fully the transfer of ownership and/or registration of all Intellectual Property Rights in all Work Product to Customer to the fullest extent possible, including but not limited to the execution, acknowledgement and delivery of such further documents in a form determined by Customer.  In the event Customer shall be unable to obtain Vendor’s signatur
	D. Waiver of Moral Rights.   
	Vendor hereby irrevocably and forever waives, and agrees never to assert, any Moral Rights in or to the Work Product which Vendor may now have or which may accrue to Vendor’s benefit under U.S. or foreign copyright or other laws and any and all other residual rights and benefits which arise under any other applicable law now in force or hereafter enacted.  Vendor acknowledges the receipt of equitable compensation for its assignment and waiver of such Moral Rights.  The term “Moral Rights” shall mean any and
	E. Confidentiality.   
	All documents, information and materials forwarded to Vendor by Customer for use in and preparation of the Work Product shall be deemed the confidential information of Customer, and subject to the license granted by Customer to Vendor under sub-paragraph H.  
	hereunder. Vendor shall not use, disclose, or permit any person to use or obtain the Work Product, or any portion thereof, in any manner without the prior written approval of Customer. 
	F. Injunctive Relief.   
	The Contract is intended to protect Customer’s proprietary rights pertaining to the Work Product, and the Intellectual Property Rights therein, and any misuse of such rights would cause substantial and irreparable harm to Customer’s business. Therefore, Vendor acknowledges and stipulates that a court of competent jurisdiction may immediately enjoin any material breach of the intellectual property, use, and confidentiality provisions of this Contract, upon a request by Customer, without requiring proof of ir
	G. Return of Materials Pertaining to Work Product.   
	Upon the request of Customer, but in any event upon termination or expiration of this Contract or a Statement of Work, Vendor shall surrender to Customer all documents and things pertaining to the Work Product, including but not limited to drafts, memoranda, notes, records, drawings, manuals, computer software, reports, data, and all other documents or materials (and copies of same) generated or developed by Vendor or furnished by Customer to Vendor, including all materials embodying the Work Product, any C
	 
	H. Vendor License to Use.   
	H. Vendor License to Use.   
	H. Vendor License to Use.   
	H. Vendor License to Use.   
	a) Vendor may designate Order Fulfillers to act as the distributors for products and related services and cloud services available under the Contract. In designating Order Fulfillers, Vendor must be in compliance with the State’s Policy on 
	a) Vendor may designate Order Fulfillers to act as the distributors for products and related services and cloud services available under the Contract. In designating Order Fulfillers, Vendor must be in compliance with the State’s Policy on 
	a) Vendor may designate Order Fulfillers to act as the distributors for products and related services and cloud services available under the Contract. In designating Order Fulfillers, Vendor must be in compliance with the State’s Policy on 
	a) Vendor may designate Order Fulfillers to act as the distributors for products and related services and cloud services available under the Contract. In designating Order Fulfillers, Vendor must be in compliance with the State’s Policy on 
	Utilization of Historically Underutilized Businesses. In addition to the required Subcontracting Plan, Vendor shall provide DIR with the following Order Fulfiller information: Order Fulfiller name, Order Fulfiller business address, Order Fulfiller CPA Identification Number, Order Fulfiller contact person email address and phone number. 
	Utilization of Historically Underutilized Businesses. In addition to the required Subcontracting Plan, Vendor shall provide DIR with the following Order Fulfiller information: Order Fulfiller name, Order Fulfiller business address, Order Fulfiller CPA Identification Number, Order Fulfiller contact person email address and phone number. 
	Utilization of Historically Underutilized Businesses. In addition to the required Subcontracting Plan, Vendor shall provide DIR with the following Order Fulfiller information: Order Fulfiller name, Order Fulfiller business address, Order Fulfiller CPA Identification Number, Order Fulfiller contact person email address and phone number. 

	b) DIR reserves the right to require the Vendor to rescind any such Order Fulfiller participation or request that Vendor name additional Order Fulfillers should DIR determine it is in the best interest of the State. 
	b) DIR reserves the right to require the Vendor to rescind any such Order Fulfiller participation or request that Vendor name additional Order Fulfillers should DIR determine it is in the best interest of the State. 

	c) Vendor shall be fully liable for its Order Fulfillers’ performance under and compliance with the terms and conditions of the Contract. Vendor shall enter into contracts with Order Fulfillers and use terms and conditions that are consistent with the terms and conditions of the Contract. 
	c) Vendor shall be fully liable for its Order Fulfillers’ performance under and compliance with the terms and conditions of the Contract. Vendor shall enter into contracts with Order Fulfillers and use terms and conditions that are consistent with the terms and conditions of the Contract. 

	d) Vendor shall have the right to qualify Order Fulfillers and their participation under the Contract provided that: i) any criteria is uniformly applied to all potential Order Fulfillers based upon Vendor’s established, neutrally applied criteria, ii) the criteria is not based on a particular procurement, and iii) all Customers are supported under the different criteria. 
	d) Vendor shall have the right to qualify Order Fulfillers and their participation under the Contract provided that: i) any criteria is uniformly applied to all potential Order Fulfillers based upon Vendor’s established, neutrally applied criteria, ii) the criteria is not based on a particular procurement, and iii) all Customers are supported under the different criteria. 

	e) Vendor shall not prohibit Order Fulfiller from participating in other procurement opportunities offered through DIR. 
	e) Vendor shall not prohibit Order Fulfiller from participating in other procurement opportunities offered through DIR. 




	a) the products and related services and cloud services awarded;  
	a) the products and related services and cloud services awarded;  

	b) description of product and service awarded  
	b) description of product and service awarded  

	c) a current price list or mechanism (for example, a services calculator or product builder) to obtain specific contracted pricing; 
	c) a current price list or mechanism (for example, a services calculator or product builder) to obtain specific contracted pricing; 

	d) discount percentage (%) off MSRP or List Price; 
	d) discount percentage (%) off MSRP or List Price; 

	e) designated Order Fulfillers; 
	e) designated Order Fulfillers; 

	f) contact information (name, telephone number and email address) for Vendor and designated Order Fulfillers; 
	f) contact information (name, telephone number and email address) for Vendor and designated Order Fulfillers; 

	g) instructions for obtaining quotes and placing Purchase Orders;  
	g) instructions for obtaining quotes and placing Purchase Orders;  

	h) warranty policies; 
	h) warranty policies; 

	i) return policies;  
	i) return policies;  

	j) the DIR Contract number with a hyperlink to the Contract’s DIR webpage;  
	j) the DIR Contract number with a hyperlink to the Contract’s DIR webpage;  

	k) a link to the DIR “Cooperative Contracts” webpage; and 
	k) a link to the DIR “Cooperative Contracts” webpage; and 

	l) the DIR logo in accordance with the requirements of this Section. 
	l) the DIR logo in accordance with the requirements of this Section. 





	Customer hereby grants to Vendor a non-transferable, non-exclusive, royalty-free, fully paid-up license to use any Work Product solely as necessary to provide the Services to Customer.  Except as provided in this Section, neither Vendor nor any Subcontractor shall have the right to use the Work Product in connection with the provision of services to its other customers without the prior written consent of Customer, which consent may be withheld in Customer’s sole discretion.  
	I. Third-Party Underlying and Derivative Works.   
	To the extent that any Vendor IP or Third Party IP are embodied or reflected in the Work Product, or are necessary to provide the Services, Vendor hereby grants to the Customer, or shall obtain from the applicable third party for Customer’s benefit, the irrevocable, perpetual, non-exclusive, worldwide, royalty-free right and license, for Customer’s internal business purposes only, to (i) use, execute, reproduce, display, perform, distribute copies of, and prepare derivative works based upon such Vendor IP o
	a third party’s written approval for Vendor to use any Third Party IP that may be embodied or reflected in the Work Product.   
	J. Agreement with Subcontracts. 
	Vendor agrees that it shall have written agreement(s) that are consistent with the provisions hereof related to Work Product and Intellectual Property Rights with any employees, agents, consultants, contractors or subcontractors providing Services or Work Product pursuant to the Contract, prior to their providing such Services or Work Product, and that it shall maintain such written agreements at all times during performance of this Contract, which are sufficient to support all performance and grants of rig
	K. License to Customer. 
	Vendor grants to Customer, a perpetual, irrevocable, royalty free license, solely for the Customer’s internal business purposes, to use, copy, modify, display, perform (by any means), transmit and prepare derivative works of any Vendor IP embodied in or delivered to Customer in conjunction with the Work Product.  The foregoing license includes the right to sublicense third parties, solely for the purpose of engaging such third parties to assist or carryout Customer’s internal business use of the Work Produc
	L. Vendor Development Rights. 
	To the extent not inconsistent with Customer’s rights in the Work Product or as set forth herein, nothing in this Contract shall preclude Vendor from developing for itself, or for others, materials which are competitive with those produced as a result of the Services provided hereunder, provided that no Work Product is utilized, and no Intellectual Property Rights of Customer therein are infringed by such competitive materials.  To the extent that Vendor wishes to use the Work Product, or acquire licensed r
	6. Terms and Conditions Applicable to State Agency Purchases Only:  
	A. Electronic and Information Resources Accessibility Standards, As Required by 1 TAC Chapters 206 and 213 (Applicable to State Agency and Institution of Higher Education Purchases Only) 
	1) Effective September 1, 2006 state agencies and institutions of higher education shall procure products which comply with the State Accessibility requirements for Electronic and Information Resources specified in 1 TAC Chapters 206 and 213 when such products are available in the commercial marketplace or when such products are developed in response to a procurement solicitation. 
	2) Upon request, but not later than thirty (30) calendar days after request, Vendor shall provide DIR with a completed Voluntary Product Accessibility Template (VPAT) of the specified product or a URL to the VPAT for reviewing compliance with the State 
	Accessibility requirements (based on the federal standards established under Section 508 of the Rehabilitation Act). 
	B. Purchase of Commodity Items (Applicable to State Agency Purchases Only) 
	1) Texas Government Code, §2157.068 requires State agencies to buy commodity items, as defined in 6.B.2, below, in accordance with contracts developed by DIR, unless the agency obtains an exemption from DIR or a written certification that a commodity is not on DIR contract (for the limited purpose of purchasing from a local government purchasing cooperative).  
	2) Commodity items are commercially available software, hardware and technology services that are generally available to businesses or the public and for which DIR determines that a reasonable demand exists in two or more state agencies. Hardware is the physical technology used to process, manage, store, transmit, receive or deliver information. Software is the commercially available programs that operate hardware and includes all supporting documentation, media on which the software may be contained or sto
	3) Vendor agrees to coordinate all State agency commodity item sales through existing DIR contracts. Institutions of higher education are exempt from this Subsection 6.B. 
	7. Contract Fulfillment and Promotion  
	A. Service, Sales and Support of the Contract 
	Vendor shall provide service, sales and support resources to serve all Customers throughout the State. It is the responsibility of the Vendor to sell, market, and promote products and related services and cloud services available under the Contract. Vendor shall use its best efforts to ensure that potential Customers are made aware of the existence of the Contract. All sales to Customers for products and related services and cloud services available under the Contract shall be processed through the Contract
	B. Use of Order Fulfillers 
	DIR agrees to permit Vendor to utilize designated Order Fulfillers to provide service, sales and support resources to Customers. Such participation is subject to the following conditions: 
	1) Designation of Order Fulfillers 
	2) Changes in Order Fulfiller List  
	Vendor may add or delete Order Fulfillers throughout the term of the Contract upon written authorization by DIR.  Prior to adding or deleting Order Fulfillers, Vendor must make a good faith effort in the revision of its Subcontracting Plan in accordance with the State’s Policy on Utilization of Historically Underutilized Businesses.  Vendor shall provide DIR with its updated Subcontracting Plan and the Order Fulfiller information listed in Section 7.B.1.a above.  
	3) Order Fulfiller Pricing to Customer 
	Order Fulfiller pricing to the Customer shall comply with the Customer price as stated within Appendix A,  Section 8, Pricing, Purchase Orders, Invoices and Payment, and as set forth in Appendix C, Pricing Index, and shall include the DIR Administrative Fee. This pricing shall only be offered by Order Fulfillers to Customers for sales that pass through the Contract.  
	C. Product Warranty and Return Policies 
	Order Fulfiller will adhere to the Vendor’s then-currently published policies concerning product warranties and returns.  Product warranty and return policies for Customers will not be more restrictive or more costly than warranty and return policies for other similarly situated Customers for like products. 
	D. Customer Site Preparation 
	Customers shall prepare and maintain its site in accordance with written instructions furnished by Order Fulfiller prior to the scheduled delivery date of any product or service 
	and shall bear the costs associated with the site preparation. 
	E. Internet Access to Contract and Pricing Information 
	1) Vendor Webpage 
	Within thirty (30) calendar days of the effective date of the Contract, Vendor will establish and maintain a webpage specific to the products and related services and cloud services awarded under the Contract that are clearly distinguishable from other, non-DIR Contract offerings on the Vendor’s website. The webpage must include:  
	 
	If Vendor does not meet the webpage requirements listed above, DIR may cancel the contract without penalty. 
	 
	2) Accurate and Timely Contract Information 
	Vendor warrants and represents that the website information specified in the above paragraph will be accurately and completely posted, maintained and displayed in an objective and timely manner. Vendor, at its own expense, shall correct any non-conforming or inaccurate information posted at Vendor’s website within ten (10) business days after written notification by DIR. 
	3) Webpage Compliance Checks   
	Periodic compliance checks of the information posted for the Contract on Vendor’s webpage will be conducted by DIR.  Upon request by DIR, Vendor shall provide verifiable documentation that pricing listed upon this webpage is compliant with the pricing as stated in the Contract. 
	4) Webpage Changes 
	Vendor hereby consents to a link from the DIR website to Vendor’s webpage in order to facilitate access to Contract information. The establishment of the link is provided solely for convenience in carrying out the business operations of the State. DIR reserves the right to suspend, terminate or remove a link at any time, in its sole discretion, without advance notice, or to deny a future request for a link.  DIR will provide Vendor with subsequent notice of link suspension, termination or removal. Vendor sh
	5) Use of Access Data Prohibited 
	If Vendor stores, collects or maintains data electronically as a condition of accessing Contract information, such data shall only be used internally by Vendor for the purpose of implementing or marketing the Contract and shall not be disseminated to third parties or used for other marketing purposes. The Contract constitutes a public document under the laws of the State and Vendor shall not restrict access to Contract terms and conditions including pricing, i.e., through use of restrictive technology or pa
	6) Responsibility for Content 
	Vendor is solely responsible for administration, content, intellectual property rights, and all materials at Vendor’s website. DIR reserves the right to require a change of listed content if, in the opinion of DIR, it does not adequately represent the Contract.  
	F. Services Warranty and Return Policies 
	Vendor and Order Fulfiller will adhere to the Vendor’s then-currently published policies concerning services warranties and returns.  Such policies for Customers will not be more restrictive or more costly than warranty and return policies for other similarly situated Customers for like services. 
	G. DIR Logo 
	Vendor and Order Fulfiller may use the DIR logo in the promotion of the Contract to Customers with the following stipulations:  (i) the logo may not be modified in any way, (ii) when displayed, the size of the DIR logo must be equal to or smaller than the Vendor or Order Fulfiller logo, (iii) the DIR logo is only used to communicate the availability of products and related services and cloud services under the Contract to Customers, and (iv) any other use of the DIR logo requires prior written permission fr
	H. Vendor and Order Fulfiller Logo 
	If DIR receives Vendor’s or Order Fulfiller’s prior written approval, DIR may use the Vendor’s and Order’s Fulfiller’s name and logo in the promotion of the Contract to communicate the availability of  products and related services and cloud services under the Contract to Customers.  Use of the logos may be on the DIR website or on printed materials.  Any use of Vendor’s and Order Fulfiller’s logo by DIR must comply with and be solely related to the purposes of the Contract and any usage guidelines communic
	therewith, except for the limited usage rights expressly provided by Vendor and Order Fulfiller.    
	I. Trade Show Participation 
	At DIR’s discretion, Vendor and Order Fulfillers may be required to participate in no more than two DIR sponsored trade shows each calendar year. Vendor understands and agrees that participation, at the Vendor’s and Order Fulfiller’s expense, includes providing a manned booth display or similar presence. DIR will provide four months advance notice of any required participation. Vendor and Order Fulfillers must display the DIR logo at all trade shows that potential Customers will attend.  DIR reserves the ri
	J. Orientation Meeting 
	Within thirty (30) calendar days from execution of the Contract, Vendor and Order Fulfillers will be required to attend an orientation meeting to discuss the content and procedures of the Contract to include reporting requirements.  DIR, at its discretion,  may waive the orientation requirement for Vendors who have previously held DIR contracts.  The meeting will be held in the Austin, Texas area at a date and time mutually acceptable to DIR and the Vendor or by teleconference, at DIR’s discretion.  DIR sha
	K. Performance Review Meetings 
	DIR will require the Vendor to attend periodic meetings to review the Vendor’s performance under the Contract.  The meetings will be held within the Austin, Texas area at a date and time mutually acceptable to DIR and the Vendor or by teleconference, at DIR’s discretion.  DIR shall bear no cost for the time and travel of the Vendor for attendance at the meeting. 
	L. DIR Cost Avoidance 
	As part of the performance measures reported to state leadership, DIR must provide the cost avoidance the State has achieved through the Contract.  Upon request by DIR, Vendor shall provide DIR with a detailed report of a representative sample of products and services sold under the Contract. The report shall contain: service or product part number, product or service description, list price and price to Customer under the Contract. 
	8. Pricing, Purchase Orders, Invoices, and Payments  
	 
	A. Manufacturer’s Suggested Retail Price (MSRP) or List Price  
	MSRP is defined as the product sales price list published in some form by the manufacturer or publisher of a product and available to and recognized by the trade.  A price list especially prepared for a given solicitation is not acceptable. 
	B. Customer Discount  
	The minimum Customer discount for all products and related services and cloud services will be the percentage off MSRP as specified in Appendix C, Pricing Index.  
	C. Customer Price  
	 
	1) The price to the Customer shall be calculated as follows: 
	 
	Customer Price = (MSRP or List Price – Customer Discount as set forth in Appendix C, Pricing Index) x (1 + DIR Administrative Fee, as set forth in the Contract). 
	 
	2) Customers purchasing products and related services and cloud services under this Contract may negotiate more advantageous pricing or participate in special promotional offers. In such event, a copy of such better offerings shall be furnished to DIR upon request. 
	 
	3) If pricing for products and related services or cloud services available under this Contract is provided by the Vendor at a lower price to: (i) an eligible Customer who is not purchasing those products and related services or cloud services under this Contract or (ii) to any other customer under the same terms and conditions provided for the State for the same commodities and services under this contract, then the available Customer Price in this Contract shall be adjusted to that lower price. This requi
	D. Shipping and Handling Fees  
	The price to the Customer under this Contract shall include all shipping and handling fees. Shipments will be Free On Board Customer’s Destination. No additional fees shall be charged to the Customer for standard shipping and handling. If the Customer requests expedited or special delivery, Customer will be responsible for any charges for expedited or special delivery. 
	E. Tax-Exempt  
	As per Section 151.309, Texas Tax Code, Customers under this Contract are exempt from the assessment of State sales, use and excise taxes.  Further, Customers under this Contract are exempt from Federal Excise Taxes, 26 United States Code Sections 4253(i) and (j).  Customers shall provide evidence of tax-exempt status to Vendor upon request. 
	F. Travel Expense Reimbursement  
	Pricing for services provided under this Contract are exclusive of any travel expenses that may be incurred in the performance of those services.  Travel expense 
	reimbursement may include personal vehicle mileage or commercial coach transportation, hotel accommodations, parking and meals; provided, however, the amount of reimbursement by Customers shall not exceed the amounts authorized for state employees as adopted by each Customer; and provided, further, that all reimbursement rates shall not exceed the maximum rates established for state employees under the current State Travel Management Program (
	reimbursement may include personal vehicle mileage or commercial coach transportation, hotel accommodations, parking and meals; provided, however, the amount of reimbursement by Customers shall not exceed the amounts authorized for state employees as adopted by each Customer; and provided, further, that all reimbursement rates shall not exceed the maximum rates established for state employees under the current State Travel Management Program (
	http://www.window.state.tx.us/procurement/prog/stmp/
	http://www.window.state.tx.us/procurement/prog/stmp/

	). Travel time may not be included as part of the amounts payable by Customer for any services rendered under this Contract. The DIR administrative fee specified in the Contract is not applicable to travel expense reimbursement.  Anticipated travel expenses must be pre-approved in writing by Customer.  Customer reserves the right not to pay travel expenses which are not pre-approved in writing by the Customer. 

	G. Changes to Prices 
	Subject to the requirements of this section, Vendor may change the price of any product or service at any time, based upon changes to the MSRP, but discount levels shall remain consistent with the discount levels specified in this Contract.  
	 
	Vendor may revise its pricing (but not its discount rate, if any, and not the products or related services or cloud services on its contract pricing list) by posting a revised pricing list.  Such revised pricing lists are subject to review by DIR.   If DIR finds that a product’s or service’s price has been increased unreasonably, DIR may request Vendor to reduce its pricing for the product or service to the level published before the revision.  Vendor must reduce its pricing, or remove the product from its 
	H. Purchase Orders  
	All Customer Purchase Orders will be placed directly with the Vendor or Order Fulfiller. Accurate Purchase Orders shall be effective and binding upon Vendor or Order Fulfiller when accepted by Vendor or Order Fulfiller.  Customer and Vendor may work together to include specific requirements as to what constitutes a valid Purchase Order. 
	Vendors will be required to comply with the disclosure requirements of Section 2252.908, Texas Government Code, as enacted by House Bill 1295, 84th Regular Session, when execution of a contract requires an action or vote by the governing body of a governmental entity before the contract may be signed. 
	I. Invoices  
	1) Invoices shall be submitted by the Vendor or Order Fulfiller directly to the Customer and shall be issued in compliance with Chapter 2251, Texas Government Code. All payments for products and related services and/or cloud services purchased under the Contract and any provision of acceptance of such products and related services and/or cloud services shall be made by the Customer to the Vendor or Order Fulfiller.  For Customers that are not subject to Chapter 2251, Texas Government Code, Customer and Vend
	2) Invoices must be timely and accurate. Each invoice must match Customer’s Purchase Order and include any written changes that may apply, as it relates to services, products, prices and quantities. Invoices must include the Customer’s Purchase Order number or other pertinent information for verification of receipt of the product or services by the Customer. 
	 
	3) The administrative fee as set forth in the Contract shall not be broken out as a separate line item when pricing or invoice is provided to Customer. 
	J. Payments  
	Customers shall comply with Chapter 2251, Texas Government Code, in making payments to Vendor or Order Fulfiller. The statute states that payments for goods and services are due thirty (30) calendar days after the goods are provided, the services completed, or a correct invoice is received, whichever is later. Payment under the Contract shall not foreclose the right to recover wrongful payments. For Customers that are not subject to Chapter 2251, Texas Government Code, Customer and Vendor will agree to acce
	9. Contract Administration  
	A. Contract Managers  
	DIR and the Vendor will each provide a Contract Manager to support the Contract. Information regarding the Contract Manager will be posted on the Internet website designated for the Contract. 
	1) State Contract Manager 
	DIR shall provide a Contract Manager whose duties shall include but not be limited to: i) advising DIR and Vendor of Vendor’s performance under, and compliance with the terms and conditions of the Contract, ii) periodic verification of product and services pricing, and iii) verification of monthly reports submitted by Vendor. 
	2) Vendor Contract Manager 
	Vendor shall identify a specific Contract Manager whose duties shall include but not be limited to: i) supporting the marketing and management of the Contract, ii) facilitating dispute resolution between Vendor or Order Fulfiller and a Customer, and iii) advising DIR of Vendor’s or Order Fulfillers performance under the terms and conditions of the Contract. DIR reserves the right to require a change in Vendor’s then-current Contract Manager if the assigned Contract Manager is not, in the reasonable opinion 
	B. Reporting and Administrative Fees 
	1) Reporting Responsibility 
	a) Vendor shall be responsible for reporting all products and services purchased through Vendor and Order Fulfillers under the Contract. Vendor shall file the monthly reports, subcontract reports, and pay the administrative fees in accordance with the due dates specified in this section.   
	a) Vendor shall be responsible for reporting all products and services purchased through Vendor and Order Fulfillers under the Contract. Vendor shall file the monthly reports, subcontract reports, and pay the administrative fees in accordance with the due dates specified in this section.   
	a) Vendor shall be responsible for reporting all products and services purchased through Vendor and Order Fulfillers under the Contract. Vendor shall file the monthly reports, subcontract reports, and pay the administrative fees in accordance with the due dates specified in this section.   


	b) DIR shall have the right to verify required reports and to take any actions necessary to enforce its rights under this section, including but not limited to compliance checks of Vendor’s applicable Contract. Vendor will provide all required documentation at no cost. 
	b) DIR shall have the right to verify required reports and to take any actions necessary to enforce its rights under this section, including but not limited to compliance checks of Vendor’s applicable Contract. Vendor will provide all required documentation at no cost. 
	b) DIR shall have the right to verify required reports and to take any actions necessary to enforce its rights under this section, including but not limited to compliance checks of Vendor’s applicable Contract. Vendor will provide all required documentation at no cost. 


	2) Detailed Monthly Report 
	Vendor shall electronically provide DIR with a detailed monthly report in the format required by DIR showing the dollar volume of any and all sales under the Contract for the previous calendar month period.  Reports shall be submitted to the DIR Cooperative Contracts E-Mail Box at 
	Vendor shall electronically provide DIR with a detailed monthly report in the format required by DIR showing the dollar volume of any and all sales under the Contract for the previous calendar month period.  Reports shall be submitted to the DIR Cooperative Contracts E-Mail Box at 
	ict.sales@dir.texas.gov
	ict.sales@dir.texas.gov

	.  Reports are due on the fifteenth (15th) calendar day after the close of the previous month period. If the 15th calendar day falls on a weekend or state or federal holiday, the report shall be due on the next business day.  The monthly report shall include, per transaction: the detailed sales for the period, Customer name, invoice date, invoice number, description, quantity, MSRP or List Price, unit price, extended price, Customer Purchase Order number, contact name, Customer’s complete billing address, t

	3) Historically Underutilized Businesses Subcontract Reports 
	a) Vendor shall electronically provide each Customer with Vendor’s relevant Historically Underutilized Business Subcontracting Report, pursuant to the Contract, as required by Chapter 2161, Texas Government Code.  Reports shall also be submitted to DIR. 
	a) Vendor shall electronically provide each Customer with Vendor’s relevant Historically Underutilized Business Subcontracting Report, pursuant to the Contract, as required by Chapter 2161, Texas Government Code.  Reports shall also be submitted to DIR. 
	a) Vendor shall electronically provide each Customer with Vendor’s relevant Historically Underutilized Business Subcontracting Report, pursuant to the Contract, as required by Chapter 2161, Texas Government Code.  Reports shall also be submitted to DIR. 

	b) Reports shall be due in accordance with the CPA rules. 
	b) Reports shall be due in accordance with the CPA rules. 


	4) DIR Administrative Fee  
	a) An administrative fee shall be paid by Vendor to DIR to defray the DIR costs of negotiating, executing, and administering the Contract. The maximum administrative fee is set by the Texas Legislature in the biennial General Appropriations Act.  Payment of the administrative fee shall be due on the fifteenth (15th) calendar day after the close of the previous month period.  DIR may change the amount of the administrative fee upon thirty (30) calendar days written notice to Vendor without the need for a for
	a) An administrative fee shall be paid by Vendor to DIR to defray the DIR costs of negotiating, executing, and administering the Contract. The maximum administrative fee is set by the Texas Legislature in the biennial General Appropriations Act.  Payment of the administrative fee shall be due on the fifteenth (15th) calendar day after the close of the previous month period.  DIR may change the amount of the administrative fee upon thirty (30) calendar days written notice to Vendor without the need for a for
	a) An administrative fee shall be paid by Vendor to DIR to defray the DIR costs of negotiating, executing, and administering the Contract. The maximum administrative fee is set by the Texas Legislature in the biennial General Appropriations Act.  Payment of the administrative fee shall be due on the fifteenth (15th) calendar day after the close of the previous month period.  DIR may change the amount of the administrative fee upon thirty (30) calendar days written notice to Vendor without the need for a for

	b) Vendor shall reference the DIR Contract number, reporting period, and administrative fee amount on any remittance instruments. 
	b) Vendor shall reference the DIR Contract number, reporting period, and administrative fee amount on any remittance instruments. 


	5) Accurate and Timely Submission of Reports 
	a) The reports and administrative fees shall be accurate and timely and submitted in accordance with the due dates specified in this section.  Vendor shall correct any 
	a) The reports and administrative fees shall be accurate and timely and submitted in accordance with the due dates specified in this section.  Vendor shall correct any 
	a) The reports and administrative fees shall be accurate and timely and submitted in accordance with the due dates specified in this section.  Vendor shall correct any 


	inaccurate reports or administrative fee payments within three (3) business days upon written notification by DIR.  Vendor shall deliver any late reports or late administrative fee payments within three (3) business days upon written notification by DIR.  If Vendor is unable to correct inaccurate reports or administrative fee payments or deliver late reports and fee payments within three (3) business days, Vendor must contact DIR and provide a corrective plan of action, including the timeline for completion
	inaccurate reports or administrative fee payments within three (3) business days upon written notification by DIR.  Vendor shall deliver any late reports or late administrative fee payments within three (3) business days upon written notification by DIR.  If Vendor is unable to correct inaccurate reports or administrative fee payments or deliver late reports and fee payments within three (3) business days, Vendor must contact DIR and provide a corrective plan of action, including the timeline for completion
	inaccurate reports or administrative fee payments within three (3) business days upon written notification by DIR.  Vendor shall deliver any late reports or late administrative fee payments within three (3) business days upon written notification by DIR.  If Vendor is unable to correct inaccurate reports or administrative fee payments or deliver late reports and fee payments within three (3) business days, Vendor must contact DIR and provide a corrective plan of action, including the timeline for completion

	b) Should Vendor fail to correct inaccurate reports or cure the delay in timely delivery of reports and payments within the corrective plan of action timeline, DIR reserves the right to require an independent third party audit of the Vendor’s records as specified in C.3 of this Section, at Vendor’s expense. DIR will select the auditor (and all payments to auditor will require DIR approval). 
	b) Should Vendor fail to correct inaccurate reports or cure the delay in timely delivery of reports and payments within the corrective plan of action timeline, DIR reserves the right to require an independent third party audit of the Vendor’s records as specified in C.3 of this Section, at Vendor’s expense. DIR will select the auditor (and all payments to auditor will require DIR approval). 

	c) Failure to timely submit three (3) reports or administrative fee payments within any rolling twelve (12) month period may, at DIR’s discretion, result in the addition of late fees of $100/day for each day the report or payment is due (up to $1000/month) or suspension or termination of Vendor’s Contract. 
	c) Failure to timely submit three (3) reports or administrative fee payments within any rolling twelve (12) month period may, at DIR’s discretion, result in the addition of late fees of $100/day for each day the report or payment is due (up to $1000/month) or suspension or termination of Vendor’s Contract. 


	C. Records and Audit  
	 
	1) Acceptance of funds under the Contract by Vendor and/or Order Fulfiller acts as acceptance of the authority of the State Auditor’s Office, or any successor agency or designee, to conduct an audit or investigation in connection with those funds. Vendor further agrees to cooperate fully with the State Auditor’s Office or its successor or designee in the conduct of the audit or investigation, including providing all records requested. Vendor will ensure that this clause concerning the authority to audit fun
	1) Acceptance of funds under the Contract by Vendor and/or Order Fulfiller acts as acceptance of the authority of the State Auditor’s Office, or any successor agency or designee, to conduct an audit or investigation in connection with those funds. Vendor further agrees to cooperate fully with the State Auditor’s Office or its successor or designee in the conduct of the audit or investigation, including providing all records requested. Vendor will ensure that this clause concerning the authority to audit fun
	1) Acceptance of funds under the Contract by Vendor and/or Order Fulfiller acts as acceptance of the authority of the State Auditor’s Office, or any successor agency or designee, to conduct an audit or investigation in connection with those funds. Vendor further agrees to cooperate fully with the State Auditor’s Office or its successor or designee in the conduct of the audit or investigation, including providing all records requested. Vendor will ensure that this clause concerning the authority to audit fun

	2) Vendor and Order Fulfillers shall maintain adequate records to establish compliance with the Contract until the later of a period of seven  (7) years after termination of the Contract or until full, final and unappealable resolution of all Compliance Check or litigation issues that arise under the Contract.  Such records shall include per transaction: the the Vendor or Order Fulfiller’s company name if applicable, Customer name, invoice date, invoice number, description, part number, manufacturer, quanti
	2) Vendor and Order Fulfillers shall maintain adequate records to establish compliance with the Contract until the later of a period of seven  (7) years after termination of the Contract or until full, final and unappealable resolution of all Compliance Check or litigation issues that arise under the Contract.  Such records shall include per transaction: the the Vendor or Order Fulfiller’s company name if applicable, Customer name, invoice date, invoice number, description, part number, manufacturer, quanti


	3) Vendor and/or Order Fulfillers shall grant access to all paper and electronic records, books, documents, accounting procedures, practices, customer records including but not limited to contracts, agreements, purchase orders and statements of work, and any other items relevant to the performance of the Contract to the DIR Internal Audit department or DIR Contract Management staff, including the compliance checks designated by the DIR Internal Audit department, DIR Contract Management staff, the State Audi
	3) Vendor and/or Order Fulfillers shall grant access to all paper and electronic records, books, documents, accounting procedures, practices, customer records including but not limited to contracts, agreements, purchase orders and statements of work, and any other items relevant to the performance of the Contract to the DIR Internal Audit department or DIR Contract Management staff, including the compliance checks designated by the DIR Internal Audit department, DIR Contract Management staff, the State Audi
	3) Vendor and/or Order Fulfillers shall grant access to all paper and electronic records, books, documents, accounting procedures, practices, customer records including but not limited to contracts, agreements, purchase orders and statements of work, and any other items relevant to the performance of the Contract to the DIR Internal Audit department or DIR Contract Management staff, including the compliance checks designated by the DIR Internal Audit department, DIR Contract Management staff, the State Audi

	4) For procuring State Agencies whose payments are processed by the Texas Comptroller of Public Accounts, the volume of payments made to Vendor and Order Fulfillers through the Texas Comptroller of Public Accounts and the administrative fee based thereon shall be presumed correct unless Vendor can demonstrate to DIR’s satisfaction that Vendor’s calculation of DIR’s administrative fee is correct. 
	4) For procuring State Agencies whose payments are processed by the Texas Comptroller of Public Accounts, the volume of payments made to Vendor and Order Fulfillers through the Texas Comptroller of Public Accounts and the administrative fee based thereon shall be presumed correct unless Vendor can demonstrate to DIR’s satisfaction that Vendor’s calculation of DIR’s administrative fee is correct. 


	D. Contract Administration Notification  
	1) Prior to execution of the Contract, Vendor shall provide DIR with written notification of the following:  i) Vendor Contract Administrator name and contact information, ii) Vendor sales representative name and contact information, and iii) name and contact information of Vendor personnel responsible for submitting reports and payment of administrative fees specified herein. 
	1) Prior to execution of the Contract, Vendor shall provide DIR with written notification of the following:  i) Vendor Contract Administrator name and contact information, ii) Vendor sales representative name and contact information, and iii) name and contact information of Vendor personnel responsible for submitting reports and payment of administrative fees specified herein. 
	1) Prior to execution of the Contract, Vendor shall provide DIR with written notification of the following:  i) Vendor Contract Administrator name and contact information, ii) Vendor sales representative name and contact information, and iii) name and contact information of Vendor personnel responsible for submitting reports and payment of administrative fees specified herein. 

	2) Upon execution of the Contract, DIR shall provide Vendor with written notification of the following:  i) DIR Contract Administrator name and contact information, and ii) DIR Cooperative Contracts E-Mail Box information. 
	2) Upon execution of the Contract, DIR shall provide Vendor with written notification of the following:  i) DIR Contract Administrator name and contact information, and ii) DIR Cooperative Contracts E-Mail Box information. 


	10. Vendor Responsibilities  
	A. Indemnification    
	1) INDEPENDENT CONTRACTOR 
	VENDOR AGREES AND ACKNOWLEDGES THAT DURING THE EXISTENCE OF THIS CONTRACT, IT IS FURNISHING  PRODUCTS AND SERVICES IN THE CAPACITY OF AN INDEPENDENT CONTRACTOR AND THAT VENDOR IS NOT AN EMPLOYEE OF THE CUSTOMER OR THE STATE OF TEXAS.  
	 
	2) ACTS OR OMISSIONS 
	Vendor shall indemnify and hold harmless the State of Texas and Customers, AND/OR THEIR OFFICERS, AGENTS, EMPLOYEES, REPRESENTATIVES, CONTRACTORS, ASSIGNEES, AND/OR DESIGNEES FROM ANY AND ALL LIABILITY, ACTIONS, CLAIMS, DEMANDS, OR SUITS, AND ALL RELATED COSTS, ATTORNEY FEES, AND EXPENSES arising out of, or resulting from any acts or omissions of the Vendor or its agents, employees, subcontractors, Order Fulfillers, or suppliers of subcontractors in the execution or performance of the Contract and any Purch
	 
	3) INFRINGEMENTS 
	a) Vendor shall indemnify and hold harmless the State of Texas and Customers, AND/OR THEIR EMPLOYEES, AGENTS, REPRESENTATIVES, CONTRACTORS, ASSIGNEES, AND/OR DESIGNEES from any and all third party claims involving infringement of United States patents, copyrights, trade and service marks, and any other intellectual or intangible property rights in connection with the PERFORMANCES OR ACTIONS OF VENDOR PURSUANT TO THIS CONTRACT.  VENDOR AND THE CUSTOMER AGREE TO FURNISH TIMELY WRITTEN NOTICE TO EACH OTHER OF 
	 
	b) Vendor shall have no liability under this section if the alleged infringement is caused in whole or in part by: (i) use of the product or service for a purpose or in a manner for which the product or service was not designed, (ii) any modification made to the product without Vendor’s written approval, (iii) any modifications made to the product by the Vendor pursuant to Customer’s specific instructions, (iv) any intellectual property right owned by or licensed to Customer, or (v) any use of the product o
	 
	c)  If Vendor becomes aware of an actual or potential claim, or Customer provides Vendor with notice of an actual or potential claim, Vendor may (or in the case of an injunction against Customer, shall), at Vendor’s sole option and expense: (i) procure for the Customer the right to continue to use the affected portion of the product or service, or (ii) modify or replace the affected portion of the product or service with functionally equivalent or superior product or service so that Customer’s use is non-in
	 
	4) PROPERTY DAMAGE 
	IN THE EVENT OF LOSS, DAMAGE, OR DESTRUCTION OF ANY PROPERTY OF CUSTOMER OR THE STATE DUE TO THE NEGLIGENCE, MISCONDUCT, WRONGFUL ACT OR OMISSION ON THE PART OF THE VENDOR, ITS EMPLOYEES, AGENTS, REPRESENTATIVES, OR SUBCONTRACTORS, THE VENDOR SHALL PAY THE FULL COST OF EITHER REPAIR, RECONSTRUCTION, OR REPLACEMENT OF THE PROPERTY, AT THE CUSTOMER’S SOLE ELECTION.  SUCH COST SHALL BE DETERMINED BY THE CUSTOMER AND SHALL BE DUE AND PAYABLE BY THE VENDOR NINETY (90) CALENDAR DAYS AFTER THE DATE OF THE VENDORS 
	B. Taxes/Worker’s Compensation/UNEMPLOYMENT INSURANCE 
	1) VENDOR AGREES AND ACKNOWLEDGES THAT DURING THE EXISTENCE OF THIS CONTRACT, VENDOR SHALL BE ENTIRELY RESPONSIBLE FOR THE LIABILITY AND PAYMENT OF VENDOR’S AND VENDOR'S EMPLOYEES’ TAXES OF WHATEVER KIND, ARISING OUT OF THE PERFORMANCES IN THIS CONTRACT.  VENDOR AGREES TO COMPLY WITH ALL STATE AND FEDERAL LAWS APPLICABLE TO ANY SUCH PERSONS, INCLUDING LAWS REGARDING WAGES, TAXES, INSURANCE, AND WORKERS' COMPENSATION.  THE CUSTOMER AND/OR THE STATE SHALL NOT BE LIABLE TO THE VENDOR, ITS EMPLOYEES, AGENTS, OR
	 
	2) VENDOR AGREES TO INDEMNIFY AND HOLD HARMLESS CUSTOMERS, THE STATE OF TEXAS AND/OR THEIR EMPLOYEES, AGENTS, REPRESENTATIVES, CONTRACTORS, AND/OR ASSIGNEES FROM ANY AND ALL LIABILITY, ACTIONS, CLAIMS, DEMANDS, OR SUITS, AND ALL RELATED COSTS, ATTORNEYS’ FEES, AND EXPENSES, RELATING TO TAX LIABILITY, UNEMPLOYMENT INSURANCE AND/OR WORKERS’ COMPENSATION IN ITS PERFORMANCE UNDER THIS CONTRACT.  VENDOR SHALL BE LIABLE TO PAY ALL COSTS OF DEFENSE INCLUDING ATTORNEYS’ FEES.  THE DEFENSE SHALL BE COORDINATED BY VE
	WITH THE OFFICE OF THE ATTORNEY GENERAL WHEN TEXAS STATE AGENCIES ARE NAMED DEFENDANTS IN ANY LAWSUIT AND VENDOR MAY NOT AGREE TO ANY SETTLEMENT WITHOUT FIRST OBTAINING THE CONCURRENCE FROM THE OFFICE OF THE ATTORNEY GENERAL.  VENDOR AND THE CUSTOMER AGREE TO FURNISH TIMELY WRITTEN NOTICE TO EACH OTHER OF ANY SUCH CLAIM. 
	C. Vendor Certifications 
	Vendor certifies on behalf of Vendor  and its designated Order Fulfillers that they:  
	(i) have not given, offered to give, and do not intend to give at any time hereafter any economic opportunity, future employment, gift, loan, gratuity, special discount, trip, favor, or service to a public servant in connection with the Contract;   
	(i) have not given, offered to give, and do not intend to give at any time hereafter any economic opportunity, future employment, gift, loan, gratuity, special discount, trip, favor, or service to a public servant in connection with the Contract;   
	(i) have not given, offered to give, and do not intend to give at any time hereafter any economic opportunity, future employment, gift, loan, gratuity, special discount, trip, favor, or service to a public servant in connection with the Contract;   

	(ii) are not currently delinquent in the payment of any franchise tax owed the State  and are not ineligible to receive payment under §231.006 of the Texas Family Code and acknowledge the Contract may be terminated and payment withheld if this certification is inaccurate;   
	(ii) are not currently delinquent in the payment of any franchise tax owed the State  and are not ineligible to receive payment under §231.006 of the Texas Family Code and acknowledge the Contract may be terminated and payment withheld if this certification is inaccurate;   

	(iii) neither they, nor anyone acting for them, have violated the antitrust laws of the United States or the State, nor communicated directly or indirectly to any competitor or any other person engaged in such line of business for the purpose of obtaining an unfair price advantage;  
	(iii) neither they, nor anyone acting for them, have violated the antitrust laws of the United States or the State, nor communicated directly or indirectly to any competitor or any other person engaged in such line of business for the purpose of obtaining an unfair price advantage;  

	(iv) have not received payment from DIR or any of its employees for participating in the preparation of the Contract;  
	(iv) have not received payment from DIR or any of its employees for participating in the preparation of the Contract;  

	(v) under Section 2155.004, Texas Government Code, the vendor certifies that the individual or business entity named in this bid or contract is not ineligible to receive the specified contract and acknowledges that this contract  may be terminated and payment withheld if this certification is inaccurate;  
	(v) under Section 2155.004, Texas Government Code, the vendor certifies that the individual or business entity named in this bid or contract is not ineligible to receive the specified contract and acknowledges that this contract  may be terminated and payment withheld if this certification is inaccurate;  

	(vi) to the best of their knowledge and belief, there are no suits or proceedings pending or threatened against or affecting them, which if determined adversely to them will have a material adverse effect on the ability to fulfill their obligations under the Contract;  
	(vi) to the best of their knowledge and belief, there are no suits or proceedings pending or threatened against or affecting them, which if determined adversely to them will have a material adverse effect on the ability to fulfill their obligations under the Contract;  

	(vii) Vendor and its principals are not suspended or debarred from doing business with the federal government as listed in the System for Award Management (SAM) maintained by the General Services Administration; 
	(vii) Vendor and its principals are not suspended or debarred from doing business with the federal government as listed in the System for Award Management (SAM) maintained by the General Services Administration; 

	(viii) as of the effective date of the Contract, are not listed in the prohibited vendors list authorized by Executive Order #13224, "Blocking Property and Prohibiting Transactions with Persons Who Commit, Threaten to Commit, or Support Terrorism”, published by the United States Department of the Treasury, Office of Foreign Assets Control;  
	(viii) as of the effective date of the Contract, are not listed in the prohibited vendors list authorized by Executive Order #13224, "Blocking Property and Prohibiting Transactions with Persons Who Commit, Threaten to Commit, or Support Terrorism”, published by the United States Department of the Treasury, Office of Foreign Assets Control;  

	(ix) Vendor represents and warrants that, for its performance of this contract, it 
	(ix) Vendor represents and warrants that, for its performance of this contract, it 


	shall purchase products and materials produced in the State of Texas when available at the price and time comparable to products and materials produced outside the state, to the extent that such is required under Texas Government Code, Section 2155.4441; 
	shall purchase products and materials produced in the State of Texas when available at the price and time comparable to products and materials produced outside the state, to the extent that such is required under Texas Government Code, Section 2155.4441; 
	shall purchase products and materials produced in the State of Texas when available at the price and time comparable to products and materials produced outside the state, to the extent that such is required under Texas Government Code, Section 2155.4441; 

	(x) agrees that all equipment and materials used in fulfilling the requirements of this contract are of high-quality and consistent with or better than applicable industry standards, if any.  All Works and Services performed pursuant to this Contract shall be of high professional quality and workmanship and according consistent with or better than applicable industry standards, if any; 
	(x) agrees that all equipment and materials used in fulfilling the requirements of this contract are of high-quality and consistent with or better than applicable industry standards, if any.  All Works and Services performed pursuant to this Contract shall be of high professional quality and workmanship and according consistent with or better than applicable industry standards, if any; 

	(xi) to the extent applicable to this scope of this Contract, Vendor hereby certifies that it is in compliance with Subchapter Y, Chapter 361, Health and Safety Code related to the Computer Equipment Recycling Program and its rules, 30 TAC Chapter 328;  
	(xi) to the extent applicable to this scope of this Contract, Vendor hereby certifies that it is in compliance with Subchapter Y, Chapter 361, Health and Safety Code related to the Computer Equipment Recycling Program and its rules, 30 TAC Chapter 328;  

	(xii) agree that any payments due under this contract will be applied towards any debt, including but not limited to delinquent taxes and child support that is owed to the State of Texas;  
	(xii) agree that any payments due under this contract will be applied towards any debt, including but not limited to delinquent taxes and child support that is owed to the State of Texas;  

	(xiii) are in compliance Section 669.003, Texas Government Code, relating to contracting with executive head of a state agency;  
	(xiii) are in compliance Section 669.003, Texas Government Code, relating to contracting with executive head of a state agency;  

	(xiv) represent and warrant that the provision of goods and services or other performance under the Contract will not constitute an actual or potential conflict of interest and certify that they will not reasonably create the appearance of impropriety, and, if these facts change during the course of the Contract, certify they shall disclose the actual or potential conflict of interest and any circumstances that create the appearance of impropriety;  
	(xiv) represent and warrant that the provision of goods and services or other performance under the Contract will not constitute an actual or potential conflict of interest and certify that they will not reasonably create the appearance of impropriety, and, if these facts change during the course of the Contract, certify they shall disclose the actual or potential conflict of interest and any circumstances that create the appearance of impropriety;  

	(xv) under Section 2155.006, and Section 
	(xv) under Section 2155.006, and Section 
	(xv) under Section 2155.006, and Section 
	2261.053
	2261.053

	, Texas Government Code, are not ineligible to receive the specified contract and acknowledge that this contract may be terminated and payment withheld if this certification is inaccurate;  


	(xvi) have complied with the Section 556.0055, Texas Government Code, restriction on lobbying expenditures. In addition, they  acknowledge the applicability of §2155.444 and §2155.4441, Texas Government Code, in fulfilling the terms of the Contract; and 
	(xvi) have complied with the Section 556.0055, Texas Government Code, restriction on lobbying expenditures. In addition, they  acknowledge the applicability of §2155.444 and §2155.4441, Texas Government Code, in fulfilling the terms of the Contract; and 

	(xvii) represent and warrant that the Customer’s payment  and their receipt of appropriated or other funds under this Agreement are not prohibited by Sections 556.005 or Section 556.008, Texas Government Code. 
	(xvii) represent and warrant that the Customer’s payment  and their receipt of appropriated or other funds under this Agreement are not prohibited by Sections 556.005 or Section 556.008, Texas Government Code. 


	During the term of the Contract, Vendor shall, for itself and on behalf of its Order Fulfillers, promptly disclose to DIR all changes that occur to the foregoing certifications, representations and warranties. Vendor covenants to fully cooperate in the development and execution of resulting documentation necessary to maintain an accurate record of the certifications, representations and warranties. 
	In addition, Vendor understands and agrees that if Vendor responds to certain Customer pricing requests or Statements of Work, then, in order to contract with the Customer, Vendor may be required to comply with additional terms and conditions or certifications that an individual customer may require due to state and federal law (e.g., privacy and security requirements). 
	D. Ability to Conduct Business in Texas  
	Vendor and its Order Fulfiller shall be authorized and validly existing under the laws of its state of organization, and shall be authorized to do business in the State of Texas in accordance with Texas Business Organizations Code, Title 1, Chapter 9. 
	E. Equal Opportunity Compliance  
	Vendor agrees to abide by all applicable laws, regulations, and executive orders pertaining to equal employment opportunity, including federal laws and the laws of the State in which its primary place of business is located. In accordance with such laws, regulations, and executive orders, the Vendor agrees that no person in the United States shall, on the grounds of race, color, religion, national origin, sex, age, veteran status or handicap, be excluded from employment with or participation in, be denied t
	F. Use of Subcontractorsand Designation of Order Fulfillers    
	If Vendor uses any subcontractors in the performance of this Contract, Vendor must make a good faith effort in the submission of its Subcontracting Plan in accordance with the State’s Policy on Utilization of Historically Underutilized Businesses (HUB). A revised Subcontracting Plan approved by DIR’s HUB Office shall be required before Vendor can engage additional subcontractors in the performance of this Contract. A revised Subcontracting Plan approved by DIR’s HUB Office shall be required before Vendor ca
	Vendors who submit Order Fulfillers must indicate whether (a) the Order Fulfiller(s) will provide sales and marketing of the Vendor’s services only or (b) the Order Fulfiller(s) will provide technical services in addition to sales and marketing of the Vendor’s services. If Vendor wishes to engage additional Order Fulfiller(s) to provide technical services after Contract execution, Vendor must submit the qualifications of Order Fulfiller(s) to the DIR Contract Manager for approval (in addition to meeting HUB
	G. Responsibility for Actions  
	1) Vendor is solely responsible for its actions and those of its agents, employees, or 
	subcontractors, and agrees that neither Vendor nor any of the foregoing has any authority to act or speak on behalf of DIR or the State. 
	2) Vendor, for itself and on behalf of its subcontractors, shall report to DIR promptly when the disclosures under Certification Statement of Exhibit A to the RFO and/or Section 10.C. (xiii), Vendor Certifications of this Appendix A to the Contract change.  Vendor covenants to fully cooperate with DIR to update and amend the Contract to accurately disclose the status of conflicts of interest.   
	H. Confidentiality  
	1) Vendor acknowledges that DIR and Customers that are governmental bodies as defined by Texas Government Code, Section 552.003 are subject to the Texas Public Information Act.  Vendor also acknowledges that DIR and Customers that are governmental bodies will comply with the Public Information Act, and with all opinions of the Texas Attorney General’s office concerning this Act. 
	2)  Under the terms of the Contract, DIR may provide Vendor with information related to Customers. Vendor shall not re-sell or otherwise distribute or release Customer information to any party in any manner. 
	I. Security of Premises, Equipment, Data and Personnel  
	Vendor and/or Order Fulfiller may, from time to time during the performance of the Contract, have access to the personnel, premises, equipment, and other property, including data, files and /or materials (collectively referred to as “Data”) belonging to the Customer. Vendor and/or Order Fulfiller shall use their best efforts to preserve the safety, security, and the integrity of the personnel, premises, equipment, Data and other property of the Customer, in accordance with the instruction of the Customer. V
	J. Background and/or Criminal History Investigation 
	Prior to commencement of any services, background and/or criminal history investigation of the Vendor and/or Order Fulfiller’s employees and subcontractors who will be providing services to the Customer under the Contract may be performed by the Customer.. Should any employee or subcontractor of the Vendor and/or Order Fulfiller who will be providing services to the Customer under the Contract not be acceptable to the Customer as a result of the background and/or criminal history check, then Customer may im
	K. Limitation of Liability 
	For any claims or cause of action arising under or related to the Contract: i) to the extent permitted by the Constitution and the laws of the State, none of the parties shall be liable to the other for punitive, special, or consequential damages, even if it is advised of the 
	possibility of such damages; and ii) Vendor’s liability for damages of any kind to the Customer shall be limited to the total amount paid to Vendor under the Contract during the twelve months immediately preceding the accrual of the claim or cause of action.  However, this limitation of Vendor’s liability shall not apply to claims of bodily injury; violation of intellectual property rights including but not limited to patent, trademark, or copyright infringement; indemnification requirements under this Cont
	L. Overcharges  
	Vendor hereby assigns to DIR any and all of its claims for overcharges associated with this contract which arise under the antitrust laws of the United States, 15 U.S.C.A. Section 1, et seq., and which arise under the antitrust laws of the State of Texas, Tex. Bus. and Comm. Code Section 15.01, et seq. 
	M. Prohibited Conduct  
	Vendor represents and warrants that, to the best of its knowledge as of the date of this certification, neither Vendor nor any Order Fulfiller, subcontractor, firm, corporation, partnership, or institution represented by Vendor, nor anyone acting for such Order Fulfiller, subcontractor, firm, corporation or institution has: (1) violated the antitrust laws of the State of Texas under Texas Business & Commerce Code, Chapter 15, or the federal antitrust laws; or (2) communicated its response to the Request for
	N. Required Insurance Coverage 
	As a condition of this Contract with DIR, Vendor shall provide the listed insurance coverage within 5 business days of execution of the Contract if the Vendor is awarded services which require that Vendor’s employees perform work at any Customer premises and/or use employer vehicles to conduct work on behalf of Customers. In addition, when engaged by a Customer to provide services on Customer premises, the Vendor shall, at its own expense, secure and maintain the insurance coverage specified herein, and sha
	 
	1) Commercial General Liability 
	Commercial General Liability must include $1,000,000 per occurrence for Bodily Injury and Property Damage, with a separate aggregate limit of $2,000,000; Medical Expense per person of $5,000; Personal Injury and Advertising Liability of $1,000,000; Products/Completed Operations Aggregate Limit of $2,000,000; and Damage to Premises Rented: $50,000. Agencies may require additional Umbrella/Excess Liability insurance.  The policy shall contain the following provisions: 
	 
	a) Blanket contractual liability coverage for liability assumed under the Contract; 
	b) Independent Contractor coverage; 
	c) State of Texas, DIR and Customer listed as an additional insured; and 
	d) Waiver of Subrogation 
	 
	2) Workers’ Compensation Insurance 
	WORKERS’ COMPENSATION INSURANCE AND EMPLOYERS’ LIABILITY COVERAGE MUST INCLUDE LIMITS CONSISTENT WITH STATUTORY BENEFITS OUTLINED IN THE TEXAS WORKERS’ COMPENSATION ACT (ART. 8308-1.01 ET SEQ. TEX. REV. CIV. STAT) AND MINIMUM POLICY LIMITS FOR EMPLOYERS’ LIABILITY OF $1,000,000 PER ACCIDENT, $1,000,000 DISEASE PER EMPLOYEE AND $1,000,000 PER DISEASE POLICY LIMIT.  
	 
	3) Business Automobile Liability Insurance 
	Business Automobile Liability Insurance must cover all owned, non-owned and hired vehicles with a minimum combined single limit of $500,000 per occurrence for bodily injury and property damage. The policy shall contain the following endorsements in favor of DIR and/or Customer: 
	a) Waiver of Subrogation; and 
	b) Additional Insured. 
	O. Use of State Property  
	Vendor is prohibited from using the Customer’s equipment, the customer’s location, or any other resources of the Customer or the State for any purpose other than performing services under this Agreement.  For this purpose, equipment includes, but is not limited to, copy machines, computers and telephones using State long distance services.  Any charges incurred by Vendor using the Customer’s equipment for any purpose other than performing services under this Agreement must be fully reimbursed by Vendor to t
	P. Immigration  
	The Vendor shall comply with all requirements related to federal immigration laws and regulations, to include but not be limited to, the Immigration and Reform Act of 1986, the 
	Illegal Immigration Reform and Immigrant Responsibility Act of 1996 ("IIRIRA") and the Immigration Act of 1990 (8 U.S.C.1101, et seq.) regarding employment verification and retention of verification forms for any individual(s) who will perform any labor or services under this Contract.  
	  
	Pursuant to Executive Order No. RP-80, issued by the Governor of Texas on December 3, 2014, and as subsequently clarified, the Vendor shall, as a condition of this Contract, also comply with the United States Department of Homeland Security¹s E-Verify system to determine the eligibility of: 
	• all persons 1) to whom the E-Verify system applies, and 2) who are hired by the Vendor during the term of this Contract to perform duties within Texas; and 
	• all subcontractors’ employees 1) to whom the E-Verify system applies, and 2) who are hired by the subcontractor during the term of this Contract and assigned by the subcontractor to perform work pursuant to this Contract.   
	 
	The Vendor shall require its subcontractors to comply with the requirements of this Section and the Vendor is responsible for the compliance of its subcontractors. Nothing herein is intended to exclude compliance by Vendor and its subcontractors with all other relevant federal immigration statutes and regulations promulgated pursuant thereto.  
	Q. Public Disclosure  
	No public disclosures or news releases pertaining to this contract shall be made by Vendor without prior written approval of DIR. 
	R. Product and/or Services Substitutions  
	Substitutions are not permitted without the written permission of DIR or Customer. 
	S. Secure Erasure of Hard Disk Managed Services Products and/or Services  
	Vendor agrees that all managed service products and/or services equipped with hard disk drives (i.e. computers, telephones, printers, fax machines, scanners, multifunction devices, etc.) shall have the capability to securely erase data written to the hard drive prior to final disposition of such managed service products and/or services, either at the end of the managed service product and/or services’ useful life or at the end of the Customer’s managed service product and/or services’ useful life or the end
	T. Deceptive Trade Practices; Unfair Business Practices 
	1) Vendor represents and warrants that neither Vendor nor any of its Subcontractors has been (i) found liable in any administrative hearing, litigation or other proceeding of Deceptive Trade Practices violations as defined under Chapter 17, Texas Business & Commerce Code, or (ii) has outstanding allegations of any Deceptive Trade Practice pending in any administrative hearing, litigation or other proceeding.  
	 
	2) Vendor certifies that it has no officers who have served as officers of other entities who (i) have been found liable in any administrative hearing, litigation or other proceeding of Deceptive Trade Practices violations or (ii) have outstanding allegations of any Deceptive Trade Practice pending in any administrative hearing, litigation or other proceeding. 
	U. Drug Free Workplace Policy 
	Vendor shall comply with the applicable provisions of the Drug-Free Work Place Act of 1988 (Public Law 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.) and maintain a drug-free work environment; and the final rule, government-wide requirements for drug-free work place (grants), issued by the Office of Management and Budget and the Department of Defense (32 CFR Part 280, Subpart F) to implement the provisions of the Drug-Free Work Place Act of 1988 is incorporated by reference and Vendor shall comply wit
	V. Accessiblity of Public Information  
	1)  Pursuant to S.B. 1368 of the 83rd Texas Legislature, Regular Session, Vendor is required to make any information created or exchanged with the State pursuant to this Contract, and not otherwise excepted from disclosure under the Texas Public Information Act, available in a format that is accessible by the public at no additional charge to the State.  
	2)  Each State government entity should supplement the provision set forth in Subsection 1, above, with the additional terms agreed upon by the parties regarding the specific format by which the Vendor is required to make the information accessible by the public. 
	W. Vendor Reporting Requirements  
	Vendor shall comply with Subtitle C, Title 5, Business & Commerce Code, Chapter 109 as added by HB 2539 of the 83rd Texas Legislature, Regular Session, requiring computer technicians to report images of child pornography. 
	11. Contract Enforcement  
	A. Enforcement of Contract and Dispute Resolution  
	 
	1) Vendor and DIR agree to the following: (i) a party’s failure to require strict performance of any provision of the Contract shall not waive or diminish that party’s right thereafter to demand strict compliance with that or any other provision,  (ii) for disputes not resolved in the normal course of business, the dispute resolution process provided for in Chapter 2260, Texas Government Code, shall be used, and (iii) actions or proceedings arising from the Contract shall be heard in a state court of compet
	2) Disputes arising between a Customer and the Vendor shall be resolved in accordance with the dispute resolution process of the Customer that is not inconsistent 
	with subparagraph A.1 above. DIR shall not be a party to any such dispute unless DIR, Customer, and Vendor agree in writing. 
	3) State agencies are required by rule (34 TAC §20.108(b)) to report vendor performance through the Vendor Performance Tracking System (VPTS) on every purchase over $25,000.   
	B. Termination  
	1) Termination for Non-Appropriation  
	a) Termination for Non-Appropriation by Customer 
	Customer may terminate Purchase Orders if funds sufficient to pay its obligations under the Contract are not appropriated: i) by the governing body on behalf of local governments; ii) by the Texas legislature on behalf of state agencies; or iii) by budget execution authority provisioned to the Governor or the Legislative Budget Board as provided in Chapter 317, Texas Government Code.  In the event of non-appropriation, Vendor and/or Order Fulfiller will be provided ten (10) calendar days written notice of i
	 
	b) Termination for Non-Appropriation by DIR 
	DIR may terminate Contract if funds sufficient to pay its obligations under the Contract are not appropriated: by the i) Texas legislature or ii) by budget execution authority provisioned to the Governor or the Legislative Budget Board as provided in Chapter 317, Texas Government Code.  In the event of non-appropriation, Vendor and/or Order Fulfiller will be provided thirty (30) calendar days written notice of intent to terminate. In the event of such termination, DIR will not be considered to be in default
	 
	2) Absolute Right  
	Note: NO EXCEPTIONS OR REVISIONS WILL BE CONSIDERED 
	DIR shall have the absolute right to terminate the Contract without recourse in the event that: i) Vendor becomes listed on the prohibited vendors list authorized by Executive Order #13224, "Blocking Property and Prohibiting Transactions with Persons Who Commit, Threaten to Commit, or Support Terrorism”, published by the United States Department of the Treasury, Office of Foreign Assets Control; ii) Vendor becomes 
	suspended or debarred from doing business with the federal government as listed in the System for Award Management (SAM) maintained by the General Services Administration; or (iii) Vendor is found by DIR to be ineligible to hold this Contract under Subsection (b) of Section 2155.006, Texas Government Code. Vendor shall be provided written notice in accordance with Section 12.A, Notices, of intent to terminate. 
	 
	3) Termination for Convenience 
	DIR may terminate the Contract, in whole or in part, by giving the other party thirty (30) calendar days written notice.  A Customer may terminate a Purchase Order or other contractual document or relationship by giving the other party thirty (30) calendar days written notice.   
	 
	4) Termination for Cause 
	a) Contract  
	Either DIR or Vendor may issue a written notice of default to the other upon the occurrence of a material breach of any covenant, warranty or provision of the Contract, upon the following preconditions: first, the parties must comply with the requirements of Chapter 2260, Texas Government Code in an attempt to resolve a dispute; second, after complying with Chapter 2260, Texas Government Code, and the dispute remains unresolved, then the non-defaulting party shall give the defaulting party thirty (30) calen
	b) Purchase Order 
	Customer or Order Fulfiller may terminate a Purchase Order or other contractual document or relationship upon the occurrence of a material breach of any term or condition: (i) of the Contract, or (ii) included in the Purchase Order or other contractual document or relationship in accordance with Section 4.B.2 above, upon the following preconditions: first, the parties must comply with the requirements of Chapter 2260, Texas Government Code, in an attempt to resolve a dispute; second, after complying with Ch
	5) Immediate Termination or Suspension  
	DIR may immediately suspend or terminate this Contract without advance notice if DIR receives notice or knowledge of potentially criminal violations by Vendor or Order Fulfiller (whether or not such potential violations directly impact the provision of goods or services under this Contract).  In such case, the Vendor or Order Fulfiller may be held ineligible to receive further business or payment but may be responsible for winding down or transition expenses incurred by Customer.  DIR or Customer will use r
	 
	6) Customer Rights Under Termination  
	In the event the Contract expires or is terminated for any reason, a Customer shall retain its rights under the Contract and the Purchase Order issued prior to the termination or expiration of the Contract. The Purchase Order survives the expiration or termination of the Contract for its then effective term. 
	7) Vendor or Order Fulfiller Rights Under Termination  
	In the event a Purchase Order expires or is terminated, a Customer shall pay: 1) all amounts due for products or services ordered prior to the effective termination date and ultimately accepted, and 2) any applicable early termination fees agreed to in such Purchase Order. 
	C. Force Majeure 
	DIR, Customer, or Order Fulfiller may be excused from performance under the Contract for any period when performance is prevented as the result of an act of God, strike, war, civil disturbance, epidemic, or court order, provided that the party experiencing the event of Force Majeure has prudently and promptly acted to take any and all steps that are within the party’s control to ensure performance and to shorten the duration of the event of Force Majeure.  The party suffering an event of Force Majeure shall
	12. Notification  
	A. Notices  
	All notices, demands, designations, certificates, requests, offers, consents, approvals and other instruments given pursuant to the Contract shall be in writing and shall be validly given on: (i) the date of delivery if delivered by email, facsimile transmission, mailed by registered or certified mail, or hand delivered, or (ii) three business days after being mailed 
	via United States Postal Service. All notices under the Contract shall be sent to a party at the respective address indicated in Section 6 of the Contract or to such other address as such party shall have notified the other party in writing. 
	B. Handling of Written Complaints 
	In addition to other remedies contained in the Contract, a person contracting with DIR may direct their written complaints to the following office: 
	Public Information Office 
	Department of Information Resources 
	Attn: Public Information Officer 
	300 W. 15th Street, Suite 1300 
	Austin, Texas 78701 
	(512) 475-4759, facsimile 
	13. Captions  
	The captions contained in the Contract, Appendices, and its Exhibits are intended for convenience and reference purposes only and shall in no way be deemed to define or limit any provision thereof.  
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